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Version Impacts Date
Certification Pre-June 2021
Assistant
CAl4 1.4 includes: June 2021

e Dashboard redesign
e Update to Individual Self-Assessment:
o NewTab structure
= Controls Commentsand Logs
(Implementation Statement
=  Policy References
=  Assessmentguide
= Artifact Upload
= Action Items
e Updatesto Policies
e Added Scope to System Description
CA 1S5 No changes to Lite August 2021
CAle6 The following changes have been implemented for Lite: January 2022
e Ability to import both Software and Hardware
inventory on System Environment tab
e |mproved Usability
= Navigation from within individual controls
= Decision a control from Domain Dashboard
e Ability to create workflow items on a schedule i.e.
daily, weekly, monthly, quarterly or yearly basis
e Ability to share documents between partner and
you
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Certification Assistant Lite Home Page

The first page displayed after access Certification Assistant from MAG is the Home Page. The page
consists of 5 main sections:
1. Plans — Your currently enabled compliance plans
2. Tasks —Action Items that are currently assigned tothe current user
3. Graphs — A high-level snapshot of the progress on controls and action items
4. Message Inbox —Built-in messaging component. Send messages to your team members,
clients, or consultants.
5. Help & Profile —Access to help and support resources as well as the button to upgrade your
license.

Message Inbox

M2 MLZ ML ML

To access the CMMC program details, click on the Cybersecurity Maturity Model Certification (CMMC)
button.
If there are Actions Items available, click on the Task Name toaccess the task details page.

Cybersecurity Maturity Model Certification (CMMC) Home Page
The CMMC home page contains more detailed resources toupdate your status on CMMC Certification.

Copyright ©2021 Exostar LLC. All rights reserved



Cybersecurity Maturity Model Certification (CMMC) Back to Home Pase

Current

CMMC Level Partially Implemented Mot Implemented Mot Applicable

Summary
o

Level 4 Level 5
Complete/Total Complete/Total

Level - o5
Access Control
Level - o%
Level - o%
Identification and Authentication
Level 0%
Level o%
Media Protection
Lovel — 0%
Level — 0%
Physical Pratection
Level - %
Level - %
System and Communlcatiens Protection
Level %
Level o%
System and Informational Integrity
Level 0%

The Tab Toolbar is how you will navigate through the system to complete each section. The buttons that
are greyed out are features available in Certification Assistant Standard and Premium. Use the Upgrade
links to view details about these versions.

System System Policics Self
Description Environment Assessment

The Summary bar shows your current CMMC Level, Target CMMC Level, Self-Assessed CMMC Level and
the number of controls in eachlevel of implementation; Implemented, Partially Implemented, Not
Implemented and Not Applicable.

Current CMMC Level Target CMMC Level Implemented Partially Implemented Not Implemented

a5 30 43

The Progress Toward Certification gives a complete roadmap of the progress in each CMMC domain
towardyour goal certificationlevel.
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0%
Access Control

0%

0%
Identification and Authentication

0%

0%
Media Protection

0%

0%
Physical Protection

0%

b|a|E (B]|E (B8 (B8

0%
System and Communications Protection

0%

0%
System and Informational Integrity

BlE |2

0%

e There are Practices and Processes in each CMMC domain from Level 2 on.
o There arelimited practices and no processes in Level 1, therefore the chart shows a grey
cell with no data. As a Certification Assistant Lite user, you will only have access to Level
1.
e When aLevel contains 0 completed controls, it will show orange and 0 out of 2 (for example)
and Incomplete.
e When a Level contains between 1 and the full number of controls, the cell will show lite blue
and show In Progress.
e When a Level has all controls completed, the cell will show greenand be labeled Complete.

e When a Level is complete, the ‘Self-Assessment Level’ column will show the highest level
currently completed.

e The ProgresstoTarget Level ‘X’ column will show a percentage of progress toward the goal.

Each cell on the chart with progress data is also clickable and will navigate you directly to the
selected Level and Domain.

System Description Tab

The System Description tab is used to start the information gathering required for a System
Security Plan or SSP report.

NOTE: Lite access does not allow for generation of a SSP. You would need to upgrade to
Standard or Premium.

Click on the ‘Edit’ button to enteredit mode and complete the form.
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Number of end users and privileged user End Users Privileged Users

Enter the information in each field and click on the Save button when complete.

Notes regarding a selection of the fields:

e System Categorization: In general, the format for this field is
o SCfor Security Category
The information type — example ‘information system’ or ‘contract system’
A High/Moderate/Low impact rating for confidentiality
A High/Moderate/Low impact rating for integrity
A High/Moderate/Low impact rating for availability
Together in this format:
= SCinformation system = {(confidentiality, impact), (integrity, impact),
(availability, impact)}
e General description of information — use the link provided under the text box to view a
list of CUl information types.

0O O 0O O ©O

Copyright ©2021 Exostar LLC. All rights reserved



bersecurity Maturity Model Certification
System
Description

System Name/Title

System Scope

System Unique Ident

Responsible Organization
Address: Street:
City State Zip: 7 |Country:
Phone:

General Purpose of the System

Number of end users and privileged users
priviles End Users: Privileged Users

General description of Information

System Environment Tab

The System Environment tab is for the detailed documentation of the system. Click on the Edit
button to open the top portion of the screen for edit.

Home Page

tem interconnections, and key devices. (Note: this does not require depicting every workstation or desktop, but include aninstance for each operating system inuse, an
veb, database, application), as well as any networked workstations (e.g., Unix, Windows, Mac, Linux), firewalls, routers, switches, copiers, printers, lab equipment, handhelds)
m, denote the system boundaries by referencing the security plans or names and owners of the other system(s) in the diagram.

If components of ather systems that interconnect

Ul to hic Provide anarr component

[B) assessment

uditor_ist

x X KX

cationDate=139035%:

ardss20Guide pdfversion=16mox

3 hitps-imy exostar com/ovnload attachments/43613368/Certification’s
The System Description Document (SDD) is a top level informal document that describes what the system will do. It should describe the "System” or “Product” from a users’ perspective. This is the first document that any auditor or contractor would read. From it they

should understand what the system does.

vice packs, and person or role responsible for the component

nclude 3 complete and accurate listing of ail hardware (3 reference

Maintained? Responsible

HP 8355.DF

Upload a detailed topology diagram and enter a narrative to support the graphic in the fields
provided. You may upload file(s) or link(s) to externally available files using the Link field. If a
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document needsto be replaced, use the delete ‘X’ to remove the document and upload the
revised version.

To list your Hardware inventory, click on the Add Hardware button. This will openthe form for
adding new hardware to the list. The following fields needto be entered: Name/Description,
Make, Model #, Responsible and then select from the available values for Asset Category, Asset
Value, Impact of Loss (relates to Risk Management), ownerand maintenance for the inventory
asset.

Back to
Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Model Certification (CMMC)

Home Page

System - Self
Fofies he=n

ating system in use, an
Iab equipment, handhelds).

The System Description Document (SDD) is & top level informal document that describes what the system willdo. It should describe the *System” or “Product” from a users' perspective. This s the first document that any auditar or contractor would read. From it they
should understand what the system does.

Note: Asset Category defines how this asset is usedrelative to CUl —is it for the
Transmission, Processing, and/or Protection of CUI.

You also can now upload your Hardware Inventory. The template neededis on the bottom of
table. The requiredvalues are in the template on the farright. Simple fill it out, save it as a file
on your computer (with the same file extensioni.e. do not change it), and then upload. Once
you’ve chosen the file, click Import.
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Backto
Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Model Certification (CMMC)

Home Page
System System Policies If
Descri n nvironment Assessment

Include a detailed topology narrative and graphic that clearly depicts the system boundaries, system interconnections, and key devices. (Note: this does not require depicting every workstation or desktop, but include aninstance
for each operating system in use, an instance for portable components (if applicable), all virtual and physical servers (e.8. file, print, web, database, application), as well as any networked workstations (e.g., Unix, Windows, Mac,
Linux), firewalls, routers, switches, copiers, printers, lab equipment, handhelds). If components of other systems that interconnect/interface with this system need to be shown on the diagram, denote the system boundaries by
referencing the security plans or names and owners of the other system(s) in the diagram.

Upload asystem topology graphic. Provide a narrative consistent with t

ty lists and describes each system component

View Dacument(s|

Narrative:

ing of all hardware (a.

(e to the organizational component inventory database is acceptable) and sof components, including make/OEM, model, version, service packs, and

# Name/Description

Asset Category AssetValue Maintained? Responsible

1| Tz TugZ | gz

Transmi

atection ‘ ‘ High

import Hardvare Inventory: Uploac [Choose Pl ] ol |

# Name/Description

1 [ ez ez [rez I

e s ptoac: [ Groose i o e choen ) «a»

Software Inventory:

Cybersecurity Maturity Model Certification (CMMC)

Cyberseaurity Maturity Model Ces

System System If
D iption Environment sessment

Include 2 detalled topology na
instance for portable comy
If components of othe

ystem
wieb, database,
on the diagram,

nd ey devices. (Note: this
i &5 veell 2z any networked wor

t require depicting evary w
system boundaries by referer

tations (=2 Unix. Window
ne the security plans or names and

ion or desktop, but i
o, firewalls, rous
s of the othes

ch operating system in use, an
printers. lab equipment, handhelds).
am

3l servers (.. file,
system need to be

B https: iy exostas comvidons

B/Cartifcationd20Assistanth 20Standard 20Guide pdfversions 1emadifationDates 19003893797 336apisv2

XX XX

The System Description Document (SDD) ks a top level Informal descril ill do. | Id d
should understand what the system does.

Ibe the “System’ or "Product” from 3 users’ perspactive. This Is the first document that any auditor o contractor would read. From It they

At Ve

# Nome/Description Vendor Reseller AssetValue  Impact of Lass Maintained?

To list your Software Inventory, use the Add Software button. This will open the form to add
software to the list. The following fields will needto be entered: Name/Description, Vendor,
Reseller, Type, Version, Service Pack, Responsible, and then select from the options for Asset

10
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Category, Asset Value, Impact of Loss (related to Risk Management), Owned, and Maintained
for the software.

You also can now upload your Software Inventory. The template neededis on the bottom of
table. The requiredvalues are in the template on the far right. Simple fill it out, save it as a file
on your computer (with the same file extensioni.e. do not change it), and then upload. Once
you’ve chosen thefile, click Import.

Backto
Cybersecurity Maturity Model Certification (CMMC)
Home Page

Cybersecurity Maturity Model Certification (CMMC

System System Hia Self
Fotes szement

Include a detailed topology narrative and graphic that clearly depicts the system boundaries, system interconnections, and key devices. (Note: this does not require depicting every workstation or desktop, but include an instance
for each operating system in use, an instance for portable components (if applicable), all virtual and physical servers (e.g. file, print, web, database, application), as well as any networked workstations (e.g., Unix, Windows, Mac,
Linux), firewalls, routers, switches, copiers, printers, lab equipment, handhelds). If components of other systems that interconnect/interface with this system need to be shown on the diagram, denote the system boundaries by
referencing the security plans or names and owners of the other system(s) in
o Provide sistent with the graphic that c

Asset Category
[ Add Hardvare ]
. . e { 1 \ [eooey T o
Import Hardware Inventory: Download Import Template Upload:| | Choose File | | [ import
# Name/Description Vendor Reseller Type Version ?:;’“ Zi;m C;S: Impact of Loss Owned? Maintained? Responsible
e e [ [T T T T 1 [ —
Import Software Inventory: Upload:| | Choose File | [ import ]

Policies Tab

The Policies tab is used as a repository for all policy documentation referred to in the controls.
Click on the button to choose your files — multiple files can be uploaded at the same time. You
can add the link to Certification Assistant for files that are stored and available externally. Use
the blue Open Exostar PolicyPro to access PolicyPro and your content.

11
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Cybersecurity Maturity Model Certi

Policy Upload/Link

Choose Files

OR

Access Exostar PolicyPro

Once your files are uploaded, they can be removed using the delete ‘X’.

Backto
Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Model Certification (CMMC)

Hame Paga

Policy Upload/Link: Policies:
Delete Policy Confirmation!
Choose Flles | M Are you sure you want to delete this policy ?
OR
Access Exostar PolicyPro e inkes To =
SUONRESTAPI- 2703211036430 pdt x
plezs Risk_Assessment )

You will have the option to confirm the file removal before it is completed.

Self-Assessment Tab

The Self-Assessment tabis where the CMMC Levels with Practices and Processes are held. Certification
Assistant Liteis limited to Level 1, Standard adds Level 2 & 3 as well as NIST 800-171, and Premium adds
Level 4 & 5.

12
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Cybersecurity Maturity Model Certification (CMMC)

Cybersecurity Maturity Mode! n (CMMC)
Home Page.

Level 1

Self Assessment

Sysf System Policies Self
Description Environment Assessment

Print Self Assessment. Print Open Action Items

L R |...phﬁnu mn Ap.,lN':u-
AC - Access Control 0/44 0 4 0 0
IA - Identification and Authentication 0/2 0 2 0 0
MP - Media Protection 0/1 0 1 0 0
PE - Physical Protection 0/4 0 4 0 0
SC - System and Communications Protection 0/2 0 2 0 0
SI - System and Informational Integrity 0/4 0 4 0 0

The upper section is a list of the Domains available in the Level, the lower sectionis all open Action

Items for the CMMC program.

Copyright ©2021 Exostar LLC. All rights reserved

13



EXOSTAR

Click on a Domain name (Access Controlin this instance) and the Practices withinthat domain are
displayed. Click on the View button or click on the practice content to view the control details.

Copyright ©2021 Exostar LLC. All rights reserved
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You can now decision any individual control from the Domain Dashboard page. Please note that you still

need to add implementation statements and add documentation to inform that status ... this canjust
help facilitate a run thru of the controls.

Cybersecurity Maturity Model Certification (

Level 1

Practices

System

Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other infarmation systems).

Verify and control/limit connections to and use of external information systems.

Domain: Access Control (AC)

Capability: Establish system access requirements

Capability: Control internal system access

Cybersecurity Maturity Model Certificati

—
Limit information system access to the types of transactions and functions that authorized — — _
ACL002 | icers are permitted to execute. ] Rk ol capenied Eagital Il sments) ok foulicals e

Capability: Limit data access to authorized users and processes

‘Controlinformation posted or processed on publicly accessible information systems.

Level 1

Access Control (AC)

Capability: Establish system access requirements

@D

AC.1.002 §
AC.1.003 B
Ac.1.004 0

CMMC Practice ID: AC.1.001 | NIST 800-171 Control ID: 31.1

Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).

Additional Information:

Access control policies (e 5. identity- or role-based policies, control matrices, and cryptography) control access between active entities or subjects (i, users or processe:
d domains) in systems. Access enforcement mechanisms can be employed at the application an
requirement focuses on account for syst d <. The definition
are addressed in requirement 3.1.2

n behalf of users) and passive entities o objects
rvice level to provide increased information security. Other systems include systems internal and
nd enforcement of access authorizations, other than those determined by account type e g

0 £3n use company computers and who can log on to the company network Limit the services and devices, like printers, that can be accessed by company computers, Set up your system 5o that unauthorized users and
devices cannot get on the company network

Example 1

You are ncharge of IT for your company. You give a username and password to every emplayee who uses a company computer ft
username and password only to those employees you know have permission to be on the system. When an employes leaves the c

irjob. No one can use 2 company computer without 2 username and 2 password. You give a
pany, you disable their username and password immediately

Example 2

Acowo tment tells you their boss wants to buy a new multi-function printer/scanner/fax device and make it available on the campany network. You explain that the company controls system and
device access to the network, il stop non-company systems and devices unless they already have permission to access the network You work with the marketing department to grant permission tothe new

printer/scanner/fax device to connect to the network, then install it

Back to Access Control Page

Not
Implemented

Partially
Implemented

i

Not
le

Palicy References Assessment Guide Artifact Upload Action Items Workflow Tasks

Please describe how you have met the critieria for this Practice/Process. or any other applicable information (Implementation statement):
= Xz
mam=E0l®

Styles .

E o & = [ Source

B I §|K|x= = 4 | 99 Format - | 9

The Control Detail page has 3 main components
1. The Left side panel shows all possible controls for the Domain and allows for easy
navigation by clicking on the control number.

2. The center panel show the Practice content and Additional Information to assist you

Cancel
Back to List

« FAR Clause 5220

o bl
« NISTSPE00-171Rev1
311

o 3
« CisControlsy7.1
o 14,16,51146,

implementing the control. Below the Additional Information there are now tabs for
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other items like artifacts, policies, implementation statements and CMMC Assessment
Guide documentation.

3. The right panel holds the action buttons and reference information. Each status button
can be clicked to change the control to that status and any status changes are
automatically saved. Any changes to the other content will require the user clicking the
Save button. Use the Cancel or Back to List button to return to the control list. The
bottom right has the reference material related to each individual control.

Tab 1 - Controls Comments & Log

Please describe how you have met the critieria for this Practice/Process, or any other applicable information (Implementation statement):

Comments / Activity Log:
+ 0&/07/21 08:20:23 AM PDT by David Wise - STATUS CHANGED via PIM Import: Implemented

= D&/07/2107:26:44 AM POT by David Wise - STATUS CHANGED via PIM Impaort: Implemented

The large textbox is usedto enter your Implementation Statement for the control. If you make
edits to the statement, the original version of the statementwill be added to the
Comments/Activity Log. Contentin the main textbox will be included on reports and the SSP
document.

Note: All other interactions with the control such as status changes, will be enteredin the
Comments/Activity Log.

16
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Tab 2 — Policy Reference
Controls Comments &.Log Aesessment uide Aritact Upload Action tems

Select Policy(s): Attached Policies:

Please ensure that policies are uploaded into Policies section first in order to
select policy

[ my Policy 1
O my Policy 2
[ my Policy 3

You will needto upload all the organizations policies through the Policy Tab then they will be
here listed to be selected. Note: only those policies NOT already assigned will be available to
associate.

Select Policy(s) to be linked to this control. Usethe red ‘X’ icon to remove a policy link. The
document will not be affected by removing the link.

Tab 3 — Assessment Guide
‘Controls Comments & Log Policy References Artifact Upload Action Items

Assessment Guide:
ASSESSMENT OBJECTIVES [NIST 5P 800-171A]

Determine if:

[a] authorized users are identified:

[b] processes acting on behalf of authorized users are identified;

[c] devices (and other systems) authorized to connect to the system are identified;
[d] system access is limited to authorized users;

[e] system access is limited to processes acting on behalf of authorized users; and
[f] system access is limited to authorized devices (including other systems)

POTEMTIAL ASSESSMENT METHODS AND OBJECTS[MIST SP 800-171A]

Examine

[SELECT FROM: Access control policy; procedures addressing account management; system security plan; system design documentation; system configuration settings and associated documentation; list of active system accounts
and the name of the individual associated with each account; notifications or records of recently transferred, separated, or terminated employees; list of conditions for group and role membership; list of recently disabled system
accounts along with the name of the individual associated with each account; access authorization records; account management compliance reviews; system monitoring records; system audit logs and records; list of devices and
systems authorized to connect to organizational systems; other relevant documents or records].

Interview
[SELECT FROM: Personnel with account management responsibilities; system or network administrators; personnel with information security responsibilities].

Test
[SELECT FROM: Organizational processes for managing system accounts; mechanisms for implementing account management]

DISCUSSION [MIST SP800-171 R2]

Access control policies (e.g., identity- or role-based policies, control matrices, and cryptography) control access between active entities or subjects (i.e_, users or processes acting on behalf of users) and p: ntities or objects
(e.g, devices, files, records, and domains) in systems. Access enforcement mechanisms can be employed at the application and service level to provide increased information security. Other systems include systems internal and
external to the organization. This requirement focuses on account management for systems and applications. The definition of and enforcement of access authorizations, other than those determined by account type ez,
privileged verses [sic] non-privileged) are addressed in requirement 3.1.2 (AC.1.002)

For additional guidance while completing the controls, the CMMC Assessment Guide has been
added for your reference.

17
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Tab 4 — Artifact Upload

Controls Comments & Log Palicy References Assessment Guide Artifact Upload Action Items
Artifact Upload: Attached Artifacts(s):

Upload: Choose Files

-OR-

To upload document artifacts specifically for this control, enter an artifact description and
choose afile to upload. Use the red ‘X’ icon to remove an artifact if needed.

Note: Any artifact that applies to more than 1 Control will needto be uploaded to each
individual control.

Tab 5 —Action Items
Controls Comments & Log Policy References Assessment Guide Artifact Upload

‘What is the Action Item to be completed?

Who is going to be assigned ta review and address this item?

select the type of action:

When do you expect it to be completed?

Action Itemsfor a control are managed on the Action Itemstab. This is also how you add them
in the Action Items tab. Select the user to be assigned the item, identify the item as an Action
Iltem/Workflow, CMMC POAM, NIST 800-171 POAM, or Both, set a due date and click on Save.

The user assigned will receive an email notifying them of the task assignment.

While a control has an open Action Item, the Status icon on the list will show ‘Action Item’ and
in the control details, the button ‘Pending Action Item, See Below’ is shown. Also, the Self-
Assessment tab will have a yellow square or icon.

18
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Backto
Cybersecurity Maturity Model Ce i e

Home Page

Level 1

Self Assessment Print Self Assessment Print Open Action Items

Not Partially Not
Implemented i iemented  Implemented  Applicable

AC - Access Control 0/44A 0 4 0 0
|A - Identification and Authentication 0/2 0 2 0 0
MP - Media Protection 0/1 0 1 0 0
PE - Physical Protection 0/4 0 4 0 0

5C - System and Communications Prote

Sl - System and Informational Integrity 0/4 0 4 0 0

tification (CMMC) Cybersecurity Maturity Mode Cer

5 n

escription Environment

Level 1

Capability: Establish system access requirements
Limit Information system access to authorized users, processes acting on behalf of authorized users, or devices (including other Information systems).
Capability: Control internal system access

Capability: Limit data access to authorized users and pro

AC.1.003 Verify and control/limit connections to and use of external information systems. View

‘ AC.1.004 | Control information posted or processed on publicly accessible information systems. View ‘

19
Copyright ©2021 Exostar LLC. All rights reserved



Backto
Cybersecurity Maturity Model Certification (CM

ss Control (AC) Back to Access Cantre

Capability: Establish system access requirements.

emmc Pending
ractice \C.1001
Practice ID: npleting 800-171 control 31.1 Action Items)
AC.1001 See Below
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems)

Additional Information: Cancel
. Back to List

Policy References Assessment Guide Avtitact Uplosd Action tems

ou have met the critieria for this Practice/Process. or any ather spplicable information (implementation statement

Additional
References.

Clicking the pendingaction button will snap down to the open Actions for the control.

‘What is the Action Item to be completed?

Whos going to be assigned to review and address this item?

J |

Assigned Start Due
sk User Date Date Status
1 Actionltem-Updateand post Privacy notices Robert Wheeling 05/25/2020

20
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Tab 6 — Workflow Tasks

Controls Comments &Log Policy References Assessment Guide Artifact Upload Action Items Workflow Tasks

Select Schedule:

Workflow tasks are tasks that can be assigned to users on a schedule and do NOT affect the
status of the control.

Schedule frequency are daily, weekly, monthly, quarterly, and yearly. There is also the ability to
schedule more frequently as in twice a week, twice a month etc.

Once a task has been created you will seeit in the bottom section, Defined Recurring Tasks. If
no longer needed, the task can be removed by clicking the X.

Based on the schedule of the task, the active task to be done, will be created nightly and then
appear in the Open Assigned Task section. The active task will also display on the Dashboard if
it is assigned to you.

Updating each active task is the same as an action item (POAMs) as shown below.

Copyright ©2021 Exostar LLC. All rights reserved
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Clicking on any of the Task lists will show the Action Item Details page, where a task can be
worked. Anytext enteredin the Response text box will be added to the audit trail for the
control and files can be uploaded or linked. The files will be attached to the control, not the
task. If the action is no longer needed, click on the Remove this Task checkbox and Save, you
will be prompted to confirm. This will remove the action item and any associated notes, links

or documents. This is only recommended if the audit of the task is not needed.
When the action is complete, click on the Close this Task checkbox and Save to close the task
and return to the screenyou were previously on.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard Robert Wheeling v

Action Item Details

Action Item - Update and post Privacy notices

Dates & Assignment:

Previous Task/Control Nates:

O5/25/2004:07:34 PM POT by Robert Wheeling - STATUS CH

Remave this Task Upload/Link Files

You can print out all Open Action Items from the Self-Assessment Tab.
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Certification Assistant Messaging

Message notifications are foundin the upperright next to your username.
DavidWise v [0

If the numbernextto the bellis higher than 0, then you have new messages waiting.

Your messages will appear in the Message Inbox on the homepage.

Message Inbox NewMessage ~ Message Inbox

From Subject Received Level Type

To increase the size of the window, click on the Message Inbox button and the messages
feature will go to full screen.

Message Inbox

From

Message Outbox
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To send a message, click on the New Message button.

New Message

To*: | Mcinfo, Steven - DIE Consulting -

Message Type: | /ocoa v

Subject®: | |
Message*: |

Level*: @ MNormal O Important O Critical

Upload: | | Choose Files | No f...osen |

Corcn -

The required fields are flagged with an asterisk (*). Select one or multiple usersfrom the To
box. Usethe CTRL or Apple key to select multiple. All users within your account and any
consultants you are currently engaged with will be available on the list. To see more about
consultants, see the Partner Engagementsection.

Select your Message Type, entera subjectand enteryour message. Select the Levelfor the
message and attach files if needed. Any files attached will be uploaded and encrypted. Click
the Send button and the message will show up in your sent list.
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New messages will be highlighted blue and always at the top of the list.

Message Inbox

From Subject Recsived Level Type
Steven Mcinfo Re: Meeting next week Aug 31,202002:08 PM | Normal | Message
PDT

Click on the message to view.

Message Inbox New Message Backto Home Page.

From  Sudect Receive Lo T

Steven e Mecting pext week Aug31,2020 [ELTY Message
Mclnfo 0208 PMPOT

Type:  Message

Subiect:  Re: Meating next week

Message:  David,

Sounds good, let me know if Tuesday works for you.

“Steven

Also - take a look at the attached file.

Level:  Normal

Message Outbox

To reply to this message, click on the Reply button and Send when your message is complete.
Similarly, to Forward to another user, click on Forward and Send when your message is
complete.

Partner Engagement

The Partner Engagement feature enables Certification Assistant users to engage consultant
partners of Exostar to perform assessments on the practices and processes of CMMC prior to
seeking certification. To start an engagement, click on the down arrow nextto your name in
the upperright portion of the page and select Partner Engagement.
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Certification Assistant Standard v David Wise v ﬁo

Current Plan:
Certification Assistant Standard
Subscription Ends 07/27/2021

@ Upgrade Plan?

*{'} Partner Engagement

@ Help
Support
ﬂ Logout
| \

JOT to open suspicious emails.

WIf of authorized users, or devices {including

To begin, click on the Start Partner Request button.

Engaged Partner for External Assessment
s e e e e
List of Partners for External Assessment
e 7 S " S "™ S
DIB Consulting Preferred Partner
Request a Certification Assistant Partner Engagement
CMMC Level 1 z
Select > Plan{s): Project Scope: di Ass n v Select a Partner from the list below.

List of Partners for External Assessment

my EXOSTAR ) vestorcap J—— stnerQiesifacopcom  watesttorcap.com Prefesred Exostar CMMC Comsiting artner

1y EXOSTAR O resTorcap U -

Select the Plan(s) to be assessed, CMMC Level 1. Project Scope is locked to Readiness
Assessment (more options coming later) and thenselect the partner you intend to work with
from the list provided. Click the Send Request button and you will be prompted with:

Partner Engagement Request Confirmation!

The engagement request for Readiness Assessment regarding CMMC Level 3 will be sent to the selected partner.
Partner will be provided your contact information and contact you to discuss business and legal terms soon.
Once the selected partner accepts your engagement request, you will be notified of Partner's acceptance.
Partner will request access to your Certification Assistant.

Do you want to proceed?

I N S S
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Click on Yes to confirm that you want to proceed, although you have the option to terminate
the engagementat any time.

The partner will be notified through the messaging system and will be promptedto Accept or
Rejectthe engagement. All contract terms and conditions for the Partner engagement occur

outside of Certification Assistant. Once a decision has been made, then return to Certification
Assistant to status the relationship.

Once accepted, the status will update to Engagement Accepted. The partner will then assign a
consultant to your engagementand they will request access to your data in Certification
Assistant. You will receive a message from the systemthat this request has beensent.

Message Inbox

From Subject

Steven Mcinfo | Access Request Motification Aug 31,202004:08 PM | Important | Message
PDT
I I 1 1 I 1

Return to the Partner Engagement function and you have the option to Accept or Decline
access to your data.

Partner Engagement Access Request!

You are about to approve the access request from DIB Consulting.
The partner will access all the data of your assessment and verify your assessment if necessary.
Please ensure that the business and legal terms be agreed before approval.

Do yvou want to approve this access request?

. e

If you choose to accept, the consultant will be able to access your data from their login and
review, make comments, assign actions, and upload documentation just like a member of your
account. When they have completed their work, they will cancel access and move on to the
documentation stage of the project.

At any time during an engagement, you and the partner now have the ability to share
documents.

| Twe | Catsoy [SopePlns fsas  JAdes

Readiness Assessment/CMMC Level 3

2021 To: 12/07/2021

Preferred Engagement Completed

From

Cancel Request
From: 10/29/2021 Request Engagement -
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Clicking on Document Share will opena pop-up window to load either a document(s) or link(s).

Document Share Close Window

Document Upload: Shared Document(s):

Toload: i fil n
Uplead: | Choose Files | No file chose €@ www.exostarcom

-OR - @ wwngoogle.com

Lik: | |

Upload/Link File

NOTE: Once the engagementis terminated, access to these documents is removed.

At any time, you can terminate the relationship and access to Certification Assistant. Justclick
the Terminate Engagement.

I e s

Preferred Part Readiness Assessment / CMMC Level 3 Assessment Complete T inate E n
FErerTEn Fartner From: 08/31/2020 Access Disconnected erminate Engagemen

When the consultant has completed the documentation report, they will deliver it to you via
the system and you will receive another message. In the Partner Engagement screen, click on
the View Documentation to review the report.

I T
Readiness Assessment / CMMC Level 3 Terminate Engagement

Preferred Partner From: 08/31/2020 Assessment Delivered . :
View Documentation
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The project can then be closed by the consultant and the overall engagementcan be
terminated by you or the consultant partner administration. You will still have access to the

documentation and at any time you can click on the New Engagement button to start another
project.

1 ™ I

Readiness Assessment / CWMMC Level 3

From: 08/31/2020 To: 08/31/2020 Engagement Completed View Documentation
Mew Engagement
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