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Version Change Overview Date Responsible Party
MAG 6.12 CAC Users can now edit email address 8/9/2019 Beena Nair
CAC Modernization | e Certificate profiles will have single 5/1/2020 Beena Nair

certificate for authentication

e Eliminate DOD ldentity Certificate
MAG 7.0 2/19/2021 | Beena Nair
MAG 7.1 e Login screen 6/4/2021 Beena Nair
Canada DND PKI Smart Card
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This guide provides instruction on how to link or delink your Government-Issued Common Access
Card, Northrop Grumman One Badge, NASA PIV Card, or Canada DND PKI Smart Card to your
Exostar’s Managed Access Gateway (MAG) account.

GET STARTED

In order to link your third-party credential, you must have an Exostar’s Managed Access Gateway
(MAG) Account. Please see the sections below to complete the linking process.

Prerequisites
Please see the following prerequisites for linking your account:

e The CAC Registration URL provided by your sponsor and application list for
subscription (received via email and is not sent by Exostar).

e Avalid DOD-issued CAC, NASA issued PIV Card, or Northrop Grumman One Badge.

e Card reader (may be a part of your computer and is not provided by Exostar).

NOTE: If a MAG account has already been created for you (e.g. partners of or suppliers to Boeing
Defense, Space & Security (BDS), or other users who already have MAG accounts), please skip to
the Link Your Existing MAG Account to Third-Party Credential section.

When receiving certificate prompts, please ensure the following:

e DOD CAC users: Select the signature certificate issued by the DOD EMAIL CA (e.g. DOD
EMAIL CA-##", “DOD JITC EMAIL CA-##). This certificate contains your email address,
which is required when linking your CAC to your MAG account. Although you must select
the EMAIL certificate when linking your CAC to your account, you may choose either
certificate when logging in.

e PIV users: Select the PIV Authentication (9A) certificate.

e NGC One Badge users: Select your Authentication certificate (this certificate has an
“Enhanced Key Usage” that includes “Client Authentication (1.3.6.1.5.5.7.3.2).”

Register for MAG Account w/ Third Party Credential

Follow the steps below to register for a MAG account with your third-party credential:

Copyright © 2022 Exostar LLC. All rights reserved.
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1. Click the Third-Party Credential Registration URL provided by your sponsor. You are
prompted to select your Third-Party Credential Card Certificate from the digital

certificate list. Select your PIV-Auth Cert and click OK.

2. Then Insert Smart Card dialog box displays after the card is inserted in the card

1234567890123456 @mil
Issuer: DOD ID CA-52
Valid From: 2019-12-05 to 2022-11-14

OK Cancel

reader. Click OK.

NOTE: If you receive a message that no card is in the reader, please ensure the card is in the
reader. Additional information can be found under the Registration Error Messages section.

3. You are prompted to provide the PIN for the card. Enter the PIN and click OK.

NOTE: The PIN number

information available.

Insert Smart Card 1'
B :
@ & gmart card has been selected. Press 0K to confinue,
ok |[7EERseY]  Detaisss |

ActivClient Login
Actividentity

ActivClient

2

Flease enter your PIN.

PIN |

ok |

Cancel |
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4. The User Registration page displays. Click Start Registration.
EXOSTAR' :

Registration

About Us |

User Registration

Welcome to Exostar's Managed Access Gateway (MAG) registration. This registration should take between 3-5 minutes. You will need to have the following
information ready:

* Information about yourself, e.0. name, phone, email etc.; and
» List of applications to subscribe from the invitation email.

If you are not sure about the applications to register for, refer to the invitation email and contact the inviter for further details.

To start the registration process, click the 'Start Registration' button below.

Start Registration

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

The registration page displays. Please ensure the information displayed is accurate before
clicking Next.

| EXOSTAR’

Registration

User Registration
v
by »
— @
STEP 1 STEP 2
Personal Information Products & Services

Please complete and submitthe following User Registration Form to register yourself to access Exostar products and services. (Fields marked with asterisks
(*) are required.)

‘Organization Information

* Organization ID: |B(0O1 138935 14

Organization Mame: |DOD ORG 1

Business Unit: I

Personal Information

Titls lm ¥ Phaone l—
* FirstName [USERFIVE
= lastName [CoC |
sebTie [ ]
* Address1 123 mamsr |
Address 2 l—
* City [Hermdan |
* Zip/Postal Code lr

= email
= Confirm Email Address

¥ State/Province [ua

* Country |UNITED STATES =l * Timezone [America/Nev York =l
Permanent Identifiers from Certificates
Certificate Type Permanent Identifier {PI] Type PlValue
DoD Comman Acosss Card (CAC) EDIFI 2001258807
E Cancel || Next=>

NOTES:

Organization Information: The fields in this section cannot be modified.

Personal Information: The system displays the address associated with your company.
Please enter any missing information in this section. If any information is incorrect, please
update the information to ensure your personal information is correct. All fields marked

Copyright © 2022 Exostar LLC. All rights reserved.
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with a red asterisk * are required. Once your card is linked to your MAG account, your
first and last name, as well as your email address, is updated on your account from your
card data.

o When your CAC or NASA PIV is associated to the Exostar account the First Name,
Last Name and Email address are updated based on the CAC or NASA PIV
certificate details.

o If the email address on the certificate is not the one used to do business with
Boeing, you are able to update after associating to the CAC or NASA PIV.

Permanent Identifiers from Certificates: The fields in this section cannot be modified.
When registering a DoD CAC card, the Electronic Data Interchange-Personal Identifier
(EDI-PI) number is captured. When registering a NASA PIV card or NGC One Badge, the
Subject Alternate Name is captured.

. Select the applications you need to access. Please refer to the invitation email sent from
your sponsor to help determine your application requirements. Click Next to complete
the registration.

Registration

User Registration

STEP 1 sSTEP 2
Personal Information Products & Services

The products and servicesthatarelisted onthis page are based on selections that were made by your organization. You must select at least one of the
following applications.

MOTE: If you would like to register for a product or service that is not shown below, please contact your administrator or Exostar's Customer Service.

Products & Services

T ForumPass 4 - Belgium Hosted

Intagrated an

ollzboration solution. Salact this option to request access to tha Cora Profile only.
FIS, you vill se= that option belove

ForumpPass 4 - Balgium Hostad Sponsorcoda(s)

Thisiz an optional fisld. IfFavailable, sntar comma-ssparated spansercoda(z) For halp an Spansar Codas, visw crmors information.

Access to = Sensitive Profile requires thatyou have a digital certificate. Certificates may be obtained through Exostar's FIS service. If your organizstion is subscribed to

[T ForumPass 4 - US Hosted

Integrated and secure collaboration solution. Select this option to request access to the Core Profile only.

FIS.you will see that option bel

ForumPass 4 -US Hosted Sponsorcodels)

Thisis an optional fizld. If available. entar comma-separated sponsor code(s For help on Spensor Codes. view more information.

Accassto = Sansitive Profils raquires thatyeu havse = digital cartificate. Cartificatas may ba obtained through Exastars FIS servics. Ifyour organization is subscribad to

[~ eocs Palmdate
EDCS Palmdale

EDCS Palmdale Sponsor codeish

NOTE: For each application, you have the option to enter a sponsor code. The sponsor code field
is optional and is only necessary for ForumPass applications. Sponsor codes are provided by your

sponsor.

Copyright © 2022 Exostar LLC. All rights reserved.
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A confirmation page displays, and you will receive a confirmation email.
| EXOSTAR’

Submission Confirmation

Thank you for submitting your registration. Once your registration has been processed, you will be contacted by Exostar Customer Service within the
next 24-72 hours, after which you can access products and services that you have selected.

You may close your browser at any time or click http: //www.exostar.com for more information about Exostar.

If you need to contact Exostar for any questions, visit our support site: htto://www.mvyexostar.com/contactSupport aspx. Our Customer Service
Team is available Monday through Friday 2 a.m. to @ p.m. EST.

Please use reference number SIG_1289578227450 when you contact Exostar Customer Service.

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

Approval Process
Once you complete the registration process and receive the confirmation email, an administrator

reviews your registration request. The account and application subscriptions are approved,
subject to confirmation received from the sponsor. You will receive notification of account and
application approval status via email from Exostar.

Link Existing MAG Account w/ Third-Party Credential
To link an existing MAG account with your Third-Party Credential, follow the steps listed below:

1. Login to your MAG account via https://ui.portal.exostar.com/
2. Navigate to the My Account tab, then the Edit Profile sub-tab.

m Administration Reqistration Requests

Edit Profile | | View Organization Details | Connect Accounts

Important Note: You may not be able to change the name or email address if:
= This account has FIS Certificates, an OTP HW Token, or a Phone Based OTP
= This account is linked to 3rd party certificates (i.e. DOD CAC) or to your corporate credentials (i.e. a linked EAG account).
+ This account is connected as a child account to another Exostar account.

Need to change a name or email address? View information on how to make these changes

User Profile

Copyright © 2022 Exostar LLC. All rights reserved.
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3. Scroll down to Additional Login Options.

NOTE: If you do not see the Additional Login Options section at the bottom of the Edit Profile
screen, you are currently unable to link your MAG account to your card. Contact Exostar’s

Customer Support if you need assistance.

Additional Login Options

i
Bt your DOD CAC on th
policy vB 0 9 february
OF D0 LISIMQ your LAl 10 SC0RES EXOET

'I-E SEPUETON E

i Suostar FIS Cemfizales ] with your MAD Account

Assaciate yaie hardwaralssfiware corfificale (o

4. Ensure your Third-Party Credential Card is inserted into the card reader. Click Associate
your hardware/software certificate (not Exostar FIS Certificates) with your MAG

account link.

Additional Login Options

As a courtesyto our users, Exostar reminds you that pri
that your usage ofthe DOD CAC on the Exostar Exch ompliant with DODC requirements forits use. Section 1.4 ofthe DOD C
(dod x509 cerfificate policy v 0 9 february 2005 stipulates that DOD CACs "shall only be used for transaclions related to DOD
s stipulaton prior to using your CAC to acoess Exostar products, or any system accessed through Exostars Managed Access Gateway.

I Associate your hardware'software cerificate (not Exostar FIS Certificates) with your MAG Account. ]

o linking your Depatment of Defense Commaon Access Card "DOD CAC™) o vour Exostar account you should confirm
ificate
business™. Please verify compliance with

Policy

If you are prompted, select your certificate. Follow the prompts to complete the linking.

5.
Select your Third-Party Credential Card Certificate from the digital certificate list and click
OK.
2%
- Identification
The webske you want to view requests identification,
! Please choose a certificate.,
Narne | 1ssuer
Seema Gupta_S005(.., Exostar UATFIS Sigfu:nl; CAZ
Iic § D TITC EMAL t:a -

Exostar UaT FIS Slgning CA 2
DOD JITC CA-23
Exostar UAT FIS Signing CA 2

0;..
Joe Srrith_B702(B1d. ..
CAC.USERFIVE.200..,
Seema ProoferGupta. ..

Hore Infa, .. I Wigw Certficate. .. I

Cancel |

Copyright © 2022 Exostar LLC. All rights reserved.
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NOTE: If your CAC Card is issued after May 1, 2020, the following dialogue box displays instead.
Click OK.

1234567890123456 @ mil
Issuer: DOD ID CA-52

Valid From: 2019-12-05 to 2022-11-14

OK Cancel

6. Then Insert Smart Card dialog window displays after the card is inserted in the card
reader. Click OK.

Insert Smarkt Card [ ﬁl

};& & smart card has been selected. Press OF to continue.

ok | Details 5> |

NOTE: If you receive a message that no card is in the reader, ensure the card is in the reader.
Please see the Possible Registration Error Messages section below for additional information.

7. You are prompted to provide the PIN for the card. Enter the PIN and click OK.

i
Arlrvfd.entity ‘
ActivClient
Please enter your PIN.
PIM |
Ok | Cancel |

NOTE: The PIN number is issued by your credential issuer. Exostar does not have PIN information
available.

LOGIN

Follow the steps below to log into MAG with your third-party credential:

1. Once you link your Third-Party Credentials to your MAG account, go to
https://ui.portal.exostar.com/.

2. You are prompted to select your certificate. Select your Third-Party Credential
Card.

Copyright © 2022 Exostar LLC. All rights reserved.
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NOTE: If your Third-Party Credential is not inserted into the card reader, you may be
prompted to insert it at this time.

3. Enter your Third-Party Credential Card PIN when prompted.
4. Onceyour Third-Party Credential Card is accepted, you are logged into your MAG account.
From the Home dashboard, your credential strength should say Medium Hardware Cert
(located in My 2FA Credentials section).

My 2FA Credentials @ Credential Strength: Medium Hardware Cert Manage and Renew Get 2FA

strength:

credentials:

Elevate your credential Some of your applications are more secure than others.
To access them more quickly, elevate your security with your preferred 2FA if you have 2FA.

o Link your existing 0 Badge: Get access to applications using DoD CAC (CAC Policy), NASA PIV, NGC OneBadge,
or Canada DND PKI Smart Card. Link now

Have a license key?
Enter it here

Federated Identity Service (FIS)
Medium Hardware Cert

@ Active

Expires: 18 May, 2023 10:49 AM

NOTE: You can leverage your credential to access applications that require a higher credential
strength than just username and password.

DELINK THIRD-PARTY CREDENTIAL

To request de-linking of your Third-Party Credential from your MAG account, contact Exostar’s

Customer Support.

REGISTRATION ERROR MIESSAGES

If you receive an error message during the registration process, follow the instructions in this

section for resolution.

Error Message: Insert Smart Card

You receive the insert one of the following smart cards notifications when there is no card in the
reader. To resolve this, ensure the card is in the reader.

@

Insert Smart Card x|

Fleaze inzert one of the following smart cards: ActivCard
ActivClient [t=alto Cyberfles Aooess 326 W2 #1],
Activl dentity ActivClient [Axalta Cuberflex Access B4E W2e],

(¥ | Detailz >3 |

Copyright © 2022 Exostar LLC. All rights reserved.
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Error Message: Registration

You receive the registration message when your Third-Party Credential is already registered with
a MAG account. To resolve this, access the MAG login page at: https://ui.portal.exostar.com/ and
select your Third-Party Credential from the list of certificates to access your existing account.

[EXOSTAR' <

Registration - " pboutus] |

The system encountered the following problem while processing your request. Please contact Exostar Customer Support for assistance,

A user is already registered using this certificate

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

If you need to upgrade your existing account for a new application, follow the steps below:
1. From the Home dashboard, verify if the application is listed under the My Applications tab.

Applications

My Applications Request Applications

Test Service Provider

Test Service Provider
status: @ Pending

Agree to Terms

Details v

2. If the application is listed, check the status. If the application is not listed, navigate to the
Request Applications tab, and click Request Access. Follow the prompts. The request
routes to the next participant in the approval workflow. If approved, the request
transitions to Launch. If you see Launch, you are subscribed to the application.

Applications

My Applications Request Applications

Test Service Provider

Test Service Provider
Status 0 Active

Details v

7

\

Copyright © 2022 Exostar LLC. All rights reserved.
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NOTE: You receive an email notification once the request to the application is approved or
denied.

3. Ifyou do not see the application listed under the My Applications or Request Applications

sections, you need to work with your contact at your buying organization to receive an

invitation to the application. Your MAG Organization Administrator can subscribe the
organization to these applications.

Error Message: No User Certificate was Found

You receive the no user certificate was found message if you did not select any certificates, your
certificates are expired, or clicked Cancel when the certificate selection pop-up displays.

1. If you have a valid Third-Party Credential Card, close the browser, and open a new

Internet Explorer browser.

2. Click on the registration URL (sent by your sponsor) and select the Third-Party Credential
Card. If clicking Start Registration, you may encounter an error.
EXOSTAR' o '

Registration

TE—

User Registration

No user certificate was found

Start Registration

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

If you encounter the error, close the browser, open a new Internet Explorer browser, and re-start
the registration process.

EXOSTAR'

Registration

About Us |

The system encountered the following problem while processing your request. Please contact Exostar Customer Support for assistance.

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

Error Message: User Certificate is of Unknown Type

You receive the user certificate is of unknown type message if you did not select your Third -Party
Credential Card during the certificate selection.

Copyright © 2022 Exostar LLC. All rights reserved.
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1. Close the browser and open a new Internet Explorer browser.
2. Click the registration URL and select your valid Third-Party Credential Card.

EXOSTAR p :—‘1 : :_m\]l[' ; =
. =

Registration

About Us |

User Registration

User certificate is of unknown type

Start Registration

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

3. If you click Start Registration, the system encountered a problem error message displays.
Close the browser, open a new Internet Explorer browser, and re-start the registration
process.

EXOSTAR'

Registration About Us |

The system encountered the following problem while processing your request. Please contact Exostar Customer Support for assistance.

Terms of Access | Privacy | Contact Us | Copyright 2007 Exostar LLC. All rights reserved

Error Message: One or More Required Fields are Missing

You receive the one or more required fields are missing message when you click Next
without providing all required information in the Personal Information section. Ensure all
information is entered before proceeding.

EXOSTAR

Registration

About Us | Help

User Registration
@] . D
STEP | STEP 2
Personal Information Products & Services

Please complete and submit the following User Registration Form to register yourself to access Exostar products and services. (Fields marked with asterisks
(*) are required.)

One or more required fields are missing. Please provide the required responses and click next to proceed to the next step:
Phone is required

Organization Information

Copyright © 2022 Exostar LLC. All rights reserved.
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Error Message: Your Entries in Email Address Fields Must be the Same

Your entries in the email address and confirm email address fields must be the same message
displays if you clicked Next when the information in the Email Address and Confirm Email
Address fields do not match. Ensure the email address matches in both fields.

Registration

About Us | Help

User Registration

STEP | STEP 2
Personal Information Products & Scrvices

Please complete and submit the following User Registration Form to register yourself to access Exostar products and services. (Fields marked with asterisks
(*) are required.)

Your entries in the Email Address and Confirm Email Address fields must be the same.

Organization Information

Error Message: Digital Certificate Error

To resolve the digital certificate error, review your Third-Party Credential validity by contacting
your credential issuer for verification.

Once you verify the credential is valid (and is not expired, corrupt, or revoked), and if you
continue to receive this message while accessing MAG, contact Exostar’s Customer Support.
EXOSTAR' e ORI ’

About Us | Help

We are sorry!

This page is displayed because of an error with your digital certificates:
» You may be using expired, corrupted, or revoked certificates; or
+ There may be an issue with the encryption connection.

Please verify that the certificates that you are using are valid, unexpired certs for this action. Click here for information regarding the
possible cause and corrective action to resolve this problem.

LOGIN ISSUES

You may not be prompted for your Third-Party Credential when accessing MAG. If you are not
prompted, you need to clear your SSL State.

To clear your SSL State:
1. Goto Tools and select Internet Options.
NOTE: Tools may display as a gear icon. If you do not see Tools or the gear icon, click CTRL+T.

Copyright © 2022 Exostar LLC. All rights reserved. 15
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2. Select Content and Clear SSL state.
rInternet Opticns @Ié]

| General | Security I Privacy | Content |Connections I Programs | Ad\rancedl

Certificates

Use certificates for encrypted connections and identification.

| Clear 551 state | [ Certificates ] [ Publishers ]

AutoComplete

% AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices
@ Feeds and Web Slices provide updated
5| content from websites that can be
read in Internet Explorer and other
programs.

.@. Some settings are managed by your system administrator.

0K ] ’ Cancel Apply

3. Once you click on Clear SSL state, you receive confirmation your SSL cache was
successfully cleared.

S5L Cache Cleared Successfully M

:I The 551 cache was successfully cleared,

4. Onceyou clear your SSL state, please access https://ui.portal.exostar.com/. You should be
prompted to select your certificate when you access this URL. Select your Third-Party
Credential to access MAG.

Copyright © 2022 Exostar LLC. All rights reserved.
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