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DOCUMENT VERSIONS

Version

Impacts

Date

Owner

MAG 6.14

Remove One-Time Password from
First-Time Login process
Update Password Policy

May 2020

B. Nair

MAG 7.0

Self-Registration

New Organization Adoption Invitation
registration process

Dashboard

Purchasing

Credentialing

Activation

Authentication

February 2021

Beena Nair

MAG 7.3

My 2FA Credentials Section

August 2022

Sam Boateng

MAG 7.5

Proofing and credentialling enhancements
Credential management enhancement
Accepting Terms and Conditions

Reports enhancements

Login and registration Ul enhancements

April 2023

Sam Boateng

MAG 7.6

Update on add user page full name
Bulk Uploads enhancements

Locked requests fixed

Stronger Password Security features
Resent Activation Email fixed

August 2023

Sam Boateng

MAG 7.7

Acceptable use policy message
Account locked out failed attempts
Updated text in FIS renewal email
2FA email confirmation

November
2023

Sam Boateng
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Exostar's Managed Access Gateway (MAG) is a secure Identity and Access Management solution
for highly regulated industries including Aerospace & Defense. With the cloud-based Exostar
MAG Platform, users can administer accounts, purchase and activate credentials, access their
partner applications, and more.

GETTING STARTED

For your organization to access partner applications behind MAG, your company requires an
account. Your partner company invites your organization to complete registration via email, for
their applications.

Before users can access an application, the Organization or Application Administer must accept
terms and conditions. Once an organization is registered, users require their own account. The
account’s MAG Organization Administrator can create user accounts or send self-registration
invitations to users. After users register, they receive login information.

Additionally, a partner company’s application may require a multi-factor credential (such as
Exostar’s Federated Identity Service (FIS) Digital Certificates or Phone One Time Password [OTP]).
Using a multi-factor credential along with username/password, mitigates security risks by
providing a stronger assurance level and better identity protections than conventional
username/password technologies vulnerable to theft. You will be unable to access a partner
company’s application if you do not have the proper credential or if terms and conditions have
not been accepted.

Organization and User ID Information

When an organization’s account is created in MAG, the account is assigned an Organization ID.
The Organization ID is a unique identifier for the organization. Once the organization account is
created, users can be associated with the account. A user account is assigned a unique User ID.
The User ID format is last name, first initial and typically a four-digit number (e.g. doej _1234).

OLES

‘

MAG is a role-based solution. Users can be assigned a single role or multiple roles. Once the
organization is established, Organization Administrators can add or remove roles for each user.
The sections below provide additional information per role.

Copyright ©2023 Exostar LLC. All rights reserved. 6
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Exostar’s Training Team hosts bi-monthly Organization and Application Administrator Trainings
that provides an overview of the MAG solution, basic navigation, and basic administrator
functionalities. Please visit the Training Registration page to sign-up for upcoming sessions.

Organization Administrator

The Organization Administrator is responsible for performing activities on behalf of their
organization. An organization can have a single or multiple Organization Administrators.
Organization Administrator responsibilities include:
o Accept terms and conditions for applications to which the organization is subscribed.
e Create, suspend, un-suspend, delete user accounts individually or using the Bulk Upload
or Bulk Actions functionalities.
e Request, suspend, un-suspend, and delete applications for users individually or in bulk.
e Approve user accounts for users who completed self-registration.
e Request access to applications on a user’s behalf.
e Subscribe the organization to public applications (e.g., Federated Identity Service [FIS]).
e Reset users’ password.
e For organizations subscribed to Exostar’s Enterprise Access Gateway (EAG) service,
subscribe users to EAG using Bulk Upload or Bulk Actions upload functionality.
e Update user roles.
e Run reports.

Application and FIS Administrator

Application Administrators can only manage requests for applications they are administering,
and they are responsible for approving or denying access to that specific application. When users
request access to an application, the request is routed to an Application Administrator for
approval. An organization can have a single or multiple Application Administrators. Additional
responsibilities may include:

e Accepting Terms and Conditions for their specific applications.

e Requesting access to applications on behalf of users.

e Suspending access to applications.

User

Users have no administrative privileges for their organization’s MAG account and use MAG to
login and access their partner’s applications.

Adoption Administrator

Adoption Administrators are responsible for inviting suppliers to use MAG and subscribing them
to their partner’s applications. Exostar must assign the Adoption Administrator role. For more
information, please visit the Adoption Administrator page on my.exostar.com.

Copyright ©2023 Exostar LLC. All rights reserved. 7
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Service Provider (SP) Administrator

There are two types of SP Administrator roles: administrative and view only. The SP Administrator
role with administrative permissions allows users to approve or deny access for specified partner
applications, as well as to resend provisioning records. The SP Administrator role has view only
permissions. Additionally, SP Administrators can run reports. The SP Administrator role is only
available to partner companies. For more information on this role, please visit to Service Provider
Administrator page on my.exostar.com.

Organization Steward

The Organization Steward role allows a single user to exercise administrative control over groups
of designated organizations. Organization Stewards have the same privileges and responsibilities
as Organization Administrators and Application Administrators for all applications the
organizations are subscribed to. For instructions on how to obtain the Organization Steward role,
please reference the Organization Steward section on my.exostar.com.

Bundle Administrator

Partner companies that have a bundled product require a Bundle Administrator. The Bundle
Administrator is responsible for approving or denying bundled requests.

LOGIN INFORMATION

Your MAG account was created for you to access partner applications. You must activate your
account, which includes completing permanent password and security questions/answers set-

up.

Account Activation
To complete account activation:

1. Locate the email with the subject line Activate your Exostar Account. Click the ACTIVATE
MY ACCOUNT button in the body of the email.

NOTES:

e Users receive email reminders to complete account activation on the 14t day, the 28t
day, the 42", as well as 14 days before the 180-day expiration period.

e Every reminder email provides a new activation link and when a user receives a new
reminder email, the activation link in the old email expires.

e If a user selects an expired activation link, the system prompts the user to enter their
email address. Once the email address is validated, the user is sent a new account
activation link.

Copyright ©2023 Exostar LLC. All rights reserved. 8
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2. Create your new pass and confirm your password again. Once complete, click NEXT.
NOTE: Make sure your password meets the requirements listed on the screen.

Step 1/2: Create your password

Create password

Create a password to secure your account
cklist below will help you meet our
d strength requirements

Thec

passw

Confirm password

Minimum length: 8
Maximum ler
Minimum

Minim

Minimum

No leading and traili

Need help?

PASSWORD REQUIREMNETS: Your new password must meet the following requirements - it must be
a minimum of 15 characters, 1 alphabetic character, 1 numeric character and 1 special character.
Leading and trailing white spaces are not permitted.

IMPORTANT: Passwords are checked against a breached password list -
(https://haveibeenpwned.com/), to ensure that users are not using a password that was already
compromised on another website. Users will receive an error when a password is part of breached
compromised list.

3. Select four unique security questions from the drop-down list and enter an answer for
each question. Click NEXT to complete the account activation process. The MAG
Dashboard displays.

Copyright ©2023 Exostar LLC. All rights reserved. 9
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Step 2/2: Security Questions and Answers

Set security questions and answers @

Further secure your account by setting your security questions and answers. These
will be used to recover your account and for additional security. Please answer all 4

questions.

Question 1 + Answer 1
Question 2 ~  Answer 2
Question 3 ~ Answer 3
Question 4 ~ Answer4

[ Show all answers

Resend Account Activation Email

If you have not completed account activation or misplaced your account activation email, follow
the directions below for the system to resend the email:

1. Navigate to the MAG Login screen.

2. Input your Email Address or User ID. Click Next.

3. The system displays an Account not Activated message. Click the Resend Activation
Email link.

4. Follow the Account Activation instructions once you will receive the new email.

Subsequent Logins

Users who completed account activation, follow the steps below for all subsequent logins to
MAG:

1. Go to https://portal.exostar.com.

2. Enter your User ID/Email. Click Next.

3. Enter your Password. Click Next.

NOTE: Upon successful login, the MAG Dashboard displays.

Advanced Login Options

If you are accessing partner applications with Federated Identity Service (FIS) certificates, Third-
Party Credentials (such as DoD CAC Card, NASA PIV Card, NGC One Badge), or Exostar’s Enterprise
Access Gateway (EAG) service, and you are not automatically prompted for the credential, select
the Login Using Badge/Certificate link from the login screen.

Copyright ©2023 Exostar LLC. All rights reserved.
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Step 1/2: Email Address / User ID

Login

Enter your Email Address or User ID

Email Address or User ID

(0]
[]

| _Login Using Company Credential (EAG)
Login Using Badge or Certificate @ NEXT
Need help?

Don't have an account? Register
Unauthorized access to this system may constitute a criminal offense

Password Login Issues

This sections reviews common password login issues that you may run into:
e Forgotten password for an active account
e Account locked (too many unsuccessful password attempts)
e Expired password
NOTE: These options are not available if your MAG account is linked to your corporate network

log-in via Enterprise Access Gateway (EAG). If you have issues accessing your account, refer to
the EAG User Guide or contact Exostar Customer Support for additional information.

Forgot Password for an Active Account

Follow the steps below if you have an active MAG account and do not remember the password:
1. Access the MAG login page and input your email address or user ID. Click NEXT.

Step 1/2: Email Address / User ID

Login

Enter your Email Address or User ID

Email Address or User ID

Login Using Company Credential (EAG)@
Login Using Badge or Certificate @ NEXT
Need help?

Don't have an account? Register
Unauthorized access to this system may constitute a criminal offense.

2. Select the Forgot Password? link.

Copyright ©2023 Exostar LLC. All rights reserved. 11
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3. Onthe Account Recovery page, select the desired recovery method. Click NEXT.

NOTE: If you registered with a credential, a screen will display for Account Recovery for
verification via phone, Hardware Token and Mobile ID only display if the user registered with

that credential.

4. Depending on the recovery selection, follow the prompts and click Next. The Create New

Step 2/2: Password

Password

exostart_3735

Enter your Password

Password

peiigemameitbaremiszmeyor User ID
Forgot Password?

NEXT

Account Recovery

Select a method to reset your password

r
(O Enter verification code from email

O Answer security questions
\.

CANCEL

Password screen displays. Enter your new password twice and click Next.

Locked Account

If you enter the wrong password three times, the system will lock your account. You will have to wait
thirty (30) minutes before trying to login again.

Step 2/2- Password
Step 2/2: Password

Password

Jjonest_2406

Enter your Password

Invalid login credentials, try again

Use a different Email or User |D
Forgot Password?

A Account Locked

You have attempted to login too many times. Please
wait 30 minutes and try again.

Use a different Email or User ID

Copyright ©2023 Exostar LLC. All rights reserved.

12



EXOSTAR'

Once your account is locked, you will receive an email notification that your account has been locked due
to multiple failed login attempts.

If you made the error, please wait thirty minutes and try again. If you did not make this error, please
contact Support to reset your password.

EXOSTAR

Account Locked

Timothy Jones,

‘Your account has been locked due to repeated invalid login attempts.

If these attempts were made in error, please try again after some time. If
you did not make these attempts please contact us.

EXOSTAR'

(in] )

Questions? We're here to help. Contact Us

Expired Password

If you attempt to log in and your password expired, you will receive an expired message. Follow
the steps below to reset your password:

1. Click Reset.

2. Onthe Account Recovery page, select the desired recovery method. Click Next.

Account Recovery

Select a method to reset your password

s A
(O Enter verification code from email

O Answer security questions
. J

CANCEL

3. Depending on the recovery selection, follow the prompts and click Next.
NOTE: Select the Verify a different way link to make a different selection, if necessary.
4. The Create New Password screen displays. Enter your new password twice and click Next.

DASHBOARD TAB

When you log-in to MAG, the dashboard displays. Please see the sections below for more
information on each portion of the dashboard.

Top Header

The top header provides a Help dropdown menu and a Profile dropdown menu, available in the

Copyright ©2023 Exostar LLC. All rights reserved. 13
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top, right corner.

The Help menu provides the following information:

e How to Get Started: This option opens the MAG Get Started page on my.exostar.com,
which provides instructions and videos on the registration and credentialing process.

e Security Credentials: This option opens the MAG Get Started page directly on Step 4, to
complete the credentialing process.

e Resources for Administrators: This option opens the MAG Admin Resources page, which
provides a button per administrator role.

e Go to MyExostar: This option opens Exostar’s self-help portal, which houses all
application-specific content, guides and videos.

(@ Help Ashleigh Howell

How to Get Started

Security Credentials

I Resources for Administrators I

Go to MyExostar

PR

The Profile (your name) menu provides the following information:

e User Information: This section provides user-specific information, and when clicked,
redirects to the My Account tab.

e Organization Information: This section provides organization-specific information, and
when clicked, redirects to the Organization Details page.

e Email Settings: This option is specific to Organization Administrators, Application
Administrators, Service Provider Administrators, Service Provider Administrators (Read
Only), and EPAs. This option allows administrators to manage email notifications from the
MAG system.

e Logout: Select this to log out of the MAG application.

@ Help Ashleigh Howell

Ashleigh Howell (howella_0433)

Org Admin  App Admin

My Organization
LEVERENIENE  Ashleigh Corp89 (EX0111974883)

Enter it here

|

= Email Settings

Logout

Copyright ©2023 Exostar LLC. All rights reserved.
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My 2FA Credentials

The 2FA module on the dashboard displays a snapshot of your 2FA credentials, as well as
messages and clickable options to complete the process or manage existing credentials. Please
note this section is collapsible via the arrow in the upper, right corner.
The following information displays:
e Manage and Renew button: Select this option to manage or renew your existing
credentials via the Manage OTP page.
e Get 2FA button: Select this button to obtain a 2FA credential via Exostar’s web store.

NOTE: If you already completed a 2FA purchase, an option displays Have a License Key? Enter it
here link.
e Elevate your credential strength: Displays the credential to which you are currently
logged-in (username and password, MLOA Hardware, OTP, etc.).
e Link your existing credentials: This section displays for you to link existing Company
Credentials, as well as Badges.
e An FIS section also displays, if applicable.

s . Have a license key?
My 2FA Credentials @ Credential Strength: Username and Password Manage and Renew Get 2FA E:tve ?_; ::::SE o/

° Elevate your credential Some of your applications are more secure than others.
strength: To access them more quickly, elevate your security with your preferred 2FA if you have 2FA.
0 Link your existing Badge: Get access to applications using DoD CAC (CAC Policy), NASA PIV, NGC OneBadge, Federated Identity Service (FIS)
re @ or Canada DND PKI Smart Card. Link now Medium Hardware Cert
credentials: ® e
Expires: 18 May, 2023 10:49 AM
Applications

The Applications section provides an option to view in card or list view, and displays two tabs:

e My Applications: Lists all applications to which you have access. If you are logged in with
the required credentials, select the Launch button to open that specific application. If you
are not currently logged in with the required credentials, or do not have the required
credentials, select the Get 2FA button to begin the process.

e Open Applications: This tab displays applications accessible to all users, without required
approval, which have no active subscriptions. Currently, Certificate Assistant is the only
open application displayed.

e Request Applications: Displays applications to which your organization is subscribed, but
you do not personally have access. Click Request Access to begin the access process.

NOTE: In card view, select the Details button (displayed for each, individual application), to
review the following:

e Announcements

e Application Status (if applicable)

o Acceptable Credentials

e Application Administrators (clickable to view administrator list)

Copyright ©2023 Exostar LLC. All rights reserved. 15
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Applications

My Applications

Open Applications Request Applications

Partner Information

Manager

Status: & Active

Last Access: 09/16/2022
10:43 AM

Details v

Supply Chain Platform

ForumPass 7 - US
Status: @ Active

Last Access: 03/08/2023
09:53 AM

- MOD
Status: & Active

10:58 PM

D ;D ;D G

Details v

Last Access: 08/07/2022

Details v

Exostar Certification

Assistant
Status: € Active

Details v

Application Status

Please see the comprehensive application status list below:

Status

Status Description

User Action

Active: Launch

Subscriptionis approved to
access the application.

Click Launch to open the
application in a separate browser
window.

Active: Get 2FA

You have been granted access,
but do not have 2FA set-up.

Purchase and complete
credential set-up.

Pending: Approval

Organization or Application
Administrator must approve your
access request.

Contact your Organization or
Application Administrator.

Pending:
Pending Terms

Organization Administrator has
not yet accepted Terms &
Conditions for the application.

Contact your Organization
Administrator.

Pending: Agree to
Terms

Displays if you are the
Organization or Application
Administrator.

Select to open and agree to
terms and conditions.

Pending:
Pending Proofing

Specific to FIS Medium Level of
Assurance, you must complete
the in-person proofing process.

Contact Exostar Customer
Support for information if in-
person proofing is complete.

Pending: Download

FIS Certificates are ready for
download.

Select to initiate certificate
download.

Manage Requests

This section provides a MANAGE link for you, as an Administrator, to manage user requests and
application requests via the Administrator tab. Please note, you are directed to the relevant

Copyright ©2023 Exostar LLC. All rights reserved.
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request page, depending on your administrator role.

@ Manage Requests
Manage user registration and application
subscription requests

MANAGE

Billing & Support

This section provides a VIEW button to redirect to the Billing and Support page in Exostar’s web

store.

Billing & Support
View billing information and track support
cases

VIEW

Instant Pay

This section provides a PAY INVOICES button, which redirects to the Instant Pay page on

MyExostar.

& Instant Pay

Instantly pay your invoices

PAY INVOICES

Accept Terms & Conditions

In order to access partner applications, Organization Administrators or an Application
Administrator, must accept Terms and Conditions for those applications. Users within your
organization are not able to access applications until Terms and Conditions are accepted.

Organization Stewards access the Accept T&C sub-tab from the Stewardship tab. Organization
Stewards need to reference the Organization Steward section for assistance.

To accept terms and conditions:

1. Click Agree to Terms for the desired application via the Applications tab.

Copyright ©2023 Exostar LLC. All rights reserved.
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My Applications Request Applications

Boeing Portal Boeing 787 SCMP Certification Assistant
Status: @ Active Status: @ Active | Status = @ Pending
DETAILS DETAILS v DETAILS v

2. Review the information. Click CONTINUE.

Accept Terms & Conditions X

Exostar

O R 1 of 27 — 4 Automatic Zoom *

GENERAL TERMS AND CONDITIONS

1. GENERAL

B The following termns and conditions (the “Genersl Terms and Condifions™), slong mhc&«dwms
reforenced below, govem Subscriber's use of the Excetw Exchange and its Service: and a
incororated inta each Service Agreement by reference.

b Subscriber must agree to 2 Service Agreement for each Service that Subscriber uses on the Exostar
Exchange, and Subseriber vl v o SO nnr.nu r Exchange niil Subscriber agrees bo at
least cne Service Agreement. Once a Service Agreement is agreed to by Subscriber and acoepted by
Exostar, Subscriber will have access to the M»«(ﬂnm&h reed to SMMW'(H
relate and no other Service(s).

SEE OTHER DOC

[] I've read and agree to this terms and conditions

3. Once you review the Terms and Conditions, please a check in the box for I’'ve read
and agree to these terms and conditions. Click ACCEPT AND CONTINUE.

NOTE: Complete this process for all pending applications. The system automatically walks you
through all pending applications.

4. After you have accepted all terms and conditions for the application(s), your
organization will be successfully subscribed to the application(s). Users can now access
the application(s).

NOTE: Organization and Application Administrators for the application can start subscribing users
within their organization to the application, or users can start requesting access to the
application.

What happens if you do not accept the Service Agreement?
e If you do not accept terms and conditions by skipping the agreement, terms and
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conditions will remain in Pending Acceptance of Terms & Conditions status.

e Until Organization and Application Administrators accept the terms and conditions for
the application(s), Admins cannot subscribe users within their organization the
application and users cannot access the application(s).

Request Access to Single Applications (Excluding FIS)
If you need access to an application, an Administrator must grant you access. To request access

to all single applications (other than FIS):

1. Click the Request Access button for the desired application, via the Request
Applications tab.

pen Applications Request Applications
: BAE Systems North -
Supply Chain Platform BAE Systems Sourcing SourcePass UK
- Boeing 787 SCMP Status: £ Inactive Status: €& Inactive
B2B Server

Status: € Inactive

[ Request Access Request Access Request Access ]

Details v Details v Details v

2. Sponsor code and comments fields are optional. If you were provided a sponsor code,
enter the sponsor code. Enter comments for the Application Administrator, SP
Administrator, or Organization Steward to review. Click Next.

A confirmation page displays. The system routes the request to the Application Administrator for
approval. For most applications, once the Application Administrator approves, you are granted
access to the application. Please see the Application Status matrix to view application statuses.

Request Access to an Application Group
If you need to access a group of applications (for instance, Rolls-Royce eTools or the Raytheon
Bundle:

1. Select Request Access for the desired application bundle.

2. Review all information. Click Next.

A confirmation page displays. The request routes to the Application Administrator for approval.
For most applications, once the Application Administrator approves, you are granted access to
the application. Please see the Application Status matrix to view application statuses.
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If the application group includes FIS, and you are approved for a Basic Level of Assurance (BLOA)
Digital Certificate, you will receive an approval email with a passcode to download your
certificates.

Request FIS Digital Certificates

To request FIS access:

1. Click Request Access next to Federated Identity Service (FIS).
2. Enter FIS Certificate Information and select the correct information for the drop-down fields.

Reguest Access
H— N\

FIS Certificate Information

Please complete and submit the following information regarding this application group. Fields marked with asfrisks(*) are required.
Federated Identity Service (FIS) Sponsor Code
(s)

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more information

* Partner/Application: \Exoslar- ForumPass US v‘ Select the partner or application for which you are requesting FIS certificates
* Certificate Assurance Level Not sure of what to choose for any of these fields? - View more information on Certificate Assurance Level, Type and Usage
* Certificate Usage
* Certificate Type:
* Gertificate Validity Period:
* Request Reason

e Sponsor Code: If you were provided a sponsor code, enter the sponsor code. Optional.

e Partner/Application: This helps the FIS Administrator in approving your request with
the appropriate information. You may select the Other/Unspecified option if you do
not have this information.

e Certificate Assurance Level: You have the following options:

o Basic: Basic Level of Assurance (BLOA)

o Medium: Medium Level of Assurance (MLOA)

o Unknown: If you select this, your FISA may take additional time to approve your
request to ensure they approve you for the correct option.

e Certificate Usage: This option is only available when you select Basic Level of
Assurance. Available usage options include Identity, Secure Email, and Unknown.

e Certificate Type: Depending on the assurance level selected, as well as the FIS
subscription level of your organization’s account, you may have all or some of the
following options:

o Software
o Hardware
o Unknown

e Certificate Validity Period: If you select Basic, you have the option to select 1 year. If
you select Medium assurance, you are able to select from:
o 1year
o 3years

e Request Reason: Allows you to provide information to the FIS Administrator on why
you need the certificates.

3. Review the User Information section.

NOTE: Please ensure you are using a valid email address (public email addresses such as Hotmail,
Gmail, etc. are not allowed). If you request MLOA, it is important your first and last name match
your identity documents.
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Additionally, please ensure the address information is accurate. This is the address where a

trusted agent will be dispatched to complete in-person proofing. Please ensure you do not have
a PO Box listed.

User Information

Verify your user information with special attention to the email address. If you need to change your emil address, you must change it before submitting your certificate request

*First Name *Street Address 1

Middle Name: [ ] StreetAddress2: [ ]

“Last Name *City

Email: rose brown+_6968@exostar.com [SIENEEYSET| *State

*Phone *Zip/Postal Code
Fac [ ] *Country: [United States v

Requestor Comments:

Next >>

NOTE: If you click to modify your email information, you will need to complete the email
change process first. Once the email change is complete, you will need to restart the FIS
request process.

4. Click Next to complete the application access request. A confirmation page will display.

What Happens Next?

e The FIS Administrator receives a request to approve your FIS subscription. The FIS
Administrator has the ability to modify your request.

e If your FIS Application Administrator approves a request for a BLOA Digital Certificate, you
will receive an approval email with a passcode to download your certificates.

e If your FIS Application Administrator approves you for MLOA Digital Certificates, your
request requires approval by Exostar (after purchase research), for an in-person proofing
session with a trusted agent. After a successful proofing session, the trusted agent
provides you a 16-digit passcode. The passcode is required to successfully download your
certificates. You will receive an approval email from Exostar with instructions on how to
complete the download process.

Request Access to Suspended Application
If the application you want to access is suspended, follow the steps below to request reactivation:

1. Click the Reactivate Application button for the desired application.
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2. Enter comments. We suggest you include your access reason in your comments.
Comments and sponsor code fields are optional. Click Next.

Request Access

Test Service Provider 5

smma-separaled sponsor code(s) For help on Sponsor Codes, wiew mone information

| need access to the application for the XYZ project

This iz an«

A confirmation page will display. The request routes to the Application Administrator for
authorization. The Application Administrator will approve or deny access. If the application
requires Service Provider (SP) Administrator approval, the request routes to the SP Administrator
for final approval after Application Administrator approval.

MY ACCOUNT TAB

The My Account tab provides information regarding your account. You can find information
about your organization, including administrator information and managing credentials.
Additionally, you can modify account information and connect qualified accounts.

E,xos TAR . @ Help

Dashboard My Account | Administration  Registration Requests Reports

Edit Profile

Edit Profile allows you to modify your account information (e.g., name, address, etc). Users,
whose organizations are subscribed to Exostar’s Enterprise Access Gateway Service (EAG) or have
third-party credentials, can complete the linking process from Edit Profile (see picture below).
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o TP ey i 3

Home My Account Administrati Regi ion Request Customer Suppert Reports Adoption
Edit Profile || View Organization Detalls | Change Email | Change Password | Change Security Questions | Manage OTP | Connect Accounts

You are eligible to update your US Person and Affiliation status. Download the forms. Need help? View more information
Important Note: You may not be able to change the name or email address if
« This account has FIS Certificates, an OTP HW Token, or a Phone Based OTP.
+ This account s linked to 3rd party certificates (i.e. DOD CAC) or to your corporate credentials (i.e. a linked EAG account)
+ This account is connected as a child account to another Exostar account
Need to change a name or email address? View information on how to make these changes.

User Profile

( UseriD: boatengs_9463 \

Email: samuel boatengi@exostar.com [T EL]

Role: gg'lqndmin. App Admin, Adoption Admin, EFA, Super Sl @.ﬂi_
Organization Name: Exostar QA StreetAddress2:
Organization [D: EXO117441337 "City: [Hemdon_ ]
Tille: [Select Title v | *State: [Texas
*Firsi Name: |2 *Zip/Postal Code: [20171 ]
Middie Name: [ *Country: [UNITED STATES v
*Last Name. J Time Zone: [ AmericaiNew_York v
same [ — | Restricted Access: Off
Job Title :7J Created Date: 22 .Jul, 2022 03:18 PM EDT
] Suspended Date(From MAG). N/A

*Phone: [1111111111 i
;ﬁi—’: Last MAG Access Date: 10 Mar, 2023 10:58 AM EST j

NOTES:

e |If your account has been linked to your corporate network account via Enterprise Access
Gateway (EAG), your screen may look different.

e Not all profile information you update in the portal propagates across all your Exostar-
enabled applications. You can update application-specific profiles within the respective
application.

e Restricted Access: If you are accessing ForumPass, the ON/OFF setting is one of the
factors that determines whether you can access Restricted Profile sites in ForumPass. If
you have any questions regarding this setting, please contact your Organization
Administrator.

e To determine your role and Organization ID, scroll down the User Profile to see your role
and Organization ID.

User Profile

User ID: rooneys_1583

Email: Stephanie.Rooney@exostar.com [LLLIASED
Role: Org Admin, App Admin

Organization Name: Exostar QA

Organization ID: EX0113295868

View Organization Details

View Organization Details provides information about a user’s organization. Users can determine
who their Organization and Application Administrators are.
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Determine Administrators

From View Organization Details, you can determine who your Organization and Application
Administrators are by scrolling to the Organization Administrators and Application
Administrations section of the page. The application column identifies the Application

Administrator for that specific application.

Organization Administrators
First Name Last Name
Beena Nair
Tim Walter
Erica Evans
Robert Spezzano
Application Administrators
First Name Last Name Email
Adrienne Evans adrienne.evans@exostar.com
veena Padigela veena.Padigela@exostar.com
Kurt Wagner robert.spezzano+_1107FF@exostar.com
App Admin  Nair beena.nair+_21@exostar.com
Robert Spezzano rspezzano1010C@gftgsiv).mailosaur.net

Email
beena.nair@exostar.com
Tim.Walter@exostar.com
erica.evans@exostar.com

Robert. Spezzano@exostar.com

Phone Application
5712131817 Federated Identity Service (FIS)
7037870500 Federated Identity Service (FIS)
5403456545 Boeing Supply Chain Platform
12345678 Test Service Provider
1230984567  Test Service Provider

Determine Subscribed Applications

From View Organization Details, determine which applications your organization is subscribed
to and the application status via the Application Settings section. Active status indicates the

application is active for the organization.

Application Settings
Application Access: Provider

PIM

BAE Systems Naval Ships
Test Service Provider
Test Service Provider

Exostar LLC

Application

Partner Information Manager
SourcePass UK

Test Service Provider

Demo Service Provider

Supplier Portal

Status

Active
Active
Active
Active

Active

Enterprise Access Gateway (EAG) Settings

For users using the Enterprise Access Gateway (EAG) functionality, please reference the EAG

User Guide for Identity and Access Management.

Restrict Credentials or Information from Search Results

Organization Administrators and Organization Stewards can restrict users within their
organization from using OTP Hardware and Phone OTP credentials. They can also restrict visibility
of the organization and associated users from displaying in application invitation search results
completed by partner companies (i.e., buyers). Organization Stewards need to reference the
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Stewardship section for assistance.

To Restrict:

1. Go tothe My Account tab, click View Organization Details.

2. From View Organization Details, click View in Trading Partner Management (TPM) in the
Organization Name section.

Edit Profile | View Organization Details | Change Email | Change Password | Chan

Need to change your organization's name, address, or organization administrator?
Complete the organization information change request form and follow the instructions for subn

Organization Details

Organization Name: Exostar QA | View in Trading Partner Manager (TPM)

Organization ID/Exostar ID: EX0113295868 / 113295868

3. The TPM information displays. Select MAG Information.

Exostar QA - Org Summary

/ Organization Summary
Business Description

/' Company Profile

@/ Alerts

@/ Socio-economic

&/ Self-certification

«/ History

¢/ D&B Other Information

/ Foreign (Non-U.S.)/
Domestic (U.S.) Owned

Payments/Remittance
Contacts

@ MAG Information ]

4. To restrict credentials, check the box for Do not allow users of my Organization use
Exostar provided OTP Tokens or Do not allow users of my Organization to use Exostar
provided Phone Based OTP. If the box is greyed out, click Change Flag, then check the
box.

MAG HQ Country:

[;lﬂo not allow users of my
anizatiogrton o=tar provided
OTP tokeng Change Flag

Do not allow users of my

anization to ug osterproyided
Phone Based OTH Change Flag
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5. To restrict visibility of the organization and associated users from displaying in application
invitation searches completed by partner companies (i.e. buyers), check the Do not allow
users of my Organization to be invited to applications box.

Do not allow users of my Organization
to use Exostar provided OTP tokens
Change Flag

¥ Do not allow users of my Organization
to be invited to applications

Do not allow users of my Organization
to use Exostar provided Phone Based
OTP_Change Flag

6. To complete, click Save. To close the window, click Close.

[Sctings Change Flag

OTP Change Flag

Admin name
Davida Evans
Dee Evans
Dee Evans
Adrignne Evans

LMP2P Admin

Admin name
Davida Evans
Des Evans
Dee Evans
Adrienne Evans

Organization Admin

MAG user id
facef_0839
evansd_B083
evansd_6141
evansa_1758

MAG user id
facef_0839
evansd_8554
evansd_6141
evansa_1758

to use Exostar provided OTP tokens

Close Do not allow users of my Organization
to use Exostar provided Phone Based

Email Phone
DAVIDA EVANS@EXOSTAR COM 7035551212
davida evansi@exostar com 5555551212
davida evansi@exostar com 7035551212
alevans@msn com 1037794752

Email Phone
DAVIDA EVANS@EEXOSTAR COM 7035551212
davida evans2@exostar.com 5655551212
davida evans@exostar com 7035551212
atevans@msn.com 7037794752

to be invited to applications

2FA compliantflag  MAG role

No
No
Mo
No

Org Admin
QOrg Admin
Qrg Admin
Org Admin

2FA compliant flag MAG role

No
No
No
No

App Admin
App Admin
App Admin
App Admin

MAG last access date
27 Apr, 2018 10:00 AM EDT
06 Mar, 2018 05:02 PM EST
14 Mar, 2018 02.00 PM EDT
NiA

MAG last access date
27 Apr, 2018 10:00 AM EDT
26 Apr, 2018 03:36 PM EDT
14 Mar, 2018 02:00 PM EDT
NIA

P2P last access date
NIA
NIA
MNis,
NiA

P2P last access date
A
NiA
A
NiA

User accoun
ACTIVE
ACTIVE
ACTIVE
NASCENT

User accoun|
ACTIVE
ACTIVE
ACTIVE
NASCENT

(=S)=

Identify Small Disadvantaged Business (SDB) Status

If your organization is a small, disadvantaged business (SDB), Organization Administrators and
Organization Stewards can alert partner companies (buyers) of the organization’s SDB status.

Organization Stewards need to reference the Stewardship section for assistance.

To set the SDB flag:

1. Go tothe My Account tab. Click View Organization Details.

2. Select View in Trading Partner Management (TPM) in the Organization Name section.

Edit Profile

View Organization Details

Change Password

Organization Details

Organization Name: HOP

Change Security Questions

Need to change your organization’s name, address, or organization administrator?
Complete the crganization information change request form and follow the instructions for submitting

View in Trading Pariner Management (TPM)
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3. TPM information will display. Select MAG Information.

Exostar QA - Org Summary

&/ Organization Summary
Business Description

&/ Company Profile

o/ Alerts

&/ Socio-economic

&/ Self-certification

&/ History

@/ D&B Other Information

o/ Foreign (Non-U.S.) /
Domestic (U.S.) Owned

Payments/Remittance
Contacts

& MAG Information

4. Under the Business Unit section, check the box for SDB Flag. Then scroll down and click Save.

Business Unit:

SDE Flag: O

Address 2: Suite 3334

State/Province: |virginia

Change Email

Change Email allows you to update your email address. It is important to note if you have FIS
certificates, you are unable to change your email address. You must revoke your certificates and
purchase new certificates. IMPORTANT: CAC users are now able to update their email address.

To change your email address:

1. Navigate to the My Account tab, and the Change Email sub-tab.
2. Enter your new email address in the field provided. Click Continue.
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Home My Account Administration Registration Requests Reports
Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage OTP | C

Important Note:
All profile changes must be made by the Subscriber. In accordance with your agreement with Exostar, support can only be provided to the Sy
If you have FIS certificates, you will not be able to proceed from here. To change your email address, contact Exostar Customer Support.

Step 1: Enter new email address and click Continue. You will receive an activation code by email.
Modify Email

Current Email Address: Stephanie.Rooney@exostar.com

[ *New Email Address: [ l ]
Ciear | continus )

3. You will receive an email with an activation code. Next enter the Activation Code and click
Activate. Your new email address is now active in the system.

Step 2: To activate your new email address, enter activation code from email.
Activate Email

*Activation Code: |

[ hctvate

Change Password

Users can change their passwords under the My Account tab.
1. To change your password, select the Change Password sub-tab.
2. To change your password, select the “To change your password click here” link.

User : John Doe(doej_0199) |

Home My Account

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage OTP |

Change Password

[ To change your password click here ]

3. You will be redirected to a screen to Change Password.

Change Password

Old Password

New Password

Confirm password

2 Minimum length: 15
Minimum alphabetic character: 1
2 Minimum numbers: 1
Minimum special characters: 1
No leading and trailing spaces
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4. Enter the new password and re-enter it again. Then click Next. Your password is now updated.

NOTE: Your new password must meet the following requirements - it must be a minimum of 15
characters, 1 alphabetic character, 1 numeric character and 1 special character. Leading and trailing
white spaces are not permitted.

IMPORTANT: Passwords are checked against a breached password list -
(https://haveibeenpwned.com/), to ensure that users are not using a password that was already
compromised on another website. Users will receive an error when a password is part of breached
compromised list.

Change Security Questions

Users can change their security questions under the My Account tab.
1. To change your security questions, go to Change Security Questions sub-tab.
2. Click the Change box to change the security question.

3. Then select the question from the drop-down list. Then enter your answer in the field
provided.

Change Security Questions

Update your existing security questions and answers by clicking the change box, entering the new answer for that question, and clicking Submit.

Changew
v

Question 1 | What was the name of your first pet?
What was the name of your first pet?
In what city or town did your mother and father meet?
What was the color of your first car?

What is the name of your favorite childhood friend?
What is your favorite color?

What is your favorite food?

What is your favorite book?

Who is your favorite author?

What is your favorite sport?

What is your favorite movie?

vV you VUTIE COTOT 7

Answer

Question 2

Answer

Question 3

[ chaneta I
Question 4 [ What is the name of your favorite childhood fRgad2 ]

NOTE: If your account is currently connected using EAG or Account Connections, you are not
able to change your email and password.

Manage Certificates

Under the My Account tab, the Manage Certificates sub-tab only displays if you have active
Federated Identity Service (FIS) Digital Certificates. Users can view installed certificates, recover
encryption keys, revoke, renew, and reapply for certificates via this tab.
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View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply

Certificates

You have the following valid FIS certificates. Instructions on: How to Backup Your Software Certificates.

Validity

Certificate Template Subject DN Period Valid From
ExostarFISMediumHardwareEncryptionCertificateVV3 Bgzgﬁfgggfa;g:g;%&&g(Encrypllon)‘ O=EESETLUE, DS, 3 Years .1\?\4“4;[3)’%2020 =9
ExostarFISMediumHardwareEncryptionCertificate\V3 Bgi:&?ﬁ;gg?ggfg{f}nﬁ—&eg(ﬁprlion)‘ Optrastayl TEIDE =) 3 Years ;?WMEEIS:EOZO el
ExostarFISMediumHardwareSignatureCertificateV'3 Bgzg\ﬁ? (t:ggfaDRg:gg:rBQSQ(S@nature), =Bt ULE, TS, 3 Years A?\deag,TZOZD =
ExostarFISMediumHardwareSignatureCertificateV'3 ggzgﬁf ;gngRSSQE%_BQSQ(Signature), bty TEIDE ) 3 Years A?\I,IMEES’:FZOZO oz

You will not see Manage Certificates if you have:
e Expired certificates (e.g., if your FIS status is Inactive),
e Your organization is not subscribed to FIS,
e Your organization has not accepted terms and conditions for FIS, or

e [f FIS is in Pending Application Administrator Approval, Pending Exostar Approval or
Pending Proofing status.

Manage OTP

Under the My Account tab, users can manage OTP credentials.

1. Select the Manage OTP sub-tab, then you can choose to: Register credentials, complete
a Purchase, Test your phone before you start using the service.

m ini: ion Provider ini i Provider. ini ion[ReadOnly] Regi: ion Requests Reports.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage OTP | ConnectAccounts

Introduction

‘You can obtain a Hardware or Phone OTP by purchasing these products through the web store. A purchased OTP would need fo be regisiered in order to be bound to your account
OTP Credential Type What's this ?

Purchase Additional Credentials

‘You can purchase your additional credentials from our web-store by clicking on the purchase button.

Manage OTP
OTP account status: Active

n order to view the details of your OTP credentials please click on View Detail- [V EvaETE

Proofing Upgrade

To continue with registering a Phone Based OTP or with upgrading an OTP Hardware Token, your identity must be verified
« |dentity verification may take place via one of several methods depending on the information you provide.
« Iiyou live in the United States and have a social security number, your identity can be verified during this session. You will be prompted to provide information about yourself over the next several screens.
« ITyou live outside of the United States or if you live in the United States but do not have a social security number, your ideniity can be verified by scheduling a live video session with Exostar. Live video identity verification requires access to a
web cam
+ Please note that due to security requirements, you will have to rebind all your currently active credentials, that is Phone OTP, Mabile ID(Authy), and Hardware OTF, during the proofing process. Have all your aclive credentials available before
going through the process

You can review the guidelines and information needed for the available identity verification options by clicking the link belou

(' understand what is required of me

Connect Accounts

Connect Accounts allows you to connect multiple accounts in order to leverage credentials of
one account to access applications associated with another account. Accounts are connected in
a Parent (primary)-Child (secondary) hierarchy. Child accounts may be connected to the parent
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account. Users are given a choice of accounts to access when logging in with the parent account’s
credentials. The parent account’s credentials can then be leveraged to access applications the
child accounts to which they are subscribed.

Home My Account Administration Registration Requests Reports

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage OTP || Connect Accounts

ar accounts that you own
L ol USs cxoslar [0 acce
OTP Hardware Token, Phone Based

55 all of your connected acco
OTP, FIS Certificates, :

MNeed additional help? Go to the Account Connections User Guide
Connect Accounts
the selecled Parent account, To connect an account, click on the Use
rooneys_S071 Cannot be connected: Account with Digital Certificate cannot be child account
roonays_4507 Thes account can be connacliad
roonays_ G557 Thes account can be connecled

Account Connection Rules

In order to connect a child account to a parent account, it must meet the following rules for
eligibility:
e The first name, last name, and email address must match exactly between accounts.
e The child account cannot have any issued credentials (i.e. FIS Digital Certificates, Third
Party Credentials such as a CAC Card, PIV card or NGC OneBadge; OTP Hardware Tokens,
Phone OTP, Mobile ID, etc.) active on the account. You use the parent account’s
credentials once connection is complete.
e The child account cannot have a US Person Status attestation. If you have faxed Exostar a
notarized US Person Attestation, please contact Exostar Customer Support to remove this
attestation from the child account.

To connect accounts:

1. Under the My Account tab, click Connect Accounts sub-tab.

2. The Connect Accounts section displays any accounts with a matching first name, last
name, and email address, as well as notes indicating whether the account is eligible for
connection. Select an account to designate as a child.
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Home Administration Registration Requests Reports

Edit Profile | iew Organization Details | Change Email | Change Password | Change Security Questions | Manage OTP | Connect Accounts

to use a single Exostar account to access multiple Exostar accounts that you own
ated as the Parent account. This will be the account that you use fo log into Exostar to access all of your connected accounts.
ional credentials, such as OTP Hardware Token, Phone Based OTF, FIS Certificates, 3rd party certificates, or

Connecting Accounts allows yc

+ One account must be de

+ Your parent account should be the account with any add
credantials)

dditional help? Go to the Account Connections User ¢

Connect Accounts

The fol nnect an account, click on the User ID. You will be p

password

E have been matched as :nfial child accounts for connecting to rooneys_1583, the selected Parent account. To co
r the account selected.
5071 Cannot be connected: Account with Digitad Certificate cannot be child account

Thas account can be connecled

1000

rooneys 4507
rooneys_B557 This account can be connected

3. Enter the password of the account to which you want to connect. Click Connect Account.

Connect Account

Enter the password of the account below. If you do not know the password or the password has expired, you will need to recover the password before you can continue. Clicking 'Cancel' will return you to the previous page.

Need additional help? Go to the Account Connections User Guide

User ID: rooneys_4507

4. A success notification displays. To add additional child accounts, click Return to Connect
Accounts Main Page.

Connect Account

Connecting Accounts Was Successful!

Your accounts have been successfully connected.

Parent Account: rooneys_1583

Child Account: rooneys_6557
You will log into Exostar using the Parent account to access it and all child accounts. You will be prompted to select the account you would like to access when you log in. You will not be able to log in using a child account's
User ID/Password unless you disconnect it from the Parent account

The profile on your child account may have been updated as a result of the connection with the Parent account. You can view any changes by going to the Edit Profile page of your child account the next time you access
that account.

Need additional help? Go to the Account Connections User Guide

Return to Connect Accounts Main Page

5. From Connected Account Details, you can add a memo to the account for organizational
purposes. Memos display during login. You can also disconnect all linked accounts.

Connected Accounts Details

The following accounts are connected. The Parent account is: rooneys_1583. [BIElelylylle SRl

UserID ¢ First Name ¢ Last Name ¢ Email ¢ Organization ¢ Active Applications ¢ Memo Action

Exostar QA

rooneys_1583 Stephanie Rooney Stephanie. Rooney@exostar.com 2325 Dulles Corner Suite 3334 Herndon = PHOENIXSMBQA :] Self
Virginia 20171 US

Supplier SEM 1
rooneys_6557 Stephanie Rooney Stephanie.Rooney@exostar.com | 2325 Dulles Corner Blvd Herndon Onboarding Module :] Disconnect
Virginia 20171 US

SEM Buyer UAT 2

rooneys_4230 Stephanie Rooney Stephanie Rooney@exostar.com = 2325 Dullles Corner Blvd Herndon [:] Disconnect
Virginia 20171 US

e Memo
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Login to Connected Account

After connecting accounts, you are required to login with your parent account credentials. If you
try logging in using the child account (and not the parent account), you will receive the
following message, Your User ID/Password combination was not recognized.

To login to your connected account:

1. After entering your parent account credentials, select the account you want to access.
Click Next to complete the login process.

Select your account

User ID / Nickname Company Active Applications

rooneys_1583 ([[[El) Exostar QA PHOENIXSMBQA
113295868
2325 Dulles Corner (/]
Suite 3334

Herndon, VA 20171

rooneys_4230 SEM Buyer UAT 2
112092376
2325 Dullles Corner Blvd
Herndon, VA 20171

rooneys_6557 Supplier SEM 1 Onboarding Module
114874704
2325 Dulles Corner Blvd
Herndon, VA 20171

ADMINISTRATION TAB

Organization Administrators and Application Administrators can complete administrative tasks
from this tab. Administrators can view information for all users linked to your organization, and
can manage user accounts and access.

Home My Account Administration Regqistration Requests Reports

View Users || Add New User | Subscribe to Application | User Upload | Bulk Actions

View Users

The View Users sub-tab allows Organization and Application Administrators to search and
complete administrative functions, such as request and suspend application access for users. If
suspending application access, comments are required. Additionally, Organization
Administrators can manage user activities such as assign user roles, suspend, reset passwords
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and delete users. For assistance with searching, please reference the Search section.

NOTE: If you are an Application Administrator requesting access to an application on behalf of a
user, the request does not require manual approval and automatically bypasses Application
Administrator approval.

Change Role

Organization Administrators and Organization Stewards can update user roles. It is important to
note if you are the only Organization Administrator for your organization’s account and you
change your role, there will be no Organization Administrators for the account. To learn about
role management as an Organization Steward, please reference the Organization Steward
section.

To change roles:

1. From the Administration tab, select the View Users sub-tab.
2. Enter search criteria. Click Search.
3. Select the User ID to access user details.

UserID = Last Name 2 First Name 2 Last MAG Access Date 2

accountt 5463 | Account Training Mar/20/2023

4. Scroll to the Application Settings section. Place a checkmark next to the desired role.

NOTE: If assigning the Application Administrator role or updating applications for a user to
administer, you must select the application you want the user to administer by selecting Update.
Applications that a user is an Application Administrator for, display in the Service Providers
column.

Application Settings

Manage Roles: Role Application

Portal, Federated Identity Service (FIS| Update

User

< App Admin

Crg Admin

5. After selecting Update, check the Select column for the applications you want the user
to administer. Click Done.
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Applications to Administer
Provider Application Select
i
(Su i i

pplierPortal Supplier Portal O
Test Service Provider Demo Service Provider O
Test Service Provider Test Service Provider O
exostar PHOENIXSMBQA O

"

6. To complete role and/or application administration change, scroll to the bottom of the
page and click Submit.
Employee Reference

Organization Administrators and Organization Stewards can include employee reference
information in the Employee Reference field for new or existing users. Employee reference can
be added for new users using the User Upload function.

To add employee reference to existing users:

1. Enterinformation in the Employee Reference field.
2. Scroll to the bottom of the page and click Submit.

3. Click OK.

Modify Application Access

Organization Administrators, Organization Stewards and Application Administrators can request
or suspend user application access. FIS Administrators can modify FIS access. Application
Administrators can only request or suspend application access for applications they administer.
Once suspended, users are unable to access the application.

To modify application access:

1. From the Administration tab, select the View Users sub-tab.
2. Use the search filter menu or select Exact Match to narrow results. Click Search.
3. Click the hyperlinked User ID.

UserID 2 Last Name 2 First Name 2 Last MAG Access Date 3

accountt_5463 | Account Training Mar/20/2023

4. Inthe Application Settings section, locate the application and click the appropriate action
button.

NOTES:

e You are required to enter a suspension reason.
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e Click Activate to unsuspend.

e Delete: removes the ability for you to modify the application. Additionally, application
access is deactivated for the user.

e FIS certificates can either be revoked or suspended. If suspending FIS, the certificates
are still active and can still be used. However, the user cannot renew or obtain
additional certificates.

e Revoke is a permanent action and cannot be reversed. If a certificate is inadvertently
revoked, the user requires new certificates and a purchase is required.

Exostar LLC ForumPass 6 WebEx - UK Suspended
Exostar LLC ForumPass 6 WebEx - US 10 Apr, 2015 0917 AM EDT Active [Exostar |
Exostar LLC i WebEx - US Inactive | |
Certificates
Certificate Template Subject DN validity Period Valid From valid To
ExostarFISBasicSoftwareldentityCertificateVa  CN=Dee Evans_8554(Bldentity), O=IHOP, DC=securepass, DC=exostartest, DC=com | 1 Year 16 May, 2018 09:50 AM EDT | 16 May, 2019 09:50 AM EDT
Revoke

e Users can request access to the application again from their Dashboard tab.

Reset Password

Organization Administrators and Organization Stewards can reset a user’s password. To learn
about Organization Steward navigation, please reference the Organization Steward section.

To reset a password:

1. From the Administration tab, select the View Users sub-tab.

2. Enter and select search criteria. Click Search.

3. Select the required User ID.

4. Scroll to the Application Settings section of the page. Click Reset Permanent Password.

The user’s password is reset. The user receives an email with a system-generated password.

Restrict Profile Access Attribute

Organization Administrators and Organization Stewards can restrict access to ForumPass sites.
ForumPass restricted profiles require users to have a user ID, password, Medium Level of
Assurance (MLOA) certificate, restricted attribute enabled in MAG, and the TLS 1.0 setting. The
ON/OFF setting is one of the factors that determines whether users can access restricted profile
sites in ForumPass. To learn about Organization Steward navigation, please reference the
Organization Steward section.

To restrict or remove the restriction attribute:

1. From the Administration tab, select the View Users sub-tab.
2. Enter and select search criteria. Click Search.
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3. Select the required User ID.

View Users || Add New User | Subscribe to Application | User Upload | Bulk Actions
Click the Search button to view results.
Search For: [ | Using: (Last Name v] EE
UserID 4 Last Name 4 First Name ¢ Last MAG Access Date 2 Employee Reference 4
nairb_5339 Nair Beena Mar/09/2022
buyert 7895 buyer Test Feb/03/2017
waltert 0652 Walter Tim Oct/25/2022
evanse_0440 Evans Erica Feb/18/2022

4. From the User Profile section, select the desired radio button for Restricted Access.

User Profile
User ID: nairb_5339
Email: beena.nair@exostar.com el [y El]
Role: Org Admin, Adoption Admin, EPA, Super EPA, Proofer
QOrganization
Name: EXOStar QA
Organization
5 |p: EX0O113285868 "Street Address 1: 13241 Woodland Drive |
Title: [ Select Title v | Street Address 2: | |
“First | *City: [Herndon |
Name: (B€ena j
*State: |va
Middle ‘ J ‘ |
Heame: “Zip/Postal Code: [20171 |
*Last = i .
Name: |Nair } Country: [UNITED STATES
suffix: | \ Time Zone: | America/New_York
Job Title: | | Restricted Access: @ on O off

5. Scroll to the bottom of the page and click Submit to save the setting.

Add New User

The Add New User sub-tab allows Organization Administrators to create new user accounts for
their organization. To add a new user:

1. Click the Add New User sub-tab from the Administration tab, then enter user’s information
and fill out all required fields.
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All fields marked with a * are required.
Add New User

Title: [ Select Title v | *State: | |
*First Name: | | *Zip/Postal Code: | |
Middle Name: | | *Country: | UNITED STATES v
*Last Name: | ‘ Time Zone: | America/New_York v |
Job Title: | \ “Phone: | |
*Street Address 1: | | Fax: | |
Street Address 2: | “Email: | |
“City: | | Restricted Access: O on @ off

2. Next select the user’s role. Then select the applications the user needs access to.
3. Once you have entered all the user’s information and selected the role(s) and
application(s), click Continue to finalize the user’s account.

Application Settings

[ Role: | Organization Admin & Application Admin v 1]

Applications to Provider Application Select
Administer:

Exostar Federated Identity Service (FIS) E]

Boeing Boeing Supply Chain Platform O

Rolls-Royce Rolls-Royce Global Supplier Portal )

Test Service Provider Test Service Provider O
Requestor
Comments:

’

4. Review the information you entered. Click Submit.

5. The user will receive an email notification to activate their account.

Send Self-Registration Invitation:

1. Send the user the self-registration URL: https://portal.exostar.com/userRegistration and
your organization’s Exostar Organization ID.

2. Once the user completes the invitation, you are required to action the request from your
MAG account. For assistance with authorization, see how to Authorize User.

Subscribe to Application

Subscribe to Application allows Organization Administrators to subscribe to public applications
their organization is not currently subscribed to. If the organization is subscribed to all available
public applications, application subscription information is unavailable.
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1. Click the Subscribe to Application button next to the desired application.

View Users | Add New User || Subscribe to Application | User Upload | Bulk Actions

Subscribe to Application

Company Application
Raytheon Technologies Raytheon Technologies Sourcing
Lockheed Martin LM Supplier Portal (SAP Ariba)
Exostar LLC Supply Chain Platform - PSR

2. Assign an existing Application Administrator from the drop-down menu or create a new
Application Administrator. Click Next.

| Other M
Title * State/Province :
“FirstName[ ] *Zip/Postal Code [ |
Middle Name I: * Country | Select Country v
* Last Name I: * Timezone \America/NewﬁYork v
dooTie[ ] Prone[ |
* Address 1 | | Fax[ ]
Address 2 | | CEmal ]
* City I: * Confirm Email Address :
[ Cancel |

NOTE: If creating a new Application Administrator, a new user account is created.

The request routes to Exostar for approval. It can take up to 48 business hours to process. If
approved, the Organization or Application Administrator for the application must accept terms
and conditions before users can request access to the application.

User Upload

User Upload allows Organization Administrators and Organization Stewards to add multiple users
to an organization in a single instance using a .CSV file upload. The file upload can also be used
to subscribe existing users to new applications. Reference the User Upload and Bulk Actions User
Guide for assistance.

Bulk Actions

Bulk Actions allows Organization Administrators and Organization Stewards to delete, suspend,
and/or unsuspend multiple user accounts and/or applications in a single instance using a .CSV
file upload. Reference the User Upload and Bulk Actions User Guide for assistance.

REGISTRATION REQUESTS TAB

Users with administrative privileges for your organization have access to the Registration
Requests tab. Organization Administrators can approve users who self-registered, Application
Administrators administer application requests, and FIS Administrators administer FIS requests.
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Authorize or Deny User

Under the Registration Requests tab, Organization Administrators can access the Authorize User
sub-tab to approve or deny new user requests. To authorize or deny a user:

1. Click Authorize User.
2. Select the desired Request ID.

i v

7Authorize Application Authorize FIS

Home My Account Administration Registration Requests Reports

Search For: | | Using [ Select Field to Filter v | EEEIEY

Need additional help? - Refer Request M nent Guide for Admini

I

Requestld # Last Name ¢

Pendyala
userRegistration 1599583525617 Pendyala

Pendyala
userRegistration1599583200878 Pendyala
userRegistration 1597434403322 Puthanveetil

First Name & Org Name
Pavan Exostar QA
Pavan Exostar QA
Pavan Exostar QA
Pavan Exostar QA
Savitha Exostar QA

Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.

Results/page: [26 v

Search Results: (1-50f5)

] Business Unit ¢ Date Submitted « Last Viewed Date ¢
09/08/2020 09/08/2020
09/08/2020 09/08/2020
09/08/2020 09/08/2020
09/08/2020 09/08/2020
08/14/2020 08/14/2020

Status ¢
Pending
New
New
New

Pending

3. View the request and modify personal information, if necessary. Click Next.

User Registration Request

Requestor Comments:

Organization Information

Organization Name: Exostar QA
Business Unit:
Organization ID: EXO113295868

Personal Information

Title | Select Title v |

* First Name W
Middle Name
*Last Name [Pendyala |

* State/Province |VA

* Zip/Postal Code |20171

* Address 1123 Hendon

Address 2 [
* City |Herndon

Products & Services

Test Service Provider

Test Service Provider Sponsor code(s):

Federated Identity Service (FIS)

Federated Identity Service (FIS) Sponsor code(s):

* Country [UNITED STATES

* Timezone | America/New_York
Phoe 20211292 |
Fax
* Email [pavan.pendyala+_1003@e|

* Confirm Email Address |pavan.pendyala+_1003@e:

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more information.

Please note that additional information may be required based on your selection of the FIS service.

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more information

~

The Federated Identity Service provides certificate lifecycle services (registration, issuance, renewal, revocation) for Exostar Basic and Medium Level of Assurance certificates.
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4. In the Organization Administrator Review section, answer questions by selecting from
the drop-down menus. If approving, select YES for both questions. If denying, enter denial
comments (required). Click Next to complete.

User Registration Request

Organization Administrator Review

Organization Name: Exostar2
Is this individual an employee of the above-named organization?:

* Have you verified this individual's employment credentials?:
Org Admin General Comments on this Request:

* Action- v

| Cancel W <<Back J Next>> |

Once approved, a user ID is created, and the user receives instructions on how to complete

account activation. If denied, the user receives a denial notification.

Authorize or Deny Application Access

Application Administrators access the Authorize Application sub-tab to approve or deny requests
individually or in multiples for application access. To authorize or deny requests individually:

1. Click Authorize Application.
2. Select the hyperlinked Request ID.

Authorize Usel Authorize Application
Filter Requests By™TAm Resultsf
Search For: | | Using [Select Field to Filter v |
Need additional help? - Refer Request Management Guide for Administrators. Search Res
Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.
Action: [ Select Action V@ You can approve/deny a maximum of 30 requests at a time
elect Requestid ¢ Last Name 2 First Name ¢ UserD ¢ Email ¢ Org Name # Business Unit ¢ Application Requested #
User SP Supply Chain Platf - BAE
O Sig;cnpl\on1665417108628 pezzano Robert spezzanor_2968 rspezzano1010G@gftgsivi.mailosaur.net  Exostar QA S\L(ISIDexE U‘i"\: atiorm

3. Review the user’s information, if correct, click Next. (NOTE: If the user requests
reactivation of a suspended application, comments will display in the User Application
Subscription Request section).

4. Select Approve or Deny from the drop-down menu. If denying, you must enter a denial
comment. Sponsor code is optional. Click Next.
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User Application Subscription Request

Application Requests: Supply Chain Platform - BAE Systems UAT

App Administrator Review

Application Admin Comments on this Request:

*Is this user authorized to have an account provisioned for them in this application
Supply Chain Platform - BAE Systems UAT Sponsor Code(s

| Select l
Approve § N - . B
Deny ignal field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more inforr

EED BT |asss

Once approved, the action is complete. The request is either approved (providing user access to
the application), denied, or routes to the Application Owner for final approval. An application’s
administrative approval workflow depends on what is set for the application. Additionally, users

receive an email notification of the approval or denial.

To administer multiple requests:
1. Click Authorize Application.
2. Place checkmarks next to the users you are approving or denying. From the Action
menu, select Approve or Deny Selected Requests Click Apply. If denying, denial
comments are required.

Authorize User | Authorize Application | Authorize FI$

Filter Requests By:
Search For: Using |Select Field to Filter V|

Need additional help? - Refer Request Management Guide for Administrators.

] nding? The system may il rocessing. Click the sub-tab to refresh the screen and update the status.
Action: |Approve Selected Requests V ou can approvel/deny a maximum of 30 requests at a time

( ) . -
Select Requestid = Last Name = First Name 2 UserID = Email 2 Org Name 2
User SP : : : Baltimore Buildings
[ Subscription1529779330535 174N Lou trainl_7452 davida.evans+_21@exostarcom _ . Engines Inc.
User SP 2 : : Baltimore Buildings
| v Subscription1522779192960 Train Lou trainl_7452 davida evans+_21@exostarcom o Engines Inc.

NOTE: If you are Application Administrator for multiple applications, please ensure you view
the application requested column to verify you apply the appropriate action for the request.

3. Click YES to complete the action.

NOTE: Regardless of how the request for application was administered, the request is either
approved (providing user access to the application), denied, or routes to the Application Owner
for approval. An application’s administrative approval workflow depends on what is set for the

application. Additionally, users receive an email notification of the approval or denial.

Authorize FIS

FIS Administrators access the Authorize FIS sub-tab to approve or deny requests for FIS.

1. Click Authorize FIS.
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2. Click the Request ID.

Authorize FIS

Filter Requests By:
Search For: | | Using |Se|e-:t Field to Filter V|

Need additional help? - Refer Request Management Guide for Administrators.

Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.

Action: | Select Action Vm You can approve/deny a maximum of 30 requests at a time
Select  Requestid Last Name First Name 2 UserlD 2
User SP Subscription FIS1522244975608 Islam Mahmuda islamm_B8596
SIG_1516285933613_FIS Doe Carolyn doec_5733

Review the information in the User Information section including, name, address and
email address. Please ensure the user is using a valid email address (public email
addresses such as Hotmail, Gmail, etc. are not allowed). You must verify the user ID, first

and last name matches their legal name.

For example, Carolyn Doe is a match for doec_5733. If the request displays a first and last
name of Carolyn Doe, but the user ID is smithj_1234, the request must be denied.

User Registration Request Approval doec_5733

User Information

Title | Select Title ™ * Phone | 5555551212
* First Name |Carolyn Fax
Middle Name * Email |davida.evans@exostar.ci
* Last Name |Doe Suffix

Job Title
* Address 1 |1 Test Way
Address 2

* City |Herndon
* Zip/Postal Gode 20171 * State/Province | VA
* Country | United States v * Timezone | America/New_York L

NOTE: If the user requested Medium Level of Assurance (MLOA) Digital Certificates, it is
important their first and last name match their identity documents. Additionally, please ensure
the address information is accurate. This is the address where a trusted agent is dispatched to
complete in-person proofing. Please ensure the user does not have a PO Box listed.

4. You can modify the following fields, if the user entered incorrect information:

e Partner/Application that requires the digital certificates.

e Certificate Assurance Level: Basic (BLOA), Medium (MLOA), or Unknown.

e Certificate Usage: Only displays if user selects Basic

o Certificate Type: Software, Hardware, or Unknown.

e Certificate Validity Period: 1 or 3 years. Basic only offers 1 year.
e Request Reason: Reason why user requires certificates.

5. From FIS Administrator Action, select Approve or Deny. If denying, you are required to enter
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comments. Click Next.

FIS Administrator Action

Administrator Comment:

* |5 this user authorized to b
Approve &%

provisioned with FIS certificates? |

Cancel [ wer>> |

6. If approving a BLOA certificate request, the user receives an email with installation instructions.
If approving MLOA certificates, the request is routed to Exostar for purchase review and proofing
dispatch. If you denied the request, the user receives a notification along with denial comments.

Unable to Approve or Authorize

If a request is Pending, you are unable to action the request because another administrator has
locked the request. Place your cursor over the request ID to determine who locked the request.
To unlock the request, contact the individual whose name displays (i.e. williamsm_7011).

Request still pending? The system may still be processing. Click the sub-fab fo re]

Requestid ¢ Last Name ¢ Firg
userReqistration1522170546487 UAT Reetiky
userRegistration1521830973352 DiwanEPAlite Reetiks

userReqistration152103] Locked By:wiliamsm_7011@securepass.exostartest.com jyyma

If you are unfamiliar with the user ID of the locked request, to determine who to contact:

1. Go tothe Administration tab. Then click View Users sub-tab.

2. Enter User ID in the Search For field. Select User ID from the search criteria drop-down
menu. Click Search.

3. Results display. Click the hyperlinked User ID to access user details.

View Users | Add New User | Subscribe to Application | User Upload | Bulk Actions
Click the Search button to view results.
searchFor: | l wng [weo V) (@
UserID = Last Name 3 First Name 3 Last MAG Access Date 2 Employee Reference 2
nairb_5339 Nair Beena Mar/09/2022
buyert_7895 buyer Test Feb/03/2017
waltert_0652 Walter Tim Oct/25/2022

4. Contact the user to unlock the request.

Unlock Pending Requests

Requests transition to a pending status when a request is opened but not cancelled or processed.
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1. Click the Registration Requests tab.
2. Status of the request displays as Pending. Locate the request and click the Request ID.

Requestid 2 Last Name 2 First Name ¢ Org Name 3 Status =
userReqistration1521830973352 DiwanEPAlite Reetika Exostar2 Mew
userReqistration1521037320799 Star Norman Exostar2 Pending

3. From the opened request, click Cancel. You are redirected back to the request queue.

4. Click the appropriate action sub-tab to refresh (Authorize User, Authorize Application or
Authorize FIS).

5. The request now displays a status of New.

Requestid = Last Name = First Name = Org Name 3 Status =
userReqistration1521830973352 DiwanEPAlite Reetika Exostar2 New
userReqistration1521037320799 Star Norman Exostar2 Pending

STEWARDSHIP TAB

Users with the Organization Steward role can complete administrative tasks from this tab. The
Organization Steward role allows a single user account to maintain complete administrative
control over groups of designated organizations.

Home My Account Administration e dship Provider Administration

View Users | View Organizations | Verify | Authorize | Authorize FIS | Accept T&C | Reporis

View Users

The View Users sub-tab allows Organization Stewards to search and complete administrative
functions for all users within all organizations in the stewardship group. For assistance with
administrative functions excluding role management, please see the Administration section. It is
important to note that administrative activities are completed from the Stewardship tab.

Change Roles

Organization Stewards can change user roles for users in their stewardship group. To change
roles:

1. From the Stewardship tab, select the View Users sub-tab.
2. Enter search criteria. Click Search.
3. Click the User ID to access user details.
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View Users || Add New User | Subscribe to Application | User Upload | Bulk Actions
Click the Search button to view results.
Search For: [ | Using: [Last Name M Ex=
UserID = Last Name First Name 2 Last MAG Access Date Employee Reference 2
nairb_5339 Nair Beena Mar/09/2022
buyert_7895 buyer Test Feb/03/2017
waltert_0652 Walter Tim Oct/25/2022
evanse_0440 Evans Erica Feb/18/2022

4. Scroll to the Application Settings section. Select the role from the Role drop-down
menu.

NOTE: If assigning the Application Administrator role, select the application you want the user
to administer by clicking Update.

Application Settings

Manage Roles Role Application

User

¥ App Admin Portal, Federated Identity Service (FIy [Update

Org Admin

5. Check the Select column for the applications you want the user to administer. Click

Done.
fidee e~
Applications to Administer X
Exostar Supplier Portal =
=
Exostar LLC Partner Information Manager |:|
H
Test Service Provider Test Service Provider Wl
exostar Exostar Govemnance, Risk, and Compliance |:|
v

6. To complete role and/or application administration, scroll to the bottom of the page
and click Submit.

View Organizations

View Organizations allows Organization Stewards to search for organizations included in their
stewardship group. Organization Stewards can also subscribe organizations in their stewardship
group to public applications, restrict credentials and information from partner company
searches, identify an organization’s small, disadvantaged business (SDB) status, and restrict
profile access for restricted ForumPass sites.
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Additionally, they can create, suspend, unsuspend, and delete user accounts using the user bulk
upload function and request, suspend, unsuspend, and delete applications for users using the
bulk actions upload function for organizations in their stewardship group. For assistance with
identifying SDB status, restricting profile access for ForumPass site, user upload and bulk upload
functions for organizations in your stewardship group, please see the Administration section. It
is important to note these activities are completed from the Stewardship tab.

Home My Account Administration Stewardship
View Users | \ﬁewOrganizationsl Authorize User | Authorize Application | Authorize FIS | Accept T&C | Reports

Organization Details

Organization Name: Cargo Paris and Steel LLC  View All Users  Subscribe to Application View in Trading Partner Management (TPM
Upload Users  Bulk Actions

Subscribe an Organization to an Application

Organization Stewards access the View Organizations sub-tab to subscribe an organization to a
public application.

1. Locate the organization by entering search criteria.
2. Click the Org ID.

Home My Account Administration Stewardship
View Users | View Organizations lAuthorize User | Authorize Application | Authorize FIS | Accept T&C | Reports

Click the Search button to view results

Search For: /7 [JExact Match Using: Organization Name N
Org Name OrglD & Business Unit External Organization ID & R-IDP & MAG Status = Address & City =
Exastar Test EX0108701334 [internal QA Test JIT1 Active g TSP Hemdon |y

3. Click Subscribe to Application.

Home My Account Administration Stewardship

View Users | View Organizations | Authorize User | Authorize Application | Authorize FIS | Accept T&C | Reports

Organization Details

Organization Name: Cargo Paris and Steel LLC  View All Users] Subscribe to Application I\flew in Trading Partner Management (TPM

Upload Users  Bulk Action

4. Select the application or service to subscribe the organization to by clicking Subscribe to

Application.
Application Action
Federated |dentity Service (FIS) Subscribe to Application
Collab Drive Subscribe to Application

5. Select an existing Application Administrator from the drop-down menu or create new
administrator. Click Next.

The request routes to Exostar for approval. It can take up to 48 business hours to process. If
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approved, the Organization Administrator, Organization Steward or Application Administrator
for the application must accept terms and conditions before users can request access to the
application.

For assistance with additional administrative functions, please see the Administration and View
Organization Details sections. If completing activities for your stewardship group, access all
functions from the Stewardship tab and not the Administration tab, Registration Requests tab or
View Organization Details sub-tab (located from the My Account tab).

Authorize User

Organization Stewards access the Authorize User sub-tab to approve or deny new user requests
for organizations in their stewardship group. To action a request:

1. Click Authorize User.
2. Click the hyperlinked Request ID.

View Users | View Organizations | Authorize User | Authorize Application | Authorze FIS | Accept T&C | Reports

Filter Requests By:
Search For: | | Using [Select Field to Fiter v | [

MNeed additional help? - Refer Request Management Guide for Administrators.
Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.

Request Id ¢ Last Name ¢ First Name Org Name #
userReaistration1532363230368 ] Evans Dee Metal Engines and Chrome Inc.

3. View request. modify personal information, if necessary. Then click Next.

Personal Information

Gavida evans_+ 20@eros

Evars frm Ema 05 [0avida evans_~20@enot

‘‘‘‘‘‘‘‘ —
Urileo States e -, APra NEw_Y ok v

Products & Services

¥ Collab Drive

[Cancet | e

4. Answer questions by selecting responses from the drop-down menus. If approving, select
YES for both questions. If denying, you are required to enter denial comments. Click Next
to complete.
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User Registration Request

Organization Administrator Review
Organization Name ke
Is this individual an employee of the above-named organization
* Have you verified this individual's employment credentials

Org Admin General Comments on this Requ

* Actiof: v

Once approved, a User ID is created, and the user receives instructions on how to complete
account activation. If denied, the user receives a denial notification.

Authorize Application

Authorize allows Organization Stewards to authorize application requests for users in their
stewardship group. You can view what application a user is requesting access to from the
Application Requested column.

To authorize or deny requests individually:

1. From the Stewardship tab, select the Authorize Application sub-tab.
2. Click the hyperlinked Request ID.

Home My Account Administration Stewardship Regisiration Requests Customer Support Reports Adoption
View Users | View Organizations | Authorize User || Authorize Application J§ Authorize FIS | Accept TR&C | Reports

Filtler Requests By
Search For: | | Using [Select Field to Fiter | [EEE0

Need additional help? - Refer Request Management Guide for Administrators.
Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status

Action: You can approve/deny a maximum of 30 requests at a time

Select Requestld = Last Name = First Name = UserID = Email = Org Name = i Unit = Application R
D[ SIG 1532363933873 COLLAB DRIVE ] Evans Dee svansd_DB30 | davida evans+_OS@sxostar.com e ans Collab Drive
[]  userReqistraion1532363230365 COLLAB DRIVE Evans Dee cvansd_5049 | davida.evans_+20@exostar.com g‘:f':‘mi“ﬁ‘i;‘“a“d Collab Drive

3. Ifthe userrequests reactivation of a suspended application, comments display in the User
Application Subscription Request section if the user entered them. Review the
information. Click Next.

4, Select Approve or Deny from the drop-down menu. If denying, you must enter a denial
comment. Sponsor code is optional. Click Next.

User Application Subscription Request

Appiication Requests Test Service Provider

Commenis. .. added by [Domain Users| on /262018 06:16 PM GMT

App Administrator Review

pplication Admin Comments on this Request

ston? [Approve w

tional field. If available, enter comma-separated spansar codefs). For help on Sponsar Godes, vigw mare informatian,
Cancel << Back Next »>

Once approved, the action is complete. The request is either approved (providing user access to
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the application), denied, or routes to the Application Owner for final approval. An application’s
administrative approval workflow depends on what is set for the application. Additionally, users
receive an email notification of the approval or denial.

To administer requests in multiples:

1. From the Stewardship tab, select the Authorize Application sub-tab.
2. Select the users you wish to approve or deny. From the Action menu, select Approve or
Deny Selected Requests, click Apply. If denying, denial comments are required.

View Users | View Organizations | Authorize User Authorize Application | Authorize FIS | Accept T&C | Reports
Filier Requests By:
Search For: | | Using [Select Field to Filter | g
Need additional help? - Refer Request Management Guide for Administrators.
i i : ssiaagrocessing. Click the sub-tab to refresh the screen and update the status.
[A:ns* [select Action v ‘ou can approve/deny a maximum of 30 requests at a time
Select  Requestid ¢ LastName ¢  FirstName ¢  UseriD ¢ Email ¢ Org Name ¢
& Ko 1530363033873 COLLAB DRIVE Evans Des cvansd_DB30 | davida.svans+_05@exostar.com Mt Epoies and
Chrome Inc.
[ | fe=m ion1532363230368 COLLAB DRIVE Evans Dee ovansd 5049 davida evans_+29@exostar.com etal Engiee and
Chrome Inc.

3. Click YES to complete the action.

Regardless of how the request for application access was administered, the request is either
approved (providing user access to the application), denied, or routes to the Application Owner
for approval. An application’s administrative approval workflow depends on what is set for the
application. Additionally, users receive an email notification of the approval or denial.

Authorize FIS

The Authorize FIS sub-tab allows Organization Stewards to approve or deny requests for
Federated Identity Service (FIS) Digital Certificates for users within their stewardship group. For
FIS authorization instructions, please reference the Authorize FIS section. It is important to note
you complete this function from the Stewardship tab. Please see Federated Identity Service (FIS)
Self-Help for more information.

Accept T&C

The Accept Terms and Conditions tab allows Organization Stewards to accept Terms and
Conditions for the applications in their stewardship group. Once terms and conditions are
accepted, users from the organization can request access to the application.

To accept terms and conditions:

1. From Accept T&C, click the hyperlinked Request ID.
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View Users | View Organizations | Authorize User | Awuthorize Application | Authorize FIS || Accept T&C Il Reports

Filter Requests By:

Search For: |

| Using [Select Field to Filter | 20

MNeed additional help? - Refer Reguest Management Guide for Administrators.
Request still pending? The system may still be processing. Click the sub-tab to refresh the screen and update the status.

Request ld &
[ SIGTCSA 118565703 PIM
J

2. Review the service agreement. To accept, select | Agree from the Agreement/Options
menu. Terms and Conditions will not be accepted if you select, | Do Not Agree. Users are
unable to access the application until Terms and Conditions are accepted. However, the
organization’s Organization Administrator or Application Administrator for the application
can also accept Terms and Conditions.

3. Click Next to complete. If accepted, the organization is subscribed to the application and

Org Name 2 Business Unit #

Metal Engines and Chrome Inc.

users can start requesting access.

Application Service Agreement

DISPUTE RESOLUTION CLAUSE

Do not procesd unless you are the duly authonzed representative of the Subscribing entity autharized to enter into agreements of th

Bach Party agrees 10 promplly discontnle Using (e omer Farly s itelleciual proparty in connecton wih VG,
8. Miscellaneous
2 No Aftachments
a. The General Terms and Conditions are incorporated herein by reference &

b. In addibon to these provisions referred to under the title "Entire Agieement. Sunaval” n the General Terms and Conditions, the provisions contaned in this Service Agreement
relating to ownership, payment, indemnity, and use restrictions survive termination or expiration of this Service Agreement

General Terms an

IN WITNESS WHEREOF , each Party has duly executed this Service Agreement as of the Effective Date

Effective Date:
Subseribar

Exostar LLC

Direct Link to Attachment

d Conditions.

PLEASE READ THIS DOCUMENT CAREFULLY! IT CONTAINS VERY IMPORTANT INFORMATION ABOUT YOUR RIGHTS AND OBLIGATIONS, AS WELL AS LIMITATIONS AND EXCLUSIONS THAT MAY APPLY TO YOU. THIS DOCUMENT CONTAINS A

Pending Requests

If you are unable to complete an action using Verify, Authorize, or Authorize FIS please reference

the Unable to Approve or Authorize section for assistance.

Reports

Reports provide the Organization Steward with relevant information on organizations and users
within the stewardship group. Navigate to the Reports tab, and click Select to generate the

report.

ked, EXOSTAR, by posting thes agresment shall be deemed to have also duly execuled i 1 you selke

Report

Steward Organization User Details Report
This report provides organization steward an ability to export details of all users within their stewardship.

TR

Copyright ©2023 Exostar LLC. All rights reserved.

51



EXOSTAR'

Partner companies with the Service Provider (SP) Administrator role can complete application
approvals (for applications that require SP Administrator approval) and view users and
organization information. From this tab, SP Administrators can also set criteria for application
requests from specified organization to skip the SP Administrator approval step.

Home My Account Administration Provider Ad atio

Approve | View Users | View Organizations | Approval Settings

Approve
Approve allows SP Administrators to approve or deny requests for application access. To
authorize or deny requests:

1. Click Approve.
2. Click the hyperlinked Request ID.

Select Requestid UseriD # Last Name 2 First Name # Org D + Org Name 2
|:| [ SIG 1530118451692 BSP ] evansd_6801 Evans Dee EXO109701324 | Exostar Test
D SIG 1529605513893 BSP fwentyj_3701 Twenty June EX(O119809180  OAP ben two adoption/Exostar QA

3. Review the information. Click Next. To view the full email address, hover over the email
address field.

User Applicati ipti q

Application Requests: Boeing Portal

Requestor Comments.

Personal Information

Title | Select Title v * First Name |Yolie
* Email [rose.oapbrown+_59595¢ Middle Name
* Confirm Email Address [rose.oapbrown+_59[=~ * Last Name [York
Job Title rose.oapbrown+_S59595@exostar.com Fax
* Phone [2061231234 * Timezone | America/New_York v
Credentials Information
" PKI(FIS) Certificates
Certificate Template Validity Period Valid From Valid To
ostarF| il i i 3 1Year 18 Oct, 2018 12:37 AM EDT 18 Oct, 2019 12:37 AM EDT
Exostarfi il i 3 1Year 18 Oct, 2018 12:37 AM EDT 18 Oct, 2019 12:37 AM EDT
Exostarf /3 1Year 18 Oct, 2018 12:37 AMEDT 18 Oct, 2019 12:37 AM EDT

Application Administrator Review
Application Admin Comments on this Request

Application Adminstrator Authorize step bypassed by System
because workflow was routed by
brownt_5452@fis evincibletest. com (Exostar Primary

MD[OVE” W@

NOTE: If user has registered multi-factor authentication credentials, such as One Time
Password (OTP) Product or Federated Identity Service (FIS) Digital Certificates,
information displays under the credential information section
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4. If approving, you must answer Yes to both questions. If denying, answer No to the
guestions. Denial comments are required.

SP Administrator Review

*Has this user's account been properly provisioned in the SPf:

* Does this user have at least the minimum role/privileges necessary to begin using the SPf:
SP Administrator Comment:

\
= Action ]

Forumpass 4 - UAT Sponsor Code(s):[optional]:

Cancel << Back Next>> |

NOTE: An application’s administrative approval workflow depends on what is set for the
application. Additionally, users receive an email notification of the approval or denial.

To administer multiple requests:

1. Select the users you are approving or denying. From the Action menu, select Approve or
Deny Selected Requests, click Apply. You can select 30 requests at a time.

Home My Account Administration Stewardship Provider Administration Registration Requests Cus

Approve | View Users | View Organizations | Approval Seftings

Filter Requests By: | All A
Search For Using | Select Field to Filter ¥

Need additional help? - Refer Service Provider Administration Guide

2 till be processing. Click the sub-tab to refre creen and update the status
Action ;;Arpprrpyrer Selected Requests ¥ | pponsor Code(s): ‘ou can approve/deny a maximum of 30 requests at a time

Belect Requestid 2 UserID 2 Last Name 2 First Name 2 OrglD = Org Name 2
v SIG_1515629758592_FPX1 hensleya_0443 | Hensley Amber EX0s029445149 | Exostar2
v SIG_1507308946156_FPX1 gelino_8537 gelin olivier EX0s029448149  Exostar2

2. You will receive an Approve Confirmation screen. Click YES to complete approval. If
denying, you must enter denial comments. Click Submit. Users receive an email with
approval/denial status. Users receive an email notification of the approval or denial.

NOTE: Regardless of how the request for application access was administered, the request is
either approved (providing user access to the application), denied, or routes to the Application
Owner for approval. An application’s administrative approval workflow depends on what is set

for the application.

View Users
View Users allows SP Administrators to search for users subscribed to their application. From

View Users, you can modify application access.

View Organization
View Organization allows SP Administrators to search for organizations subscribed to their

application.
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Modify Application Access

SP Administrators can modify application access for applications they administer. Modifying
applications can be completed for users or organization. If suspending, users will be unable to
access the application.

Users

You can modify access to your application for users. Once suspended, users are unable to access
the application. To modify a user’s application access:

1. Click View Users.

2. Enter search criteria. Use the search filter menu or select Exact Match to narrow results.
Click Search.

3. Select the hyperlinked User ID.

Approve |View Usersl View Organizations | Approval Settings

Click the Search button to view results

Search For: [davida.evans+_410@ex [ Exact Match Using:

UserID = Last Name First Name 2 Last MAG Access Date ¢ Email =

I evansd 0188 I Evans Dee OctM13/2013 davida.evans+_410@exostar.com

4. To modify application access, scroll to Application Settings. Locate the application and
click the appropriate action. You are required to enter a suspension reason. Click Activate
to unsuspend. Delete removes the ability for you to modify the application.

Exostar LLC ForumPass & WebEx - UK Suspended
Exostar LLC ForumPass 6 WebEx - US 10 Apr, 2018 09:17 AM EDT Active
Exostar LLC i WebEx - US Inactive

Additionally, application access is deactivated for the user. However, the user can request access
to the application again from their Home tab.

Organizations

You can modify access to your application for an entire organization. Once suspended, users are
unable to access the application. To modify an organization’s application access:

1. Click View Organizations.

2. Enter search criteria. Use the search filter menu or select Exact Match to narrow results.
Click Search.

3. From results, click the hyperlinked Org ID.

Approve View Users | View Organizations | Approval Settings

Click the Search button fo view results

Search For: Training Exact Match Using Organization Name v
Org Name & OrglD = Business Unit & External Organization ID ¢ R-IDP & MAG Status ¢ Address
Training EX0058230016 Active Unknown
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4. To modify application access, scroll to Application Settings. Locate the application and
click the appropriate action. You are required to enter a suspension reason. Click Activate
to unsuspend.

Approval Settings

Approval Settings allows SP Administrators to add organizations for automatic approval for
application requests. When organizations are added, all users who request access to a SP
Administrator’s application do not require SP Administrator approval.

To add or remove application settings:

1. Enter the organization’s Exostar Organization ID in the Enter Org ID field and select the
application you are adding for approval.

Approve View Users | View Organizations | Approval Settings

*Enter Org ID: |EXQ058230016 | Add Organization

Forumpass 4 - UAT v

*Select Application:

2. Click Add Organization to complete. To remove from approval list, click Remove. Once
removed, application requests require SP Administrator approval.

*Enter Org ID: Add Organization|

*Select Application: | orumpass 4 - UAT v

OrglID = Org Name 2 SP = Added By = Added On =

EX0058230016 Training Forumpass 4 - UAT Davida Evans 04-12-2018 Remove
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The reporting feature is available to MAG Administrators. Organization Administrators,
Application Administrators, Organization Stewards, and Adoption Administrators can generate
reports, but their access to reports varies by role. Please review the table below to see what
reports are available for your administrative role:

Reports. Organization Organization Application Adeption Service Provider  Service Exostar Portal EPA  Customer Is reportin
Administrator Steward Administrator Administrator  Administrator Provider Administrator Lite Support SSRS tool?
{SP Admin) Admin (Read (EPA)
only)
All Details 0 Q Q 0
Repaort
Application & FI5 V] (] (V]
Adminksirator

Information Repor

Onboarding Status 0 Q

Report

Application Status (v} (V] V]

Repart

Dally Organization (v} &

Report

FIS Daily Certificate
Report

o
@
O 0 06 00

FIS Subscriplion Action Q &
Report

Organization User 0 Q

Detaits Report

Subscriber Credential o G
Report

Q
1<

Steward Organization ()
User Details Repon (sub
tah)

Reports can be launched directly from the Reports Dashboard. Click the Reports tab to access
the list of reports available to you. Follow the prompts to generate your reports.

Home My Account Provider Administration Registration Requesis Customer Support Reports Adoption

Piease click on the report icon to launch that report in a separate window. You must select an application against which the report will be run

Meed additional help? Refer to Reguesi Management Guide for Adminisirators,

Repont
Subscriber Credential Report
This report provides credential details for all subscribed users (excluding deactivated) to the selecled application
Onboarding Status Report
This repart provides the onboarding status of the users
Application & FIS Administrator Information Report
This report provides the contact details for the Application Administrator and FIS Adminisirator of organizations that are subscribed to the selected application.
FIS Daily Certificate Report
This report provides a list of users and erganizations and the various statuses of their FIS cerificate approval workflow.
FI§ Subscription Action Report
This repert provides a list of users whose organizations are subscribed lo the selecled application and have requested FIS subscription. It displays the stalus of their request.

Daily Organization Report
This repon provides organization and status information for all organizations that are subscribed 1o the selected application
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We encourage you to spend some time exploring reporting options to see what type of user data
might make your administrative duties easier. Below we highlight reports that can be of particular
use to Organization, Application, and Adoption Administrators.

Organization and Application Administrators have access to the following reports:

e All Details Report
e Organization User Details Report
e Application Status Report.

All Details Report is one of the most comprehensive reports available in MAG. It conveniently
packages all data across an organization into a single document: comprehensive user data, MAG
statuses, access to applications, and dates of account creation and last access.

Organization User Details Report is the abbreviated version of All Details Report. Along with the
User ID and name, you will get a quick overview of MAG statuses, dates of last MAG login, and
access to partner applications.

Application Status Report provides Application Administrators with the overview of the team’s
MAG and partner application statuses. Do you need to check who on the team has active MAG
accounts, and when they last accessed a specific partner application? This report is an excellent
option for getting these details from a single document.

Onboarding Status Report is available to Adoption Administrators. This report allows to quickly
track the onboarding of all companies invited by your organization to MAG. Have your suppliers
registered for a MAG account, or invitations are still pending? Have they obtained their
credentials and undergone identity proofing? Who is the point of contact for each individual
company if the onboarding has stalled? Use this report to gain quick intelligence into where your
partners are in their MAG onboarding journey.

ADOPTION TAB

Users with the Adoption Administrator role access this tab to use Exostar’s Adoption Module, to
invite organizations to access partner applications. For assistance with using the Adoption
Module, please reference the Adoption Administrator Guide.

SEARCH
Depending on role, search criteria and functionality varies for Administrators and Organization
Stewards.

1. Select search type (e.g. View Users or View Organizations).
2. Select search criteria from the drop-down menu then enter search criteria in Search For
field. Click Search.
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Click the Search bufton fo_view resulis
Search For: [Evang] x|] [] ExactMatch Using:

7 (=)

3. Results display. Click the hyperlinked User ID or Organization ID to obtain details and
complete necessary functions (i.e. suspend, reactivate, etc.).

|Last Name

View User Search Criteria

Last Name Unique identifier for the user

First Name Last name of user

User ID Unique identifier for the user

Email First name of user

R-IDP User ID Email address of user

Employee Reference Unique employee ID/reference for the user
OrgID Organization ID for the Exostar MAG account

Organization Name

Name of organization

External User ID

User ID that partner company uses

External Organization ID

Organization ID that partner company uses

View User Results Fields

User ID Unique identifier for the user
Last Name Last name of user

First Name First name of user

Email Email address of user

Last MAG Access Date

Last date user logged into Exostar’s MAG
Account

R-IDP User ID

Remote Identity Provider User ID (information
displays in the column if user has linked their
account)

Employee Reference

Unique employee ID/reference for the user

Role

Role(s) assigned to user.

MAG Status

Status of user’s access. Active status means user
has completed first time login. Inactive status
means user has not completed first time login.

Active Applications

Applications active for the user

Pending Applications

Applications pending approval by an
Administrator

External User ID

User ID that partner company uses

External Organization ID

Organization ID that partner company uses

OrgID

Organization ID for Exostar MAG Platform
account

Org Name

Name of organization
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View Organization Search Criteria

Org Name

Organization Name

OrgID

Organization ID for Exostar MAG Platform
account

External Organization ID

Organization ID that partner company uses

Organization Results Fields

Org Name

Organization Name

OrgID

Organization ID for Exostar MAG Platform
account

Business Unit

Unit of an organization representing a specific
business function

External Organization ID

Organization ID that partner company uses

R-IDP Remote Identity Provider (information displays
in column if organization is using EAG.)

MAG status Status of organization’s account. Active status
means the organization is active in Exostar’s
MAG Platform.

Address Organization’s Address

City Organization’s City

State Organization’s State

Country Organization’s Country

Active Applications

Applications active for the organization.

Suspended Applications

Applications suspended for the organization

View Complete Email Address

If you have the Organization Administrator, Application Administrator, Organization Steward or

SP Administrator role and need to view a user’s complete email address when approving or
denying a request, hover your mouse over the email address to display the full address.

Personal Information

Title | Select Title »

—_—

* Confirm Email Address |\george baker@exostar]

i george. baker@exostar.com
Job Title |exostarpentestadmin

* Phone |7035551212

* First Name |Exostarpentest
Middle Name
* Last Name [Admin

Fax

* Timezone | America/New_York

BILLING AND SUPPORT

The Exostar Billing and Support Center is used to complete a variety of tasks including purchasing,
making payments, viewing SCP transactions, opening support tickets, and more.
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You must have the Exostar MAG Platform Organization Administrator role or Billing Contact role
to pay Exostar SCP invoices.

/& Exostar Web Store- Home Page Subscription Renewals Add to Existing License

Home
(oiame
Welcome to the Support Center! Billing Orders Support UUIL‘{-:-?'E:\:G Orders @
Wayneswidgets - 74154 Make a Payment See Orders Contact Support =
Print a Statement See Quotes See Support Cases ‘
See All Transactions See Items Ordered Edit Your Profile a :
Account Subscription & License SCP Account Management Accounts Current 0
Set Preferences Key Management Manage SCP-Related Addresses User Accounts Related to this
Campaign Subscription Center License Key & Subscription Usage Add new SCP-Related Address Customer
Change Email Detall - ¥ Manage Billing Contacts
5 SEe License Key B Subseription Add New Billing Contact
Change Passward SR

SCP ORG Subscription Dates
Transaction Counts Search

Quick Reference Guide A e
Transaction Search Billing and Support Center Help SCP Transaction History

EMAIL SETTINGS

If you have an administrative role in MAG, you can adjust email notifications:

1. From your dashboard, in the top, right corner, select your Name. From the drop-down
menu, select Email Settings.

Ashleigh Howell

Ashleigh Howell (howella_0433)
Org Admin  App Admin

My Organization
Ashleigh Corp89 (EX0111974883)

Email Settings

Logout

2. Select the email notifications you want to adjust. The displayed information depends on
role.

Organization Administrator Emails

Email Description All On All Off
B ions when user reset of password using Forgot Password O on @ off
Notification when user completes reset of permanent password using My Account tab ®on O off
Notifications when a user recovers first ime login information or requests a temporary password from an adminisirator to complete password reset ®on O off

3. Tocomplete, click Submit.

CHANGE AUTHORIZATION REQUESTS

Change requests for the following events require Change Authorization Form completion:

e Organization Administrator Change: When the existing Organization Administrators are
no longer available.
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e Email Address Change: When a user has not completed first-time login or email domain
name changed and the user cannot access the account requires an email address change.

e Company Address Change: When the company’s address changed.

e Company Name Change: When the company’s name changed.

e Legal Name Changes: When you change your legal name.

For assistance with change request completion, please reference the Change Authorization
Requests section on MyExostar.

ACCOUNT DISABLEMENT

If your account is in a state of inactivity, it may get suspended or deleted. Please see the reasons
below about why your account may get deleted or suspended:

e Account Activation not completed for more than 180 days: If you have not completed account
activation for your MAG account, your account is deleted. You are notified 30 days prior to the
deletion date, with instructions on how to complete account activation.

e Application access suspension: Each application has set parameters for the number of days of
inactivity, which leads to access suspension. If your application access is due for suspension in 30
days or less, each time you log-in to your Exostar MAG Platform account, you are presented with
a reminder to access the application, and the number of days to suspension. To ensure you do
not lose access to the applications you need, it is good practice to log-in to your MAG account
regularly, and access available applications.

e Application access deletion: If your application access has been suspended for X number of days,
as specified by the application owner, your access to the application is deleted. You are notified
regarding this deletion 30 days in advance.

e Active account deletion: If the last active application subscription is suspended, your Exostar
MAG Platform account is suspended 30 days after the application suspension. You are notified
regarding this suspension 30 days in advance. Contact Exostar Customer Support for information
on how to re-establish application access.

MAG SYSTEM REQUIREMENTS

= Supported Operating Systems: Windows 8.1, Windows 10, and MAC

= Supported Browsers: IE 11

= Browsers Supported with Limitation*: Edge, FireFox, Safari, and Chrome
= *Limitation: (PKI) Digital Certificate Credential cannot be downloaded
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