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Version

Impacts

Date

Certification
Assistant

Pre-June 2021

CAl4 1.4 includes:

Dashboard redesign
Export
Printing Updates
Update to Individual Self-Assessment:
o NewTab structure
= Controls Commentsand Logs
(Implementation Statement
= Policy References
= Assessmentguide
= Artifact Upload
= Action Items
Updatesto Policies
Added Scope to System Description and SPRS
report
Update SSP/POAM to include approvals to table

June 2021

CA 15 1.5 includes:

All trails now start at Standard level
Multi-factor authentication is not required for a
trial

Acceptance of Terms and Conditions inside
Certification Assistant for the first user of an
organization

August 2021

CAle6 1.6 includes:

Ability to upload software and hardware system
configurations using standard templates.
Ability to change an Action Itemtype after it’s
been created

=  From NIST to CMMC or BOTH
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= Note:it can only be modified from the
control page and not from the Action Item
details page
e Ability to create workflow action items on a
scheduled (daily, weekly, monthly, quarterly,
yearly) basis
» These do NOT change the status of the
control
®* These do show up on the dashboard and
the individual control page
e |Improved Navigation
= Ability to move to next control within a
domain
= Ability to quickly decision a control from
the domain dashboard page
e Ability to share links and documents with partners
and vs versa
e Ability to put customers LOGO on the SSP and
POAM reports

Copyright ©2021 Exostar LLC. All rights reserved



EXOSTAR'

All Levels on Standard or Premium have consistent functionality so the Standard version
screenshotsin this section also pertain to Premium.

Certification Assistant Standard & Premium Home Page

The first page displayed after access Certification Assistant from MAG is the Home Page. The
page consists of 5 main sections:

1. Plans —Your currently enabled compliance plans

2. Tasks — Action Itemsthat are currently assigned to the current user

3. Graphs — A high-level snapshot of the progress on controls and action items

4. Message Inbox — Built-in messaging component. Send messagesto your team
members, clients, or consultants.

5. Help & Profile — Access to help and support resources as well as the button to upgrade
your license. Additionally, thereis a button to assist you importing your data from PIM
if you are a current user of that Exostar application.

Message Inbox

Ho Reply. PiM Import Information

AndreaWillis | Areess Request otfestion

Help & Profile

freert/Epert UPCRADE

To access the CMMC program details, click on the Cybersecurity Maturity Model Certification
(CMMC). To access the NIST 800-171 program details, click on the plan link NIST 800-171 R2
link.

To import your PIM data or a previously exported file from Certification Assistant, click on the
Import/Export button.
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If there are Actions Items available, click on the Task Name to access the task details page.

Import / Export

Certification Assistant provides options to Export your information into two formats, either
NIST 800-171 or CMMC. You can Import Certification Assistant data (the same export formats)
or use the Exostar Partner Information manager (PIM) data format.

Import / Export Certification Assistant Data

Import to Certification Assistant Export from Certification Assistant

Select Import Option Select Export Option:

Upload the file here Choose File

To Export:

Select the desired format from the exportdrop down list and click on the Export button. An
Excel formatted document will be downloaded. You may update the spreadsheet file, but
refrain from editing the grey fields, only the yellow fields are editable if you intend to import
the file back into Certification Assistant.

Note: values for the fields are | = Implemented, N = Not Implemented, A = Partially
Implemented and E = Not Applicable.

To Import:

Select the format from the import drop down list and click on the Import button. Note: the
format selected must match the file format or you will be prompted that you cannot import
due to the incorrect format selected. For example: A CMMC export can only be imported as
CMMC.

As an existing Exostar PIM user, you can exportyour existing data and import into Certification
Assistant.
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Access PIM and perform an export of your existing data. This should produce a .csv file for use
by Certification Assistant to import. Referto PIMuser help for details on exporting.

Select the Exostar Partner Information Manager option from the import drop down. Select
your .csv file and click on the Import button.

On Import, you have the option to have the existing Certification Assistant date updated or
replaced. Select the desired radio buttonand thenimport the file. Note:all uploaded
documentation artifacts, implementation statements and action items will be preserved
regardless of status update choice.

Note: values for the fields are | = Implemented, N = Not Implemented, A = Partially
Implemented and E = Not Applicable.

Home Pages —both CMMC and NIST 800-171

The CMMC home page contains the detailed resources to update your status on CMMC
Certification.

EXOSTAR" Certification Assistant Standard

Certification Assistant Standard v Davidwiise v )0

Cybersecurity Maturity Model Certification (CMMC)

Current Target Self Assessed

Switchto CMMC Level CMMC Level CMMC Level Implemented Partially Implemented Not Implemented

NIST B00-171 View IO

Asset Management

Audit and Accountability

Awareness and Training

Configuration Management

The Tab Toolbar is how you will navigate through the systemto complete each section.

System ) System ) s sSSP/
Stakeholders E Policies <
Description Stakehalder Environment Policle o anageme: Approval POAM
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The Summary bar shows your current CMMC Level, Target CMMC Level, Self-Assessed CMMC
Level and the number of controls in each levelof implementation: Implemented, Partially
Implemented, Not Implemented, and Not Applicable.

Current CMMC Level Target CMMC Level T Partially Implemented

30

The Progress Toward Certification table gives a complete progress in each CMMC domain
toward your goal certification level.

Access Control

Asset Management

Audit and Accountability

How to read the chart:

e There are Practices and Processes in each CMMC domain from Level 2 on, exceptfor
Access Control.
o There are limited practices and no processesin Level 1, therefore the chart
shows a grey cell with no data.
o Similarly, this instance is only subscribed to Certification Assistant Standard, so
Level 4 &5 are also grey.
e When a Levelcontains 0 completed controls, it will show orange and 0 out of 2 (for
example) Incomplete.
e When a Levelcontains between 1 and the full number of controls, the cell will show lite
blue and show In Progress.
e When a Levelhas all controls completed, the cell will show greenand be labeled
Complete.
e When a Levelis complete, the ‘Self-Assessment Level column will show the highest
level currently completed.
e The Progress to Target Level ‘X’ column will show a percentage of progress toward the
goal.
e Each cell on the chart with progress data is also clickable and will navigate you directly
to the selected Level and Domain.

Click on the Switch to NIST 800-171 View button to change the Home Page to NIST 800-171 and
the progress on that Plan.
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Switch to

NIST 800-171 View

This is the NIST 800-171 Home Page. This is accessed by either the green button the CMMC
Home Page or by the Dashboard Plan link.

EXOSTAR" Certification Assistant Premium Cartification Assistant Premium v Wise Hardware v DaidWise v [0

Cybersecurity Maturity Model Certification (CMMC) - NIST 800-171 View

Self Risk
Assessment Management

Implemented Partially Implemented Not Implemented Not Applicable
Summary 36 29 43

ptrols with pending actia

Toward NIST 800-171 Completion

Access Control e 1 1 1 [ 1 1 1 1 | | | [ [ [ [ [ [ | | | #u
Audit and Accountabilty weewes 1 [ [ 1 [ [ | | | =
Awvareness and Training bl I I -
Configuration Management w1 11 1 1 [ | | | =

Identifcation and Authentication vemoee 1 [ 1 1 [ [ | | | | | o

Incident Response comered T o

Media Protection "I L [ [ [ [ | | =

Personnel Security wampee ] =

Physical Protection vewee 01 [ T [ [ | o

Recovery vl =

Similar to the CMMC Dashboard, the Tab Toolbar is how you navigate through the detailed
information.

System e System N " Risk ; sSP/
Description SRR Environment o= Assessment Management SRl POAM

The Summary bar gives you the status information against NIST 800-171. DoD Basic
Assessment Score is the score for SPRS and each control triggers points in the score. It will
automatically be updated as you work through and status the controls. The other summary
items show the status and progression through the controls.

Click on the Switch to CMMC View to return to the CMMC Home Page.

DoD Basic Assessment Score™ Implemented Partially Implemented Not Implemented Not Applicable
Switchto

CMME View Summary 110 110 0 0 1

*N/Ais displayedif 312 4 in NIST 800-171 is notimplemented Controlswith pending actionitems earn a zero score.
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Each of the colored blocks representa specific control within each domain. The color coding is
the same as CMMC. Click on the block to navigate directly to the control. The far right column
shows Progressto Completion for all the controls within a single Domain.

Progress Toward NIST 800-171 Completion

Control Status
1 1 1 1 | /1 | | | [ | | | |||
.
1 1 | | | | |
[
1 1 | | | | |
e 41t 1 11 | [ | |
.
] ]| |
1 1 | | | | |
1 ] [ |

Access Control

Awareness and Training

Audit and Accountability

Security Assessment

Configuration Management

Identification and Authentication

Incident Response

Maintenance

Media Protection

Physical Protection

Personnel Security

All the Tabs described here arein BOTH CMMCand NIST 800-171.

System Description Tab

The System Description tab is used to start the information gathering required for a System
Security Plan or SSP report. Click on the ‘Edit” button to enter edit mode and complete the

form.

Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Modsl Certifica
System ctakeholders System ol i Risk - SSPY
b==itier Stakchelder s ! FEL

System Name/Title

CUIManagement System

System Scope

System Categorization Dt ey e

System CAGE Code(s) 3ABCL
System Unigue Identifier S¥s0001
s theSystem Unique endier
Responsible Organization Name: [—
fddress: Exostar Way
Herndon, VA 22209
America
Phone 8686-838-1234

Ganeral Purpose of the System Secure Contractor Systems for securely managing CUL

e ashort, highvievel descriptios function/purpase of the system

Mumber of end users and privileged users End Users Privileged Users

General description of Information

10
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Enter the information in each field and click on the Save button when complete.
Notesregarding a selection of the fields:

e System Categorization: In general, the format for this field is
o SCfor Security Category
The information type — example ‘information system’ or ‘contract system’
A High/Moderate/Low impact rating for confidentiality
A High/Moderate/Low impact rating for integrity
A High/Moderate/Low impact rating for availability
Together in this format:
= SCinformation system = {(confidentiality, impact), (integrity, impact),
(availability, impact)}

O O O O O

e General description of information — use the link provided under the text box to view a
list of CUl information types.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard Robart Whesiing v

Cybersecurity Maturity Model Certification (CMMC) Back to Cybersecurity Maturity Model Cartification (CMMC) Home Page
System o System _ Risk : SSP/
Stakeholders Environment Policies Management Lo POAM

System Name/Title

ystem Cat,

Privileged Users

11
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Stakeholders Tab

The Stakeholderstab is where you will identify the Information Owner, System Ownerand
System Security Officer for this organization. Click on the Edit button to access edit mode and
update the information.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard ¥ Robert Wheeling v

Cybersecurity Maturity Model Certification (CMMC) LR I e s e i e

System System Policies Risk
Description Environment SR Management

Work Phane:

Emall Address;

System Security Officer

If the any of the individuals are also users of Certification Assistant, use the drop-down list to
select their name and enable online electronic signatures in the Approval tab. Note the
individual does not needto be a Certification Assistant user.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard v Robert Whesling v

on (CMMO) Home Page

. SSP/
B POAM

Infogmation Owner First

System Owner First Last

System Security Officer First: [ N Last

12
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Click on the save button when editing is completed.

System Environment Tab

The System Environment tab is for the detailed documentation of the system. Click on the Edit

button to open the top portion of the screen for edit.

Import Hardware Inventory: Download import Template: Upload: | [ Choose File [ oo ]

Import Software Inventary: ‘Downioad import Template Upload: | [Croose File | [ eport |

Upload a detailed topology diagram and enter a narrative to support the graphic in the fields
provided. You may upload file(s) or link(s) to externally available files using the Link field. If a
document needsto be replaced, use the delete ‘X’ to remove the document and upload the
revised version.

EXOSTAR' Certification Assistant Standard ertification Assistant Standard v Robert Wheefing v

Cybersecurity Maturity Model Certification (CMMC) Back to Cybersecurity Maturity Model Cestification (CMMC) Home Page:

Syster Se Risk ssp/
AR e

13
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To list your Hardware inventory, click on the Add Hardware button. This will openthe form for
adding new hardware to thelist. The following fields needto be entered: Name/Description,
Make, Model #, Responsible and then select from the available values for Asset Category, Asset
Value, Impact of Loss (relates to Risk Management), ownerand maintenance for the inventory
asset.

Hardware:

Import Harcsre Inventory: Uploac: [Ghovse Fie «»

Note: Asset Category defines how this asset is used relative to CUI —is it for the
Transmission, Processing, and/or Protection of CUI.

To list your Software Inventory, use the Add Software button. This will openthe form to add
software to the list. The following fields will need to be entered: Name/Description, Vendor,
Reseller, Type, Version, Service Pack, Responsible, and then select from the options for Asset
Category, Asset Value, Impact of Loss (related to Risk Management), Owned, and Maintained
for the software.

ServicePack AssetCategory ~ AssetValue ImpactofLoss

1 | Microsoft Windows Micrasoft “1\:c'as:‘\ | ‘::\1: ‘ira Process| \;‘ Moderate Moderate Company ‘:: ompany ‘ T

tection
Import Software Inventory: Download Import Template. Upload: [ mport ]

You also can now upload your Hardware and Software Inventory. The template neededis on
the bottom of tables. The required values are in the template on the far right. Simple fill it out,
save it as a file on your computer (with the same file extensioni.e. do not change it), and then

14
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upload. Once you’ve chosen the file, click Import.

Cybersecurity NIST SP 800-171 R2

System

Description

System -
St 5 = s
Stakeholder: Envir t Policies

ede

Self Risk Approval
Assessment Management Ppro)
it

Upload:

Choose File

- Tres I

Import Software Inventory:

Policies Tab

The Policies tab is used as a repository for all policy documentation referredto in the controls.
Click on the button to choose your files — multiple files can be uploaded at the same time. You
can add the link to Certification Assistant for files that are stored and available externally. Use

the blue Open Exostar PolicyPro to access PolicyPro and your content.

Cybersecurity Maturity Model Certification (CMMC)

ity Maturity Model Certific

Approval POAM

Once your files are uploaded, they can be removed using the delete ‘X’.

Copyright ©2021 Exostar LLC. All rights reserved
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A Back to
Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Moded Certification (CMMC)

Home Page
. Syste -
Stakeholders e Policies
Environment
inic Policies

System
Description

Risk
Management

E x
o .
@ PrtAioteenal sy acme.com x
@ hetosipoicies scmecom x

Access Exostar PolicyPro

You will have the option to confirm the file removal before it is completed.

Cybersecurity Maturity Model Certification (CMMC) Cybersecurity Maturity Model Certifica

System
Description

System
Environment

Self Risk

Stakeholders
Lol Assessment Management

Policy Upload/Link:

Delete Policy Confirmation!

Uplasd Choose Files | M. Are you sure you want to d

-OR-

te this policy https/palicies.acme.com?

Access Exastar PolicyPro

Self-Assessment Tab

The Self-Assessmenttabis where the CMMC Levels with Practices and Processes or the NIST
800-171 Controls are held. Certification Assistant Lite is limited to Level 1, Standard adds Level
2 & 3 and NIST 800-171, and Premium adds Level 4 & 5.

This tab has 2 sections:

16
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Uppersection is a list of the Domains available in the Level with the status for each
domain.

Lower section is all open Action Itemsfor the CMMC or NIST 800-171 program.

You have the ability from this screen to print out the Self-Assessmentand the Open Action
Items.

EXOSTAR" Certification Assistant Standard Certification Asslstant Standsrd Rabert Whesling v

Ba

Cybersecurity Maturity Model Certification (CMMC)

ck to C pouril aturity Mod -
. ) N Self Risk
Stakeholders . Policies - e Approval

AC - Access Control 2/4 2 1 1 0
1A - Identification and Authorization 0/2 0 1 1 0
MP - Media Protection 1/1& 1 0 0 0
PE - Physical Protection 0/4 0 4 0 0

SC - System and Communications Protection 1/2 1 0 1 0

Sl - System and Informational Integrity 0/4 0 4 0 0

Tasks

Action Items

Click on a Domain name (Access Control in this example) and the Practices within that domain
are displayed. Click on the View button or click on the practice brief description to view the
control details. You now also can decision an individual control from this page. Please
rememberthough that any status does require an implementation statement and potentially
artifacts that can only be added from within the individual control.

17
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aretion Sakehotters == sl

Domain: Access Control (AC) Back to Self Assessment Home Page
3.1 | imitinformation system access to authorized users, processes acting on behalf of authorized users,or devices (including other | QI | @EEETSS——— e |
information systems), { iz ks |
312 ‘ Limit information system access to the types of transactions and functions that authorized users are permitted to execute. ‘ view
3.3 | Control the flow of CUI In accordance with approved authorizations. [ Mot impiemented W Partially implemented IR Not Appiicobie ] view
20 || o e e e e e P cenente [ } —
3.5 | Employthe principle of least privilege, including for specific security functions and privileged accounts. o
3.6 | Usenon-privileged accounts or roles when accessing nonsecurity functions. [ implemented M ot implemented W Partially implemented I Not Appiicable ] ‘ View
317 | Prevent non-privileged users from executing privileged functions and capture the execution of such functions in audit logs. view
318 \ T T T e ‘ =
3.1.9 | Provide privacy and security notices consistent with applicable CUI rules. [ View

The Control Detail page has 3 main components:

1. The Left side panel shows all possible controls for the Domain and allows for easy
navigation by clicking on the control number.

2. The center panel show the Practice content and Additional Information to assist you
implementing the control. Below the Additional Information there are now tabs for
otheritems like artifacts, policies, implementation statementsand CMMC Assessment
Guide documentation.

3. The right panel holds the action buttonsand reference information. Each status button
can be clicked to change the control to that status and any status changes are
automatically saved. Any changes to the other content will require the user clicking the
Save button. Usethe Cancel or Back to List button to return to the control list. The
bottom right has the reference material related to each individual control.

Cybersecurity NIST SP 800-171 R2 T n———

- System Self Risk . SSP/
siakeholders C oot Aeproat e

311
NIST 800-171 Contral ID: 3.1.2 | CMMC Practice ID: AC.1.002
@
213 @ | Limitinformation system access to the types of transactions and functions that authorized users are permitted to execute. ”
314 @ |  Addtionsl information Implemented
315 @ Other
m Partially
a1s Implemented
317 B
Not
318
' Applicable
319 B
1 Policy References hssess Artitact Upload Action tems Workfiow Tasks NIST800-171
. DaD Assessmen
1112 met the critiera for his Pra 55,cr any ather appiicable i 5
3113 ® B G & ™ EMEEQE s e e
3114 0 BI S L == 48 | 99 | swies - Fomat - 9 5
3115

let's add another implementation statement here -}

3119 0 e
Back to List

3120 0

31218

3122 0

18
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Tab 1 - Controls Comments & Log
Policy References Assessment Guide Artifact Upload Action Items

Please describe how you have met the critieria for this Practice/Process, or any other applicable information (Implementation statement):

'y

‘Comments / Activity Log:
+ 06/07/2108:20:23 AM PDT by David Wise - STATUS CHANGED via PIM Import: Implemented

+ D&/07/2107:26:44 AM POT by David Wise - STATUS CHANGED via PIM Impart: Implemented

The large textbox is used to enter your Implementation Statementregarding the control. If
you make edits to the statement, the original version of the statement will be added to the
Comments/Activity Log. Contentin the main textbox will be included on reports and the SSP
document.

Note: All otherinteractions with the control such as status changes, will be enteredin the
Comments/Activity Log.

Tab 2 - Policy Reference
Controls Comments & Log Assessment Guide Artifact Upload Action Items

Select Policy(s): Attached Policies:

O My Palicy 1
[ My Policy 2
O My Palicy 3

You will needto upload all the organizations policies through the Policy Tab then they will be

here listed to be selected. Note: only those policies NOT already assigned will be available to
associate.

Select Policy(s) to be linked to this control. Use the red ‘X’ icon to remove a policy link. The
document will not be affected by removing the link.

19
Copyright ©2021 Exostar LLC. All rights reserved



EXOSTAR

Tab 3 — Assessment Guide
Controls Comments & Log Policy References Artifact Upload Action ltems

Assessment Guide:
ASSESSMENT OBJECTIVES [NIST SP 800-171A]

Determine if:

[a] authorized users are identified;

[b] processes acting on behalf of authorized users are identified;

[c] devices (and other systems) authorized to connect to the system are identified;
[d] system access is limited to authorized users;

[&] system access is limited to processes acting on behalf of authorized users; and
[f] system access is limited to authorized devices (including other systems)

POTENTIAL ASSESSMENT METHODS AND OBJECTS[MIST SP 800-171A]

Examine

[SELECT FROM: Access contral policy; procedures addressing account management; systemn security plan; system design documentation; system configuration settings and associated documentation; list of active system accounts
and the name of the individual associated with each account; notifications or records of recently transferred, separated, or terminated employees; list of conditions for group and role membership; list of recently disabled system
accounts along with the name of the individual associated with each account; access authorization records; account management compliance reviews; system monitoring records; system audit logs and records; list of devices and

systems authorized to connect to organizational systems; other relevant documents or records].

Interview
[SELECT FROM: Personnel with account management responsibilities; system or network administrators; personnel with information security responsibilities].

Test
[SELECT FROM: Organizational processes for managing system accounts; mechanisms for implementing account management]

DISCUSSION [NIST SP800-171R2]

Access control policies (e.g., identity- or role-based policies, control matrices, and cryptography) control access between active entities or subjects (i.e., users or processes acting on behalf of users) and passive entities or objects
(e.g., devices, files, records, and domains) in systems. Access enforcement mechanisms can be employed at the application and service level to provide increased information security. Other systems include systems internzl and
external to the organization. This requirement focuses on account management for systems and applications. The definition of and enforcement of access authorizations, other than those determined by account type (e.g.,
privileged verses [sic] non-privileged) are addressed in requirement 3.1.2 (AC 1.002)

For additional guidance will completing the controls, the CMMC Assessment Guide has been
added for your reference.

Tab 4 — Artifact Upload
Controls Comments & Log Policy References Assessment Guide Action Items

Artifact Upload: Attached Artifacts(s):
Artifact ‘
Description:
Add short descripf of technology and/or configuration and
upload the artifact(s) as proof
Upload: ‘ | Choose Files | No file chosen ‘
-OR-
Link: ‘ ‘

pload/Link File

To upload document artifacts specifically for this control, enter an artifact description and
choose afile to upload. Use the red ‘X’ icon to remove an artifact if needed.

Note: Any artifact that applies to more than 1 Control will needto be uploaded to each
individual control.

20
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Tab 5 — Action Items

Controls Comments & Log Policy References Assessment Guide Consultant Feedback Artifact Upload g;;skﬂ"""

What is the Action Item to be completed?

‘Who is geing to be assigned te review and address this item?

tar UAT CA OA v|

Select the type of action | cMMC&NIST800-171POAM v |

When doyou expect it to be completed?

I |

Action ltems
Assigned Start Due
Task Type e Do Dae | Status
1 Actionltem-thisis the follow up test ) [ isT800-2710nly POAM ] [ Wills Andrea- Brostar UATEAT v 010672022 ov/0s12022 [
Due!

Action Items for a control are managed on the Action Itemstab. This is also how you add them
in the Action Items tab. Select the user to be assigned the item, identify the item as CMMC
POAM, NIST 800-171 POAM, or Both, set a due date and click on Save. The user assigned will
receive an email notifying them of the task assignment. You can now update the Type after the

action item has been created.

While a control has an open Action Item, the Status icon on the list will show ‘Action Item’ and
in the control details, the button ‘Pending Action Item, See Below’ is shown. Also the Self-

Assessment tab will have a yellow square or icon

Back to Self Assessment Home Page

Domain: Access Control (AC)

View

414 :;l\\':rlr:;ltni;r:i‘lflizr:yssjlem access to authorized users, processes acting on behalf of authorized users, or devices (including other = M r— :
:

342 | Limitinformation system access to the types of transactions and functions that authorized users are permitted to execute. Partially Implemented view
313 | Controlthe flow of CUI Inaccordance with approved authorizations. - =

Level 1
Back to Access Control Page

Domain: Access Control (AC)

Capability: Establish system access requirements

cMmMC Pending
Practice ID: Provide privacy and security notices consistent with applicable Federal Contract Information rules. Action temis)
Acz003 See Below

‘Additional Information:

sers and are not required when such human P
Back to List

Additional
References

Clicking the pendingaction button will snap down to the open Actions for the control.

21
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‘What is the Action Item to be completed?

Whois going to be assigned to review and address this item?

| Wheeling, Robert - Wheeling Mfg v

When doyou expect it to be completed?

PR CEE N [ __sae
Action ltems
Assigned Start Due
sk User Date Date  Bts
1 Action ltem-Updateand post Privacy notices Robert Wheeling 05/25/2020 05/30/2020 m

Clicking on any of the Task lists will show the Action Item Details page, where a task can be
worked. Anytext enteredin the Response text box will be added to the audit trail for the
control and files can be uploaded or linked. The files will be attached to the control, not the
task. If the action is no longer needed, click on the Remove this Task checkbox and Save, you
will be prompted to confirm. This will remove the action item and any associated notes, links
or documents. This is only recommended if the audit of the task is not needed.

When the action is complete, click on the Close this Task checkbox and Save to close the task
and return to the screenyou were previously on.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard v Robert Whesling v

Action Item Details

Action Item - Update and post Privacy notices
Dates & Assignment;
Start Date: 05/25/2020
Previous Task/Control Notes:

/3/23/20 04:07:34 P POT by Robert Wheeling - STATUS CHANGED via PIM Import: Not Implementes

Upload/Link Files

You can print out all Open Action Items from the Self-Assessment Tab.
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AC - Access Control

21/234 20 1 1
AU - Audit and Accountability 9/9¢ ] 0 0
Controls Comments & Log Policy Reterences Assessment Guide Consultant Feedback Artifact Uplosd Action tems Workdlow
What s the Workflow Task to be scheduled?
Select Schedule:
O paily
O weekiy
O Monthly
O quarterty
O Yearly
& O specific Date

Who s gaing to be assigned to complete this task?

AT CAOA v|

Open Assigned Tasks

Task.

1 Scheduled Action tem - this is the daily work flow item

2 Scheduled Action Item - this is the daily work flow item

3 ‘Scheduled Action Item - this is the daily work flow item

Task

1 Scheduled Action Item - this is the daily work flow item

Assigned
Type o
Workflow
Workflow
Workflow

Schedule Assigned
Type User
Daily Andrea Willis

Start Due
Date Date

01/07/2022 01i07/2022

Schedule Details

Includes Weekends

Workflow tasks are tasks that can be assigned to users on a schedule and do NOT affect the

status of the control.

01/10/2022 0102022 [
Due!
01/13/2022 01/13/2022 [
Due!

Defined Recurring Tasks

»®

Schedule frequency are daily, weekly, monthly, quarterly, and yearly. There is also the ability to
schedule more frequently as in twice a week, twice a month etc.

Controls Comments & Log Policy References Assessment Guide Consultant Feedback

What is the Workflow Task to be scheduled?

Select Schedule:

O paily

@ weekly

O monthly

O Quarterly
Yearty

O Sspecific Date

‘Wha is going to be assigned to complete this task?

AT CA OA v

Copyright ©2021 Exostar LLC. All rights reserved

Artifact Upload Action Items

Select Dayls) of theWeek:

O sunday O monday
O Tuesdsy [ Wednesday
O thursday O Friday

O saturday
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Once a task has been created you will seeit in the bottom section, Defined Recurring Tasks. If
no longer needed, the task can be removed by clicking the X.

Based on the schedule of the task, the active task to be done, will be created nightly and then
appear in the Open Assigned Task section. The active task will also display on the Dashboard if
it is assigned to you.

Updating each active task is the same as an action item (POAMs) as shown below.

Any individual control that has a Workflow Task will now be indicate by the blue Assigned Tasks
icon.

Domain: Access Control (AC) Back to Self Assessment Home Page

54 | Umitinformation system access to authorized users, processes acting on behalf of authorized users, or devices (ncluding other e = e
information systems).

342 | Limitinformation system access to the types of transactions and functions that authorized users are permitted to execute. Partially Implemented view

313 | Controlthe flow of CUI Inaccordance with approved authorizations. - =

Risk Management Tab

Likelihood Likelihood Likelihood Impact Rating. Assets Controls Handling Actions

Stepsin creatinga riskitem W . ..
. Determine Determine . Determine Develop Monitor
\dentification €] e ot e Threat ® Vulnerability o i 6 Handling €] mitigation  [E] and LD . ..
ontE Likelihood Likelihood aeE Approach Pian Report i
g |
i
|
Risk Inventory View CMMC Risk Management Requirements = v o .
T e . A
P e Threat Risk Linked Linked Risk Open ‘ -

—_E=a

Vulnerability ‘ Overall ‘ Risk

L Impact H

The Risk Management Tab starts with no risk identified. The blue process flow above the risk
list is for user informational purposes only. These blue blocks are not linked to the specified

process. Once risks are developed, they will show in the risk cube to the right.

Notes for risk cube:

e The vertical axis corresponds to the likelihood a risk will be exploited
e A higherrisk plot, correspondsto a higher likelihood the risk will be exploited
e The horizontal axis corresponds to the level of impact should the risk be exploited
e The further to the right corresponds to a higher impact should the risk be
exploited

The CMMC Risk Management Control Requirements (below) can be viewed by the user by
clicking on the blue oval link just above the risk table. This matrix contains the CMMC
requirements for each level of certification.

RN Foge Blarupempe Femss r=mn
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To add new risk items, the user will click on the blue “Add Risk” link

Afterselecting “Add Risk”, the user will see the below screen shot.
Notes for adding a new risk item:

e Helpful resources are listed at the bottom of the page
e Helpfullinks are listed at the bottom right of the screen
e Theseare externallinks and will openin a newtab
e The user will answer the three sections:
e Risk Title — Usershould use the resource links for help
e Risk Manager — Select from the down arrow menu
e Category — Usershould select the appropriate choice

. Determine [ . Determine Monitor g .
- Link assetsand i Tz ‘
Identification €] Gy ® Thre €] Vulnerability €] Iw"e @ Ha ® ® ad
Likelihood Likelihood Approach Plan Report oo .
‘
-l
Identification v
i |
Risk Title [ | g
i |
k| el
RiskManager | J 12 3
Category O Internal - originates within the company ) -

O External-originates outside the company

ipply Chain - originates suppl SAVE & Next Step

NIST Cybersecurity for Small Business, the Fundamentals

Additional resources for cybersecurity “threat” identification:

Threat - Reference NIST800-30 R1. Any circumstance or event with the potential operations functions, image, o rep ssets, individuals, othe orthe
Nation through an information system via unauthorized access, destruction, disclosure, or medification of information, and/or denal of service.

Helpful Resources

= Cybersecurity for Small Business, the Fundamentals
Common Cybersecurit % ity
[

https/Awwvinist. fnistsmal

or mare assis fon security threat identification)

[’ or m with info
(Provided as referen /. Each company needs to dete

ity)

= The 5 Most Common Cybersecurity Threats to Manufacturers
+ Blog”

1. Phishing - A social engineering attack involving trickery that's designed to gain access to systems or steal data. Example - an email is sent to company emplayees causing some sort of urgency to respond or lick on alink_Clicking on the link < 5
causes download of malviar Avariant o & iscalled Spear Phishing which i a targeted campaign toward a s specific group or individual within a company. comman-cybersecurity-threats-manufacturers
2 Ransomware - A type of software that can encrypt or lock data behind a secret key-or passcode. Without the code, data and network ible . §
3 Environmental - A natural disaster such s fire, hurricane, tornada, tc. se d: Toss to compute; and i e * Guide or Conducting Risk Assessments
4. Hacking - When someane stages an attack on your network or the systems you use. Typically the hacking attack will occur without anyone ever setting Foot in your office or on your praperty. They will utlize ac an 0frev-1ffinal
your own networlcto 2o after some aspect of your environment. Hacking can also occur when a trusted employee ar visitor to eur physical environment abuses that trust to llegally access other ares of the bu " .
. anagemen
Risk Title - What s the “threat™? Short succinct title wipubs nist gov/nistpubs/Specia Publications/NISTSP1800-5 pdf
Risk Manager - The person responsible for managing the risk - o ity Planning Guide

hitpsftransition.fcc gow/cyber/cyberplannerpdf

Copyright ©2021 Exostar LLC. All rights reserved
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Afterselecting “SAVE & NextStep”, the user will see the below screen shot.
Notesfor linking a risk to Assets or Controls:

e Helpful resources are listed at the bottom of the page
e Helpful links are listed at the bottom right of the screen
e These are externallinks and will openin a new tab
e The user will select from the drop-down menu items (See more below)

Pt Determine Determine [ Determine Develop Monitor Ul . ..
Identification @ CMMC Controls €] Threat @ Vulnerability @ I @ Handling. @ Mitigation @ and
Likelihood Likelihood o= Approach Plan Report o . ..
1

:
- N
Risk Link to Assets and CMMC Controls Next Step Cancel :
Il
| BEE
ﬂ
:

Linked Asset Asset Categary Asset\Value Code Domain

Add New Links to System Assets Add New Links to CMMC Domains.

v] [ setect v

nd should be determined by subject matter experts with Helpful Resources

ssets, and individuals, resulting from the operation of

rmation Security: The Fundamentals
NISTIR.7621rLpdf

To access the list of available assets for linking to risk the user will select the drop-down menu
arrow. The menuwill contain a list of all assets identified during the System Environment
exercise.

Fartaa e

L il el
1 - i et |
m E

The user can select one or many assets. Aftereach selection, the selected item will appear
above the drop-down menuselection. An assetcan be deleted if it is determined it should no
longer be listed as a linked asset to the identified risk.

26
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To access the list of available Control Domains for linking to risk, the user will select the drop-

down menuarrow. The menu will contain a list of all CMMC Domains.

The user can select one or many Domains. After each selection, the selected item will appear
above the drop-down menuselection. A Domain can be deletedif it is determinedit should no

longer be listed as a linked Domain to the identified risk.

ine Determine Determine Develop Monitor
bility €] - ® Handling ® Mitigation €] and
bod Approach Plan Report

Next Step Cancel

Code Domain

‘Add New Links to CMMC Domains

o
Linked CMMC Domains :
A

Select

Access Control

Asset Management

Audit and Accountability
Awareness and Training

).{ Configuration Management
Identification and Authorization

T

Incident Response
“| Maintenance
Media Protection
Personnel Security
Physical Protection
Recovery

Risk Management
Security Assessment

Situational Awareness
System and Communications Protection
System and Informational Integrity

,,-.-r
o

rsecurity Planning Guide

|er pdt

Fundamentals

lusinessfundamentalsjuly2019ppix

[mation Security: The Fundamentals
IST.IR7621r1 pdf

Show a

After completing the risk linking to Assets and
Controls, the user will select “Next Step” to
move to the nextscreen.

Copyright ©2021 Exostar LLC. All rights reserved
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Notesfor Determining a Threat Assessment:

e Helpful resources are listed at the bottom of the page
e Helpful links are listed at the bottom right of the screen
e These are externallinks and will openin a new tab

The user will select the Threat level by clicking the radio button that corresponds to the
appropriate description

Afterselecting a threat level, the user should provide a short narrative as the “why” the
threat level was selected. While this is not a requirement, it is highly recommended.

. [ Determine . Determine Develop Monitor H . ..
Identification €] ‘““" “"':s ® Threat €] Vulnerability ® “ me Q) Handiing [©] witigation  [€] and
oni Likelihood Likelihood pace Approach Plan Report
h i s

T

kelihood Asse: t (How likely is the threat or threat-event to happen?)

d |
individuals, rganizations, or the Nation igh ar ation system via| ized access, destruction,
.
o Very High 12 3 4
L ot W
o High
o Moderate
o Low
o Very Low
i Their
SAVE & Next Step
4
NOTE: Eact dets inzathe

and determined by subject matter sxperts with knowledge pertaining the specific business. Helpful Resources

Deten
transform the threat descriptor into a question and see what ans

& necessary information needed to make 2 logical decision. For this exerdise,
for each level and decidk

* Cybersecurity for Small Business, the Fundamentals

https/fnvwenist 19pptx
After the threat level has been decided, provide a brief justificati

Vhy? the threat level was selected. Example - The level is high due to

the

 NIST SP800-30 R1, Guide for Conducting Risk Assessements
- Vfinal

28
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Once complete, the user will select “SAVE & NextStep” to move to the next screen.
Notes for Determining a Vulnerability Assessment:

e Helpful resources are listed at the bottom of the page
e Helpful links are listed at the bottom right of the screen
e These are externallinks and will openin a newtab
e The user will select the vulnerability level by clicking the radio button that corresponds
to the appropriate description
e Afterselecting a vulnerability level, the user should provide a short narrative as the
“why” the level was selected. While this is not a requirement, it is highly recommende

- Determine Determine - Determine Develop [ H . ..
Identification €] "s“" “"1 €] Threat ® Vulnerability €] “ _— ® Handling €]  witigation  [E] and
Likelihood Likelihood HeScE Approach Plan Report o . ..
v

i
HNNEE
:

Vulnerability Likelihood Assessment (If the Threat were enacted, how likely would aweakness be exploited?) !
o Very High Relevant control or other remediation is notimplemented and not plann can be identified to remediate the vulnerability. il . ...
) High contral or - ispi mplemented; ting inplace and at least minimally effective. 1 2 3 4
L Inpet f
o Moderate Moderate concern. ionis partially implements
o Low Min ntrol is fully implemented and somewhat effective.
o) Verylow ~ Thewlnembiityisnototconcer Relevant ther remediationis fully implemented, assessed, and effective.
Please give ashort explanation 25 towhy the selection was made The information ingri tosupport the
Assistant dentiF Fieswi i

SAVE & Next Step

remsybemore  Helpful Resources

. « NIST SP800-30 R1, Guide for Conducting Risk Assessements
furine e Thest dentfcation hetps:/fesre.nist.gov/publications/detail/sp/500-30/rev-L/final

any employees or outsi

reats « Cybersecurity for Small Business, the Fundamentals

Example - (High) A recent IT: < isasignificant back! eping upwith software patches help protect IT environment

d.

hitps:/Avivinist gov/d

+ Information about threats and common vulnerabilities can be
found through your local InfraGard chapter [InfraGard], [US-

CERT], your local SCORE4 chapter, hardware or software vendor

announcements, your local police department and many other
places (e.g. the National Vulnerability Database [NVD).

Copyright ©2021 Exostar LLC. All rights reserved
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Once complete, the user will select “SAVE & NextStep” to move to the next screen.

Notes for Determining an Impact Assessment:

Helpful resources are listed at the bottom of the page
Helpful links are listed at the bottom right of the screen
e These are externallinks and will openin a newtab
e The user will select the impact level by clicking the radio button that corresponds to the

appropriate description
e Afterselecting an impact level, the user should provide a short narrative as the “why”
the level was selected. While this is not a requirement, it is highly recommended.

: [— Determine )
Identification ® CI;;‘(MCC mh ® Threat €] Vulnerability €] e e ®
Likelihood Likelihood =

K
Consequence/Impact Assessment (If the threat occurred and the vulnerability exploited, estimate the consequence) !
h

NISTSP 800-30 Table H-3

o) Very High The threst event could be expected to have e ..
c 2 3 4
(e} High Thethreat d be expected . or the Nation
Ingact

[e] Moderate Thethreat could be expected tohave aser stions, orzanizational asset: or the Nation

e threat e ssets or the Nation.
o] Low The threat 4 the Nat
o) Very Low The threat event could be expected to have aneg effecton operations, assets,individuals other organizations, or the Nation

Please give 2short explanation as to why the selection was made. The information support the Con:

'SAVE & Next Step
J

HIGH- Aseve
financial loss:

jamage to organizational assets; (i) result in major

ceed; (i resultin significant damage to

MODERATE -
organiz:

LOW -
inmino

Copyright ©2021 Exostar LLC. All rights reserved

i) result in minor damage to organizational assets; (i) result
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Once complete, the user will select “SAVE & NextStep” to move to the next screen.

Guide for discussing the Overall Risk Likelihood Calculation

Determine Threat Likelihood Determine Vulnerability Likelihood
NIST SP 800-30 1 - Table G-3 NIST SP 800- 30 1 - Table F-2 (adapted)
Likelihood of Threat Occurrence (adapted) Qualitat
aitative —
Qualitative L Descripfion
i Description Values
Very High Error, accident, event or act of nature is almost certain to occur Very High Relewant security coniral or other remediation is not implemented and not
- — planned; or no security measure can be identfied o remediate the winerabilty.
= Erroe, 2ccident, event or 2ct of nature is highly ikely to ocour
- - Redevant security conirol or other remediation is planned but not implemented;
Moderate Etror, accident, event or 501 of Nature i somewhat likely to ocour High compensating conirols ar in piace and a loas! minimally efeciive.
Low Errce, accident, event or act of nature is unikely to oocur
. _ Moderate >q"'e"a"‘ v o o)
Very Low Error, accident, event or act of niature:is highly uniely o occur ‘somewhat effective
. Relevant security coniral or other remediation is fully implemented and
somewhat efective
1. User selects Threat
e Relevant security control or other remediation is fully implemented, assessed,
L and effective
Assessment

2. User selects Vulnerability
Assessment

NIST SP 800-30 TABLE |-2: ASSESSMENT SCALE - LEVEL OF RISK
(COMBINATION OF LIKELIHOOD AND IMPACT)

T x V = Overall Likelihood

‘Adapted from NIST SP 800-30 TABLE G-5: ASSESSMENT SCALE ERALL
LIKELIHOOD L H
evel of Impact is
Likelihood of Likelihood Level of Impact - Ci imbact
Threat Event Vulnerability =1 chosen by the
Initiation or “"“"m':u Very Low Low Woderate: High Wery High user during risk
‘Occurrence i
Very Low Low Mode; High Very High . = T o ! g
& Very Hign Low Hign —‘?Evﬂwun Very Fih = — i item
High Lo Niogerate ~—Modazais —— High Very Figh o ok Tih igh development in
Moderate Low L Moderate Moderate High ' .
. - 2 Lo v | wekme | Wk | Certification
Low Very Low Low Low Moderate: Moderate ey ) .
Very Low Very Low VeryLow Low Low Low Assistant

i d X Il Likelihood 4. Overall Likelihood is used as the
£ L B E i e 0y Bl L= vertical Likelihood scale in Certification

from intersection of XY axis .
Assistant

Notes for Determining a Handling Approach:

e User will have one of three choices:
e Accept the Risk —Instructions are provided on-screen
e Transfer the Risk —Instructions are provided on-screen
e Mitigate the Risk — Instructions are provided on-screen
e Once the Handling Approach is selected, the user will populate the Risk Handling
Approach Justification and Plan. This field will be useful during risk meetings when
discussing risk strategy with company leaders and subject matter experts
e Userselects “SAVE and Next Step”
e NOTE: Only when choosing Mitigate the Risk does the user proceed to the nextstep,
which is developing a mitigation plan. SEE NEXT SCREEN SHOT

Copyright ©2021 Exostar LLC. All rights reserved



) Determine termine i
o Link assets and it DEtmm
° ° ° N °

Determine Risk Handling Approach

Approach

(o] O O
Accept the Risk Transfer the Risk Mitigate the Risk
Ifthis is chosen, the risk is determined to be atalevel thatis Ifthisis chasen, theriski

‘acceptable to the company and nofurther action is required. If's isnoriskrating.
stilla risk, but there s no action.

and there if thisis ch

 the company to
reduce the risk and the next step is the mitigation action page.

Risk Handling Approach Justification and Plan

.

Notesfor creating a mitigation step:

e Userwill click on New Mitigation Action
e The second screenshot below will appear

SAVE &Next Step

MNew Mitigation Action

e User will describe what mitigation activity will be performed by filling in the text

window

o User will select the personresponsible for the activity
e User will assign a completion date for the activity

e Userselects “SAVE”

e User has an option to create another mitigation activity or Return to Risk Homepage.

> Determine Determine > Determi Develop Monitor H . . ..
Identification ® (I:J’;‘(MCC;:;:S (€] Threat Vulnerability ® D‘:tm""" ® Hai ® tion  [E] and
Likelihood Likelihood Approach Plan Report U o . ..
‘
e ]
Risk Mitigation Action Items: New Mitigation Action Return to Risk Home !
i |
p— start Due o
Tk User Date Date st HIN ...
1 2 3 4 5
L Impoct W
NOTE: Each business is diff developing a risk mitigatic hould be fic e e g the specific Helpful Resources
business.

Risk Mitigation: Prioritizing, evaluating, and implementing the appropriate risk from the risk process (NIST 5P 800-30 R1)

Answier the question, "What can be done to reduce the current risk level?" A A Having more than one mitigation activity for single risk may be necessary.

Mitigation Activity Examples: Combining the use of web fitering, antivirus sigr firewalls, therisk

Federal Communication Commission, Cybersecurity Planning Guide
ttps:ftransition fec gowlcyber/cyberplanner.pdf

NIST Cybersecurity for Small Business, the Fundamentals

ofinfection increases the safety of your systems 1

Copyright ©2021 Exostar LLC. All rights reserved

NIST Manufacturing Extension Partnership (MEP)

-resourt

NIST 7621 Revision 1, Small Business Information Security: The Fundamentals
ttps:/invipubs mist gov/nistpubs/ir/ 2016/NIST IR 7621r1 pdf

NIST SP800-39, Managing Information Security Risk

NIST Small Business Cybersecurity Corner

NIST Cybersecurity Website
https:/Avwwnist gov/topics/cybersecurity

NIST SP 1800-5, IT Asset Management.

SP1800-5.pdf
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. Determine Determine . Determine Develop Monitor B
©® e @®® o ©®
Likelihood Likelihood Approach Plan Report .

‘H
d |
N |
e c
Risk Mitigation Action Items New Mitigation Action Return to Risk Home |
d |
Il

Whatis the Mitigation Action Item to be completed?

Whendo pect it ta be completed?

06012020 )] [ s ]

\
y

experts pertaining the specific Helpful Resources

* Federal Communication Commission, Cybersecurity Planning Guide
httpsy/transition fecgovieyber/cyberplannerpdt

ST SP800-30R1)

© NIST Cybersecurity for Small Business, the Fundamentals

Mitigation o o 15pptx

ofinfection. Keeping protection software up to date along with your operating system and applications increases the safety of your systems.1

sion Partnership (MEP)

ere-start

« NIST7621 R
htpsinvipubs.

* NIST SP800-39, Managing Information Security Risk

* NIST Small Business Cybersecurity Corner
httpswwevenist govit o

 NIST Cybersecurity Website
https:/fwwavenist gov/tapics/cybersecurity

« NISTSP 1800-5, IT Asset Mana;

Notes for Monitor and Report:

Monitor
and

e There are no specific notesfor this. —

e User will see all mitigation actions on the TASKS list located on the Certification

Standard Homepage

o User will see status of all mitigation actions on the TASKS list located on the

Certification Standard Homepage

Security: The Fundamentals

e The below guide comes directly from NIST SP 800-30 rl1. Since there are not specific tool

functions for Monitor and Report, this guide gives the user some ideas on what should
be done during the activity of risk management. It will also help during certification if

the company can demonstrate monitoring and reporting activity.

Copyright ©2021 Exostar LLC. All rights reserved
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Key Activities for risk monitoring and reporting (NIST 800-30 r1)

Monitoring - Summary of Key Activities

Maintaining Risk Assessments

i. Ildentify key risk factors that have been identified for ongoing monitoring.

ii. Identify the frequency of risk factor monitoring activities and the circumstances under which
the risk assessment needs to be updated.

iii. Reconfirm the purpose, scope, and assumptions of the risk assessment.

iv. Conduct the appropriate risk assessment tasks, as needed.

v. Communicate the subsequent risk assessment results to specified organizational personnel.

Reporting — Summary of Key Activities

(Also known as Communication and Sharing)

Maintaining Risk Assessments
i. Determine the appropriate method (e.g., executive briefing, risk assessment report, or
dashboard) to communicate risk assessment results.
ii. Communicate risk assessment results to designated organizational stakeholders.
iii. Share the risk assessment results and supporting evidence in accordance with organizational
policies and guidance.

Copyright ©2021 Exostar LLC. All rights reserved
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Approval Tab

Afterall the content has beenadded to the tabs, the Approval tab can be usedto sign the
content either online or offline. Online signatures can be accomplished by the user if their
name was linked to the information on the Stakeholders tab. If online signature is available,
the blue Sign Online or Offline button is available. If Offline is the only option, then the grey
Not Signed/Sign Offline button is available.

EXOSTAR" Certification Assistant Standard Certification Assistant Standard v Robert Wheeling v

Cybersecurity Maturity Model Certification (CMMC) Back to Cybersecurity Maturity Model Certification [CMMC) Home Page

Policies

Complete an online or offline signature for
Cybersecurity Maturity Model Certification (CMMC)
Information Owner Sign Off Sign Online or Offfine )
System Owner Sign Off Not Signed / Sign Offiine |

System Security Officer Sign Off Not Signed ! Sign Offine |

Click on the buttons to enable signing, and then click on the checkbox for the option to be used.
Note:only one signature at a time will be processed.

EXOSTAR" Certification Assistant Standard Certificstion Assistant Standard v Robert Wheeling v

Cybersecurity Maturity Model Certification (CMMC) Back to Cybersecurity Maturity Model Certification (CMMC] Home Page:

em . System . Self Risk SSPf
. e Stakeholders . Policies Appre
Description akehalders Environment OIEIES p— [Y—— =] POAM

Complete an online or offline signature for
Cybersecurity Maturity Model Certification (CMMC).

Information Owner Sign Off Sign Oniine or Offine | D"n “_‘.m_w p - YesCouhrm :;“'";"."_c lotad Dffingy Vo= Snedortine
Confirm:

System Owner Sign Off Not Signed / Sign Offine | Smanwn Conplotad Uffogp o< Srsdortas

System Security Officer Sign Off Not Signed / Sign Offine |

When the signature is complete, the name, date and method will be shown.

EXOSTAR" Certification Assistant Standard Cer
Cybersecurity Maturity Model Certification (CMMC) Back to Cybersecurity Maturity Model Certification (CMMC) Home Page

lem System Self Risk sSSP/
i £oni

Complete an online or offline signature for
Cybersecurity Maturity Model Certification (CMMC)

Information Owner Sign Off Sign Online or Offline 'J

System Owner Sign Off SIGNED - John Smith - 05/25/2020 (ot

System Security Officer Sign Off Not Signed / Sign Offine |

35
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SSP/POAM Tab

The final tab is the SSP/POAM tab for reporting the System Security Plan and Plan of Action and
Milestones (POAM). Each of the reports are the moment in time the generate button is
selected and cannot be revised whenit is generated. To create an SSP report, click on the
Generate SSP button or the Generate POAM button to create a POAM.

You now have the ability to add your own logo to both the SSP and POAM reports.

Note: Logo must be jpg, gif or png format in a size of 200 by 75 to fit.

Cybersecurity NIST SP 800-171 R2

System 5 System -
Stakeholders Policie:
Description Stakeholders Environment olicies

o View S5P & POAM Addyour loga ta your S5 and POAM resort
s5p POAM
DoDAssessment 800-
# | NISTBDO-17155P Generated By Date MethodologySasic | | DoDAmessment | ppronl N'“ssmp 171 | & NIST 800-171 POAM Generated By Date Approvals le;wln
~11/09/2021 -13kaf2021
I PO e, o crom ey View 1| cristina pansin |ovazmmazorza “11/0972021 iew
-11/09/2021 A0S0
L@ https://exostarbeta.ivis.com/SE/STD/Custom/CMMC_...  — [m] x

& exostarbeta.ivis.com/SE/STD/Custom/CMMC_Main/Plan/insets/...

Header Image Upload:

Resize your TPG, GIF. or PNG image to 200x75 prior to uploading

pload | | choose File | No file chosen |

If you put the wrong log as shown with the cat — just select the x to the right and the system will

prompt to confirm removal.

Any SSP or POAM generated with a deleted image will show a blank spot. Any newly generated
SSP or POAM will then show the default Exostar logo.
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Backto
Cybersecurity NIST SP 800-171 R2
Home Page

x®
Generate and View SSP & POAM
Adld your logato your SSP and POAM regort
POAM
NIST 800-171
NIST 800-171 SSP Generated By Date Approvals L NIST 800-171 POAM Generated By Date Approvals POAM
- 110972021
1 | Andreawillis 0114120220721 99 View -11/09/2021 wiew = B | ov/aarz02207.22 -11/09/2021 View
- 12/09/2021 110972021

System

System
Description Environment

e Self Risk Acproval SSP/
e Assessment Management ) POAM

Delete SSP/POAM Logo Confirmation!

SSP & POAM P ——
S5P POAM
T —

SSP and POAM reports can be created for either CMMC or on NIST 800-171. The most recent
document will be highlighted in green.

To view the generated report, click on the View button.

SSP
# CMMC S5P Generated By Date Se'mi:i:fme”t Approvals CMMC S5P
J Hong - 05/19/2021
1 Andrea Willis 05/19/2021 10:12 (1] J Hong - 05/19/2021 View
S Armstrong - 05/19/2021
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The screenshot below is an example of the SSP report.
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In addition to the SSP, the DoD Basic AssessmentReportis generated. Click on the View button
to see the report. You can use this to submit to DOD SPRS. Note: DoD Basic Assessmentreport

is only available in NIST 800-171.

SSP

Generate CMMC 55P

Self Assessment

S Armstrong - 05/19/2021

# CMMC S5P Generated By Date Level Approvals CMMC 55P
JHong - 05/19/2021
il Andrea Willis 05/19/2021 10012 o JHong - 05/19/2021 View
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SSP
Dol Assessment
DoD Assessment Gl NIST:;];)— 171

# NIST 800-171 S5P Generated By Date Methodology Basic
Assessment Score Methodology Report
JHong - 06/08/2021
1 Scott Armstrong 06/08/202112:42 MAA View JHong - 06/08/2021 Wiew
5 Armstrong - 06/08/2021
J Hong - Mot Signed
View

J Hong - Mot Signed
5 Armstrong - Mot Signed

05/26/2021 14:13

2 Scott Armstrong

Click on the View button to preview the POAM report.

POAM
A | NIST 800-171
pprovals POAM

# MNIST 800-171 POAM Generated By Date
1 Jungbo Hong 08/04/2020 08:20 = View
Plan of
" Action &
EXOSTAR
Milpstonns
(L Tok M['I'I'_':" ;f:: ::.:: i
HT':.'.:“ P S— ::." AL (AO030M  bew
l-;-:‘: SAN VIO DT 24 AP by Bl | WS - N TATLA LR T sla P e il gl

Certification Assistant Messaging
Message notifications are foundin the upperright next to your username.

David Wise v jiﬂ

If the numbernextto the bellis higher than 0, then you have new messages waiting.
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Your messages will appear in the Message Inbox on the homepage.

Message Inbox NewMessage ~ Message Inbox

To increase the size of the window, click on the Message Inbox button and the messages
feature will go to full screen.

Message Inbox

From

Message Outbox

40
Copyright ©2021 Exostar LLC. All rights reserved



EXOSTAR

To send a message, click on the New Message button.

New Message

To*: | Mcinfo, Steven - DIE Consulting -

Message Type: | /ocoa v

Subject®: | |
Message*: |

Level*: @ MNormal O Important O Critical

Upload: | | Choose Files | No f...osen |

Corcn -

The required fields are flagged with an asterisk (*). Select one or multiple usersfrom the To
box. Usethe CTRL or Apple key to select multiple. All users within your account and any
consultants you are currently engaged with will be available on the list. To see more about
consultants, see the Partner Engagement section.

Select your Message Type, entera subjectand enteryour message. Select the Levelfor the
message and attach files if needed. Any files attached will be uploaded and encrypted. Click
the Send button and the message will show up in your sent list.
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New messages will be highlighted blue and always at the top of the list.

Message Inbox

Steven Mcinfo Re: Meeting next week Aug 31,202002:08 PM | Normal | Message

Click on the message to view.

Message Inbox New Message Backto Home Page.

Fom  Sdedt Receive Lo T

Steven e Mecting pext week Aug31,2020 [ELTY Message
Mclnfo 0208 PMPOT

Type:  Message

Subiect:  Re: Meating next week

Message:  David,

Sounds good, let me know f Tuesday works for you,

“Steven

Also - take a look at the attached file.

Level:  Normal

Documents: [E) My Policy Document doox

Message Outbox

To reply to this message, click on the Reply button and Send when your message is complete.
Similarly, to Forward to another user, click on Forward and Send when your message is
complete.
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Partner Engagement

The Partner Engagement feature enables Certification Assistant users to engage consultant
partners of Exostar to perform assessments on the practices and processes of CMMC prior to
seeking certification. To start an engagement, click on the down arrow nextto your name in

the upperright portion of the page and select Partner Engagement.

Certification Assistant Standard v David Wise v ji()

Current Plan:

Certification Assistant Standard
Subscription Ends 07/27/2021
@ Upgrade Plan?
ﬁ Partner Engagement

® Help
6‘9 Support
40T to open suspicious emails.
ﬂ] Logout
Wlf of authorized users, or devices (including
To begin, click on the Start Partner Request button.
Engaged Partner for External Assessment.
e S o = R ="
List of Partners for External Assessment
L - S " =
DIB Consulting Preferred Partner
Request a Certificati istant Partner E:
Select > Planis): Project Scope: [[Read scessmer ~) Seliect a Partner from the list below.
NIST800-171 - [ coe ]

List of Partners for External Assessment
£00-333-5953 DAFIATEUESHIOFCID.CIM  WWRSHIORCER Com s Preferred Exmstar CMMC Consulting Partner

ny EXOSTAR O TESTHor-cap

»y EXOSTAR O Testrorcar B o T e ——_ Hernss usa Prefarred Evastar CHMC Consalting Partnes

Select the Plan(s) to be assessed, CMMC Level 1, 2 or 3 or NIST 800-171. ProjectScope is locked
to Readiness Assessment (more options coming later) and thenselect the partner you intend to
work with from the list provided. Click the Send Requestbutton and you will be prompted
with:
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Partner Engagement Request Confirmation!

The engagement request for Readiness Assessment regarding CMMC Level 3 will be sent to the selected partner.
Partner will be provided your contact information and contact you to discuss business and legal terms soon.
Once the selected partner accepts your engagement request, you will be notified of Partner's acceptance.
Partner will request access to your Certification Assistant.

Do you want to proceed?

L e

Click on Yes to confirm that you want to proceed, although you have the option to terminate
the engagementat any time.

The partner will be notified through the messaging system and will be promptedto Accept or
Rejectthe engagement. All contract terms and conditions for the Partner engagement occur

outside of Certification Assistant. Once a decision has been made, thenreturn to Certification
Assistant to status the relationship.

Once accepted, the status will update to Engagement Accepted. The partner will then assign a
consultant to your engagementand they will requestaccess to your data in Certification
Assistant. You will receive a message from the system that this request has beensent.

Message Inbox

Steven Mcinfo | Access Request Motification Aug 31, 202004:08 PM | Important | Message

Return to the Partner Engagement function and you have the option to Accept or Decline
access to your data.

Partner Engagement Access Request!

You are about to approve the access request from DIB Consulting.
The partner will access all the data of your assessment and verify your assessment if necessary.
Please ensure that the business and legal terms be agreed before approval.

Do you want to approve this access request?

.«

If you choose to accept, the consultant will be able to access your data from their login and
review, make comments, assign actions, and upload documentation just like a member of your
account. When they have completed their work, they will cancel access and move on to the
documentation stage of the project.
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At any time you have the ability to terminate the relationship and access to Certification
Assistant, click the Terminate Engagement.

S e ™ T

Preferred Part Readiness Assessment / CMMC Level 3 Assessment Complete T inate E t
rererred Fartner From: 08/31/2020 Access Disconnected e e IFaRCITICE

When the consultant has completed the documentation report, they will deliver it to you via
the system and you will receive another message. In the Partner Engagement screen, click on
the View Documentation to review the report.

I T
Readiness Assessment / CMMC Level 3 Terminate Engagement

Assessment Delivered

From: 08/31/2020 " .

Preferred Partmer

The project can then be closed by the consultant and the overall engagementcan be
terminated by you or the consultant partner administration. You will still have access to the
documentation and at any time you can click on the New Engagement button to start another

project.

Jsopopos —————— Joas  [acto |
Readiness Assessment / CWMMC Level 3
From: 08/31/2020 To: 08/31/2020 Bl i el MSwBecumEentston

Partners and their customers can now share documents during the engagement. These are any
documents ... not the Assessment at the end of an engagement. Note that whenan

engagementendsaccess to any shared documents is also removed.
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Readiness Assessment / CMMC Level 3
From: 10/08/2021 To: 12/07/2021

. Cancel Reguest
Readiness Assessment / CMMC Level 1 Request Engagement
From: 10/29/2021

Engagement Completed
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