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1 USER ROLES AND TPM PROFILES

The Trading Partner Manager (TPM), formerly CIC,supports a number of roles,each with varyinglevels of
permissions and privileges. These rolesinclude:

1.1 TPM Buyer Roles

Inquiry Only — This role allows the user to searchandview allnon-sensitive data for an organization.

Requester/Buyer—Thisroleincludes theinquiry-only privilegesplus the ability to requestNew
Organizations/Trading Partner profiles, as well as modify certain organizationdata.

Site Administrator—This role allows the user to requestNewOrganizations,searchandview allsensitive and
nonsensitive organizationdata as well as update certainorganizationdata.

Corporate Administrator—In addition to the Site Administrator’ privileges, the Corporate Administratorscan view
all openrequests.

Accounting Administrator —Thisrole allows the user to requestNewOrganizations,searchand viewall sensitive
and non-sensitive organizationdata as well as update certain organizationdataspecific to banking, payment& tax
information.

Buyer Approver—Thisroleis responsiblefor validating and approving/denyingrequests to expedite creationof an
organizationrecord.

1.2 Managed AccessGateway (MAG) Roles

The following roles are supported by Exostar and other designated thirdparties:

Exostar Portal Administrator (EPA) - Thisroleis held by Exostar Membership Servicesteam.The EPA authorizes &
approves organization and user registrations.They can requestNewOrganization administrators and perform One-
Time-Password (OTP) resets as well as permanent password resets. They canalso modify organizationinformation.

Exostar Customer Support - Exostar Customer Supportperson who canvieworganization and user profile
informationas well as initiate password resets for users’ permanent password.

Service Provider Administrator (SP Administrator)}-The SP Administratoris responsiblefor final approvingthe
person employed by aSIG applicationowner (Service Provider), thatis responsible for cominginto SIG and

updating organizations’ application subscription status.

The following roles are defined at the time of creatingthe MAG account for a supplier.
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Organization Administrator—Organization Administrator (OrgAdmin)isthe primarycontactfor the organization’s
MAG account. The Org Adminis responsible for the overall administrationof the organization’s MAG Account. This
individualhas the following privileges:

®* Approvesausertobeaddedto MAGasan employeeof their organization.
* Abletosearchandviewall sensitive and non-sensitiveorganization data.
® Update certain organizationdata fortheir organizationonly.

* Requestsubscriptiontoadditional MAGapplicationsforthe organization.
® Overall administration of the organization’s MAG accountand users.

After theinitial accountset-up,thisrolecan be granted to multiple individualsby the existingOrganization
Administrator.

Company Contact - The individual identified as the Company Contact is the secondary contact for the organization.

Application Administrator —An application Administratorisdesignated for eachapplicationthat anorganization
subscribes.The applicationadministrator (appadmin) is responsiblefor managingthe access to the application
within their organizationbyapproving/denyinga user’s applicationsubscription.In approvingthe user’srequest,
the applicationadministrator (on behalf of their organization) assumesfinancial responsibility for the user’s seatin

that application.

User — A person withan active MAG account, whose employing organizationis registeredwith MAG.

1.3 TPM Profiles

The following profile types are available to LM Buyers when invitinga supplier to complete the Invitation process.

Profile Type | Variation Business Definition

Full Regular Complete, PO profile vendor (canbe used for all activities). Allows an
organizationto do business with LM in all capacities.Highestlevel of profiles
possible.

Expedited Full profile, PO vendorthatneeds to be used inan emergency situationandas

suchis created by aslightly differentprocess.Provisioned within 30 minutes.

RFx - Vendor that can be used for various RFx (i.e. RFQ, RFP, etc) activities.

QA With users These are quality onlyandinspection suppliers. Theyare OEM suppliers that

are used on PO’s written to other third party distributors/vendors. These
suppliersare able to login to LMP2P via Exostar MAG.

Without users Same as above however these suppliers are notable to login to the Exostar
MAG.

Non-PO - Theseare vendors for which there may be no PO activity, butto whichpayment
still needs to be made (i.e. aspecial event payment).
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PCard - Vendor with whom PCard purchases aremade. These accounttypes are
created manually by LM users.

Unsolicited - This is apseudo profiletype.ltis asupplierthat alreadyhas an existing account

within Exostarand most likely are doingbusinesswith another Exostar partner
(e.g.Boeing, Raytheon, BAE, etc). Their informationis searchablein TPM.

2 NAVIGATION

Use the Previous,Nextand Cancel buttons/links on each page to navigate between pages onthe Organization
profile. Clicking the Previous or Next buttons saves entries on the currentpage before navigatingaway.

Clicking Cancel atthe bottom of the Org Summary pages discardsany entries thathave beenmade sofaron the
current pageand returns the user to the main Org Summary page. No validationis performed.

The Cancel Request,Save, Resume Later,Submit Request and Sendto LMBuyer buttons are located on theleft
global navigation panesothat the user is ableto accessthematany pointin therequest.

The Submit Request and Send to LMBuyer Mgr buttons become active when all required fields have been
providedin allsections.

Clicking Cancel Request in the globalnavigationperforms formvalidation and then prompts the user to confirm
that they reallywant to cancel.

* If Yes, therequestis cancelledand the user is returned tothe TPM Home page.
®* If No, the useris returned to the page that they were on.
Clicking on another sectionof the Organizationprofile will save anyinformation entered onthe page and performs
validationon thecurrentpage beforedisplaying the nextpage. If thereare anyvalidationerrors, the user will be
required to fixtheseissues before advancing to the next page.

Clicking Save and Resume Later will take the user back to the page they were on before coming into the
Organization Information page (This may notalways be the TPM Home page). They can then access therequest
fromtheir My Open Requestsinbox.

IMPORTANT: Screenshotsin thisguide maynotaccurately reflectthe most recentrequirementsandare shown
only to provide the user with a visualimage of what the screen willlook like. Wherever possible, updated
screenshots will be inserted.
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3 PERFORM ORGANIZATION SEARCH

To search for an organization that is registered in the TPM, enter a keyword (or part of a keyword) beside one or
more of the search filter options andclick Search to execute the search, Clear to clear all entriesand re-enter, Close

to cancel the search and close the screen. See notes on next page for information on searchcriteria.

EXOSTAR T T ——

User : Requester M Lmcotest (imrequestert)

Organization Search Request New Organization My Open Requests Reports

22 | Please Select . ¥

v Advanced Search

Address 1 Address 2
City State/Province
(Enter ISO two character values, & g NY for New York)
Country: | Please Select v Zip/Postal Code:
SIC Code POC Emall
Organization Profie Type: | Full SDB Type: | Asian Pacific American
RFx Black American
QA Certified Native American
Non-PO Hispanic American
P-Card - Subcontinent Asian American
Native American
Other
Sacioeconamic Type: | BLIND OR SEVERELY HANDICAPPED Status Code: | L-Active
EDUCATIONAL INSTITUTE PRIVATE R-Buyer In Process
EDUCATIONAL INSTITUTE PUBLIC D-Deactivated
HIST BLACK COLLEGE OR UNIV X-Expired
MINORITY INSTITUTION T-Pending 2FA Compliance
NON-PROFIT FEDERAL AGENCY Hiwited
OTHER, STATE. OR LOCAL AGENCY V-Vendor In Process
TRIBAL COLLEGE OR UNIVERSITY M-Pending LM Mgr Approval
A A-Pending Exostar Approval
$-Suspendad
Small Disadvantaged Business SDB certified by SBAin CCR's DSBS Database
SDB Tribe Federally Recognized Mantor Protege
Woman Owned Voteran Owned
Service Disabled Veteran Unsolicited
HUB Zone Government Entity
D& HUB Zone Expedited
Intra-Lockhead Martin Work Transfer Agreement (IWTA) Accopts Credit Card
Non-eCommerce: (] Are National Institute for Blind/Severely Handicapped (NIBINISH)

Small Business

Search Results

MP2P Vendor

ORI

Screenshot 1: Organization Search Page
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NOTES:

* Thesearch logic for most of thefieldsis a'CONTAINS'. Forexample, if you enter 'pol'in the Organization
Name field, the systemwill return all organizationrecords thatcontain the string 'pol'in the organization
name.

= Thesearch logicon the NAICS Codefield isa'STARTS-WITH'. As an example, a searchfora NAICS code that
starts with '123" would yield theresults '123456','123976','123228', etc.

= When multiple entriesare made, the system implementsan 'AND' logic, i.e. if you enter 'pol'in the
Organization Namefield,and 'Virginia' in the Statefield, the systemreturns all organization records that
contain thestring'pol' inthe organizationname AND arelocated in Virginia.

» The Search Results page can be customizedto displaycertain fields by selectingfromthe available options
however organization name andaddress will be returnedby default upon every search.

Upon performing asearch, the systemwill return all organizations thatareregistered inthe TPM as well as all
pending organizationregistrationrequests. Pendingrequestsare anythat have been submitted, buthave notyet
been approved by the EPA.

*Subject to the TPM Buyer role.

About Us Help Logout
EXOSTAR
User : Requester1 M Lmcotest (Imrequester1)

Organization Search Request New Organization My Open Requests Reports

Organization Search Results

Results Per Page 25 v
Organization ExostariD o  Organization Profile Type o DUNS Number ¢ Unsolicited ¢ Status ¢ US Federal Tax ID Number ¢ SDB ¢ 2FACompliant ¢ Actions
3 HTECHNOLOGY INSTITUTE LLC Vi
7 CLIFFSWALLOW DR STE 201 84468 QA_ONLY,FULL RFX NON_PO 044021884 No Active 030465685 No Yes i

MEDFORD. NJ 080553805, United States

3.9 Post Test/Exostar QA

13530 Dulles Tech Drive 118499842 Yes Not Subscribed (new) No View
Herndon, VA 20171, United States

442 EXO-QATrafalgar

13241 Woodland Park Dr 114410769 Yes Not Subscribed (new) No View

Herndon, VA 20171, United States

6th Time Company - UAT OAP MAG/ExostarQA/ExostarQA-RB
2325 Dulles Comer 119608984 Yes Not Subscribed (new) No View
Hemdon, VA 20171, United States

A E PETSCHE COMPANY, INC

1501 NOLAN RYAN EXPY 1488 QA_ONLYFULL P_CARD.RFXNON_PO 064213085 No Active 751230083 No Yes
ARLINGTON, TX 760114951, United States

AMJ ENGINEERED SOLUTIONS, LLC

3810 DRANE FIELD RD STE 7 1504 QA_ONLYFULL P_CARD RFX NON_PO 089654040 No Expired 591797975 No No
LAKELAND. FL 338111213, United States

AB WAX ExostarDemo Test Supplier/AB UAT Test

2325 Dulles Comer Boulevard ste 600 119074900 Yes Not Subscribed (new) No View
Herdon, VA 20171, United States

View/Edit
View in LMP2P

AB WAX TEST ExostarDemo/AB WAX ExostarDemo Test
2325 Dulles Comer Boulevard ste 600 117668830 Yes Not Subscribed (new) No
Herndon, VA 20171, United States

s

Screenshot 2: Organization Search Results Page

e With properpermissions, organizationdetails may be viewed and/or edited by clicking the View/Edit link.

e The system displays a Viewlink for each organization recordthatis not subscribed to LMP2P.

¢ Clickon View/Edit link to displaythe organization information. (see screenshot below)

e Organizations alreadysubscribed to LMP2P may beeditedin TPMor viewed directlyin LMP2P by selecting
the View in LMP2P link.
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WALTHAM AIRCRAFT CLOCK - Org Summary

Organization Summary Clicking on the Previous and Next buttons shall save page content and perform validation on the current page before
displaying the next page
# Business Description

% Company Profile

@

4
Alerts Orgsnization Name WALTHAM AIRCRAFT - )
= = = CLOCK atus: Expired
# Socio-economic
Address 1 2384 SOUTH U.S. HIGHWAY )
¥ Self-certification 231 Qucess 2
& History City: OZARK State/Province: AL
Z . ZIP/Postal Code: 38280 Country: UNITED STATES
%/ D&B Other Information ey
Mszin Business Phone 334-774-3584 DUNS Number: 874325228
L4 Foreign (Non-U.S.)/ Exostar ID: 109525857 Organization ID: EX0109535857
Domestic (U.S.) Owned 2
Excstar MFID 48620842-1212-40f0-2578-
¥ Payments/Remittance by shfbe A0S
v Contacts Profile Type Status
¥ MAG Information QA On
= RFx On
¥ TPA
Non-PO on
: Full on
Actions =
Modify P2P profile/fla Intra-Losknazd Martin Waork Transfer Agremant (IWTA) Government Entity:
Close Non-eCommerce: Expedited:

QA With Users:

Organization Comments

CHG OF ADM TO SANDI ANTONIAK FROM ANICE CAMP - NO LONGER NEEDS ACCESS

Fnca M Lnca, 8/6/2009

Screenshot 3: Organization Summary Page in TPM
To update:

e Clickon anyheaderon the Search Results page to sort the results by that field.

e The defaultreturn will be 25 results per page.To change,simply selectfromthe optionsin the drop
down list box.

e If thelist of returned organizations exceeds 1 (one) page, use the arrowbuttons to navigate back and
forth.

e If the search yields morethan 500 results, the systemwillprompt you to use additional filter options
to narrow down your search.

¢ Fromthe Search Results page, use the Revise Search button to returnto the Organization Search
page.
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4 REQUEST NEW ORGANIZATION

Thereare 2 (two) ways toinitiate a requestto a neworganizationto join LMP2P:
*  FromtheTPM Main Page, click the Request New Organization tab;

®*  Fromthe TPM Main Page, perform OrganizationSearch ->Fromthe Search Results page, clickthe View link
for the desired organization->Fromthe Organization Summary page, click RequestNew Organization button.

41  Enter Core & Profile Information
The first stepin creatingarequestis to enter some basicorganizationdetails and selectthe desiredorganization
profile type(s) and flags.

EXOSTAR . —

User : Requesterf M Lmcotest (Imrequestert)

DUNS Number (Enter numbers only, no dashes or spaces)

Address 2

(Enter ISO two chat

Please Select

Screenshot 4: Request New Organization —BasicInformation

IMPORTANT: The following rules governthe selection of flags:

o Upon page loadall the flag checkboxesare disabled.

e  Only theCorporate Admin will be ableto marka profile/organization as Do Not DUNS or Non-
eCommerce.

e The system will require thatatleast 1 (one) profile mustbe selected on arequest.

o If the Full profileis selected, the Expedited,IWTA,Non-eCommerce and Government Entity flags will be
automatically enabled;

o If the Full profile is selected, thesystemwill automatically check allof the other organizationprofile types
EXCEPT P-Card. The system will also automatically selectthe QA with users and PIMRequiredflags,
making them read-only.

o |f the RFx profile is selected none of the flags will be enabled

o If the QA profileisselected,the QA with users flagwill be enabled

o If the NonPO profileis selected, no additional flags will be enabled

o If the PCard profile is selected, no additional flags will be enabled.
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¢ Ifthe Non-eCommerceflagis checked,the systemwill display and require the Non-eCommerceReason.
If the IWTA, Government Entity or Non-eCommerceflagis checked, the user will notbe able to select
the Expedited flag, and vice versa.

e Anorganization can onlybe flagged as one of these at a time: IWTA, Government Entity or Non-
eCommerce. Only the Corporate Admin or the Site Adminwill be able to mark a profile/organization as
Government Entity or IWTA.

NOTE: Selecting the Do Not DUNS option means that the organization will not be synchronously or
asynchronously updated fromD&B, neitherwill it be included inthe monthly D&B batch update.

Upon selecting the appropriateprofile type and flags, you can optto do a D&B Search or Skip D&Bin orderto
advance to the nextstep, depending on the combinationof profile type(s)andflags thathas been selected.

To usethe Search D&B option, the user willbe required to enter either the DUNSNumber OR the Organization
Name, State AND Country. The Search D&B button will be enabled only if this information is entered ANDthe Do
Not DUNS flag is notchecked.

The Skip D&B option is available to all organizationsthatare not Full Profile exceptthose Full Profile organizations
that are flagged as Do Not Duns.

NOTE: Synchronous D&B Search (and load) is mandatory for full, un-expedited profiles. Skip D&B option
is allowed inall other cases (if core datais present). Setting the Do Not DUNS disables the Search D&B
option making Skip D&B the only possible action.

* If the Search D&B button is selected, then thesystemwill performafreesearch forthis organization in
the D&B registry and displaythe Dun and Bradstreet Search Results page.
* If the Skip D&B option was selected, the system will display the Organization Summary page.

However, if any possible duplicates are found for the organization, the system willdisplay the Resolve Duplicates
page before going directly to the Organization Summary page.

Clicking Cancel Request from the Basic Information page willreturn the user to the TPM main page.

42  Dun and Bradstreet Search Results Page
The Dun and Bradstreet Search Results page displays all possible matching organizationsfoundin the Dun and
Bradstreetregistry, up to amaximum of 20 records.
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EXOSTAR e —

ser : Requestert M Lmcotest (imrequestert)

Numbe 801318168

Please Select

 Back | Cance! Request ) Reviss Soarch |

Organization Trading Style Name/DBA DUNS Number Notes Actions
SOFTWARE INC

2325 DULLES CORNER BLVD STE 700 801318168 To create a new profile for this organization, click on the ‘Select Organization’ link Selact Organizal
HERNDON, VA 201714647, United States

Screenshot 5: Dun and Bradstreet Search Results

o Toignore the Duns and Bradstreetsearch, clickthe Backbutton to go back to the previous page (the
Basic Information page) and click on the Skip D&B button (if active) to be taken directly to the
Organization Summarypage.

o If any possible duplicates are foundfor the organization, the system will displaythe Resolve
Duplicates page.

o If nomatchingaddressis found, the system will display anerror message.

Request Organization - Basic Information

Enter Basic Information and select the Profile Type(s) for the organization you are trying to request
* Depending on the Profile Type(s), you can search in D&B for this organization or skip D&B search and continue to request a new organization
* To search in D&B, you must enter DUNS Number OR Organization Name, State and Country
» To skip the D&B Search, you must enter Organization Name, Address 1, City, State, ZIP, and Country

« The address you provided for Organization could not be validated but will be accepted as entered

Screenshot 6: Organization Match Error Result page
®* To performsearch again, modify searchcriteria at the top of the page and click the Revise Search option.
If no matchesarefound,e.g.if DUNS Number provided in the BasicInformation pageisinvalid,ano match
found message will be returned.
®* Tocanceltherequest,selectthe Cancel Request button to returnto the TPM main page. You will then be
prompted to confirmthe rejection or removal of the request.

Note: Organizations thatare alreadyin TPM or for whichthereis a pending requestwill notbe available for
selection.

43  Resolve Duplicates Page

Before advancing from the core information page, the system willautomaticallysearchthe TPM to see if the
organizationalready exists. If the system finds any, it will display the first 20 organizations thatmeetthe threshold
on the Resolve Duplicates page.
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User : Requester M Lmcotest (imrequestert)
Resolve Duplicates - Maximum number of matches are limited to 20
e e ations in the Partner M it matched the b
elect one of the malches o you can ignore the matches ar o request a
Organization DUNS Number o Score ~ Exostarld + Actions
Jetty Non-PO July 2018 View Detaik
2325 Dulles Comer Bivd 62 114019185 View in LMP2E

Herndon, VA 20171-4674, United States

UAT OS Patching August2018/Jetty

2325 Dulles Cormer Bivd 62 117590161 View Details
Herndon, VA 20171, United States

UATOrganization_13thAugust

2325 Dulles Corner Boulevard 62 17371542
Herndon, VA 20171, United States

Jetty MAG-SOTP OS Patching/UAT September 2018

2325 Dulles Comer Bivd 62 112600100 View Details
Herdon, VA 20171, United States

AMG Organization

2325 Dulles Comer Boulevard 62 113604556 View Datails
Hemdon, VA 20171, United States

Screenshot 7: Resolve Duplicates Page

* If nomatchis foundin theTPM,the user will be taken directlyto the Organization Summary page.
* The percentage match hasalower bound of 80%.

With proper permissions,organizationdetails may be viewed by clickingthe View Details link. Organizations
already subscribed to LMP2P maybe viewed directly in LMP2P by selecting the Viewin LMP2P link.

Click Cancel to cancel the process atthispoint or Ignore Duplicate Matchesand Request New Organization to
ignore the possible TPM matches. Use the Back button to go back to the previous page.

kabir test abc 123
2325 Dulles Comer Bivd 62 119762651 View Details
Herndan, VA 20171-4674, United States

Jatty CA FullIWTA 09052019 UAT

2325 Dulles Comer Bivd 62 110476790
Hemdon, VA 20171-4674, United States

View Detaiks
View in LMP2D

3 [EX

Screenshot 8: Resolve Duplicates Page (bottom)

44 Enter Organization Information during Request New Org
The fields that will be displayed to you in the Organization Summary page duringthe Request New Org process
depend on:

*  Your assignedrole

®* The profile type(s) of the organizationthat is beingcreated.

45  Request/Invite Organization
There are various types of profiles available within TPM.

Full (Regular)

®*  Full (Expedited)

RFx or QA (with users)

Profile with no users (NonPO, PCard, QA (w/o users), Full (w/o users), RFx (w/o users)
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Subsequentsections provide detailson invitation processfor each profile type.

4.5.1 Profile Type: Full (Regular)

From the Dun and Bradstreet Search Results page, if the organization’s profile type is Full AND a matching
organizationrecord is foundin the D&B results list, clickthe Select Organization link, to performa synchronous
lookup of the organization's information againstthe Dun & Bradstreetregistry. This will automaticallyload(for a
fee) the organization'sinformation packet,overwritingany information thatmay have been previouslyentered by
you with that coming fromDun & Bradstreet. The systemwill displaythe Organization Summary page with this
information already populated.

Dun and Bradstreet Search Results - Maximum number of matches are limited to 20

We found exi tions in D&B that matched your search. You may load one of the matches or continue to create a new vendor organization

Organization Name DUNS Number 801318168

Address 1 City

Address 2
aracter values, .., NY for New York)

ZiplPostal Code: Please Select v
Revse Search|
Organization Trading Style Name/DBA DUNS Number Notes Actions
SOFTWARE INC
2325 DULLES CORNER BLVD STE 700 801318168 To create a new profile for this organization, click on the 'Select Organization' ink Select Organization

HERNDON, VA 201714647, United States

Screenshot 9: Organization Summary page

In all cases,whenever the Select Organization option is selected, if data coming fromD&B fails the data validation
checks (as specified in the tablesin the SRS), the systemwill failthat recordanddisplay an error message to the
user.The Supplierwould need to be contacted out of bandto update that record with D&B.

If the organization’s profile typeis Fulland youdo notfind a matching organizationinthe D&BSearch results, you
will NOTBE able to complete the Request New Organization process for this organizationunless the Do not Dun
flag is set. The Skip D&B button on the basicinformation page is notavailable.

NOTE: Only the CA role can set the Do Not DUNS flag on a Full Profile. This will enable the Skip D&B
button.

If an organization’s packetis successfullyloaded fromD&B and youare on the Organization Summary page, OR if
the organizationis markedas Do Not DUNS and youhave skipped the Dun and Bradstreet Search Results page to
the Organization Summary page, you willbe able to make any additional modifications to the organization’s
record,andthen click Inviteto LMP2P to complete the initial creation of this organization’s profile and invitethe
supplier to participate in LMP2P.

Clicking Submit Request will displaythe following invitation page:
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Reid Test Two - Complete Invitation

Organization Name
Exostar ID: 1735
MPID

DUNS Number:

Full Name of Invitee (first, last name)

E-Mail address of invitee aniel reid@exostar.com

* Please note that this message will be going to the
Vendor! ***

Screenshot 10: Invitation page

Clicking Send will:

i.) Create an organizationaccountfor this supplierin TPM with anLMP2P status of Invitedandprofile type
status settoREQUESTED.

ii.) Send an email notification to the Main Contact, providinginstructions on howto registertheir
organization for MAG and LMP2P application.

iii.) A copy of this emailwill besentto Exostarto ensurethatif asupplierlosestheircopyof the email or
never received itasaresultofatypo orincorrectemail, Exostar CustomerSupportis able to access and
update the supplier’s organization accountandre-send the email to the correctemail address.

iv.) If the invitation is foranorganization thatalready exists in MAG, the email will be sentto the MAG
Organization Administrators as well as to the TPM Main Contact.

NOTE: An automatic reminder email will be sent out to the contact person noted onthe requestif after 7
calendar days the organization has not completed its registration.

4.5.2 Profile Type: Full (Expedited)

For a Full, expedited organization,if amatching organizationrecord is foundin the D&B results list, clicking Select
Organization, will work the same way asitdoes for the Full regular profile, e.g. the systemwill also performa
synchronous lookupof the organization's information against the Dun & Bradstreetregistryandwill automatically
load (for afee) the organization's information packet,overwritinganyinformationthat mayhave beenpreviously
entered bythe user with thatcoming fromDun & Bradstreet. The systemwill displaythe Organization Summary
page with this information already populated (similar to Fullregular).If no matchingorganization recordis found

in the D&B results list, you will be able to go back to the basic information page andselectthe Skip D&B button to

go straight to the Organization Summary page. No information will be loadedfrom D&B.

Fromthe Organization Summary page, you will be able to clickSend to Buyer Approver to sendthis expedited
requestto an LM Buyer Approver forapproval.

Clicking Send to Buyer Approver will displayan invitation page. You will be able to click Send to:
i.) Createthis organizationinthe TPM with an LMP2P status of Pending LM Mgr Approval and profile type
status settoREQUESTED.

ii.) Send an email to the specified LM Buyer Approver, CC’'ing user as a backup
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Note: Althoughthe expedite requestwillbe emailed to one specificLM Buyer Approver, itcouldtechnicallybe
approved by any LM Buyer Approver.

NOTE: An automatic reminder email will be sent out to the contact person noted onthe requestif after 7
calendar days thereguest has not been picked up from the gueue.

Process Expedite Request — LM Buyer Approver

The LM Buyer Approver will be able to clickon the link in the email to be federated into TPM to therequest.They
can also login to TPM, clickon My Open Requests, andclick the View Request link in oneof the requestsin the
queue.

Organization Search Request New Organization My Open Requests Reports

My Open Requests

Request Type: My Open Requests v

RequestiD s  Vendor ¢ Status ¢ Date Requested & Requester Invitee Name Invitee Email Actions.

US TEST COMPANY 532
117904040 899 EATON AVE Pending Exostar Approval 10 Aug 2011 Requestert M Lmcotest Blue Water prasanna jetty@exostar com
BETHLEHEM, PA 180251000, United States

Test1_Org_10072011

118152217 13241 Woodland Park Pending Exostar Approval 07 Oct 2011 Requestert M Lmcotest g
Herndon, VA 20171, United States .
View in LMP2P

US TEST COMPANY 834 Aoy Reiasi

110764219 899 EATON AVE Pending Exostar Approval 05 Dec 2011 Requester1t M Lmcotest L otinaas s
BETHLEHEM, PA 180251000, United States View in LMP2P

Results Per Page 26 v

Screenshot 11: My Open Requests page
Clickon anyheader on the My Open Requests page to sort the results by that field.

The default requests displayed will be 25 results per page.To change,simplyselectfromthe optionsin thedrop
down list box.

Should the list of returnedorganizations exceed 1 (one) page, use the arrowbuttons to navigate back and forth or
click on a page numberto be taken to a specific page.
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Vendor Pcard June 18th - Org Summary
Organization Summary
Business Description Next
Company Profile Crganization Name: Vendor Pcard June 18th Status: Pending LI Manager Approval
Alerts Address 1: Address Address 2:
Socio-economic City city State/Province: state
Self-certification ZIP/Postsl Code: 23233 Country: UNITED STATES
History Main Business Phone: DUNS Number:
> Exostar ID 119870398 Organization ID: EX0119870398
D&B Other Information ?
Exostar MPID 9b067c05-1d5d-454e-a476-
Foreign (Non-U.S.)/ ccodBaafasst
Domestic (U.S.) Owned
Payments/Remittance Profile Type Status
QA Requested
Contacts RFx Requested
. P-Card On
Actions 5
Non-PO Requested
Close Full Requested
Approve Request
Deny Request d Martin Work Teanster Agreement {TATA) Government Entity:
Non-2Commerce: Expedited:
QA With Users
Organization Comments

Screenshot 12: LM Buyer Approver Organization Summary Page

The LM Buyer Approver will be able to Approve or Deny anexpedited request. If denying therequest, theywill be
required to provide Deny comments. Clickon Close to close therequest without makingchanges.

When a requestis denied by the LM Buyer Approver, the system sendsa Request Denied email to the user who
initiated therequest. The status of the requestwill be set to Deactivated, andit willno longer bevisiblein the LM
Buyer Approver’s My Open Request queueafter 30 days.

If approving therequest,the LM Buyer Approver will be requiredto provide Approval comments.

When arequestis approved by the LM Buyer Approver:
i.) The system displays a confirmation message to the LM Buyer Approver and sends a Request Approved
email to the user who initiated the request.
ii.) The status of the request will be set to Invited, andit willno longer be visible in the LM Buyer Approver’s
My Open Request queue.

iii.) An email will be sentto organization’s company contact, providinginstructionson howto register their
organization for the LMP2P application.

iv.) A copy of this emailwill besentto an Exostar resource accountsothat if a supplierloses their copyof the
email or never receiveditas aresultofa typo orincorrectemail, the EPA can access this accountandsend
the email to the correctemail address.

v.) If the invitation is for anorganization that already exists in MAG, the email will be sent to the MAG
Organization Administrators as well as to the TPM Main Contact(as opposed to the companycontactas
mentioned earlier).
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NOTE: An automatic reminderemail will be sent out if after 7 calendar days if the organization has not
completed its registration.

If within 14 calendardaysfromtheinvitationthe organizationhas completed itsregistration, the organization’s
status will be setto Pending Exostar Admin and theregistrationrequestwillbe routed to the EPAfor approval.

If after 14 calendar daysfromtheinvitationthe organization hasnot completedits registrationprocess(thereby
converting this profile from Expedited to Full), the system will set the organization’s status to Expired.

Oncean expired organization completes and submits their profile, the systemwillroute therequestto the EPAand
will setthe organization's status to Pending Exostar Admin.

4.5.3 Profile Type: RFx or QA (with users)

If the organization’s profile typeis RFx or QA flagged as Provision QA withusers AND NOT Full, AND a matching
organizationrecord is foundin the D&B results list, whenyou selectthe organization and click Select Organization,
the system will copy the DUNS number andother core information of the selected organization into the
Organization Summarypage.

Upon entering all required organization profileinformation, you will be able to click Submit Request. Doing this
will promptyou to firstspecify the organization’s MAG officers (Organization Administrator, LMP2P Application
Administrator, Company Contact) and then submit the request.

Upon submission:

i.) The system will kickoff an asynchronousbatchlookupofthe organization's information against the Dun &
Bradstreetregistry. Basedon currentD&B processes, this could take up to 3weeks or moreto complete
(notan Exostar systemissue).

ii.) The system will create this organization in the TPM with an LMP2P status of Pending Exostar Approval
and profile type status set to REQUESTED. This will be propagated to Lockheed’s EMDM.

iii.) Upon EPAapproval of the request, the system will send outlogininstructionsto the Organization
Administrator.

iv.) After the Exostar approval andDun & Bradstreetupdates have beenreceived, TPM will sendthe
organization’s information to Lockheed’sEMDM for update.

4.5.4 Profile Type: Profile with no users
i.e. NonPO, PCard, QA (w/out users), Full (w/out users), RFx (w/out users)

If the organization has a profile that does not have anyusers, e.g. is one of the following: NonPO, PCard, QA
(without users), Full flagged as IWTA, NeC or Govt Entity, RFx flagged as IWTA, NeC or Govt Entity, AND a
matching organization record is foundin theD&Bresultslist, when you selectthe organization and clickthe Select
link, the system will copythe DUNS number and other core information of the selected organization into the
Organization Summarypage.
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Upon entering all required organization profileinformation, you will beable to click Submit Request to kick off an
asynchronous batch lookup of the organization's information against the Dun & Bradstreet registry. Based on
currentD&B processes, this couldtake up to 3 weeks or more to complete (notan Exostar systemissue).

Note: If this is a Full flagged as IWTA, Govt Entity, or NeC, the batchlookups will remainsynchronous.

The system will create this organization inthe TPM with an LMP2P status of Active andprofile type status set to
ON. This willbe propagated to Lockheed’s EMDM. No EPA approval process will be initiated.

When the D&B packetis eventuallyreturned,informationcomingfromthe Dun & Bradstreetregistry will
overwrite existingorganizationinformationinthe TPM. The TPMwill sendthe organization’sinformation to
Lockheed’s EMDM forupdate.

46  Contacts

Multiple contacts canbe added to or deleted froman organization’s record. Clickon Contacts to displaythe
contact informationscreen.

Organization Summary View more information on how 10 use this site.

Business Description ] o edit or re

e this organization, click action Close’ > click ‘Cancel Request —> Run a TPM Organization search for this vendor.
Company Profile n indi Dun & Bradstreet (D&B) information.
Alerts
Socio-economic
Self-certification
History

Foreign (Non-U.S.) /
Domestic (U.S.) Owned

Payments/Remittance
Contacts

Actions

Close

Manager Sols Propoetor Program Retum to Retum to Accounts Recenvabie Mgr Sales Mor RFQ Submital GEO Shiping Mar Addffonal RFQ Contact Stipped From [ELREITERITEN

Address 2

State/Province,

Country

First Name: Middie Name:

Last Name: Tite:

Job Tite: Emai Address:

Main Phone Confirm Email Address:
Cell Phone: Fax

Mail Stop: Web Agaress:

Screenshot 13: Contactspage

Clicking Edit Contact Type on the Contacts page will present2 (two) pick lists: one with all the contacttypes and
the other with the currentselection of contacttypes. Use the arrow buttons to move contacttypes fromone pick
listto the other,adding or removing thatcontacttype fromthe person. An organization canhave any number of
contacts for eachcontacttype except Main and Remit To. An organization canonly have 1 Main contactand 1
Remit To contact. An organization must have a Main contact.
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« Organization Summary View more information on how to use this site

«/ Business Description Clicking on the Previous and Next buttons shall save page content and perform validation on the current page before displaying the next page

«/ Company Profile The [ icon indicates Dun & Bradstreet (D&B) information. To make changes to these fields, contact D&B directly. Phone: 1-800-234-DUNS (3867), Web: www DNB com

W Blarts YOU BY ACCESSING THE D&B INFORMATION AGREE THAT THE INFORMATION IS THE INTELLECTUAL PROPERTY OF D&B OR ITS INFORMATION PROVIDERS, IS PROVIDED TO YOU FOR VALIDATION PURPOSES ONLY. MAY NOT BE COPIED.

& Socio-economic DOWNLOADED, OR REDISTRIBUTED FOR ANY REASON, AND YOU SHALL BE RESPONSIBLE AND LIABLE FOR ANY MISUSE OF THE INFORMATION. THIS INFORMATION IS PROVIDED "AS IS” WITHOUT WARRANTY OF ANY KIND. IN NO EVENT
WILL D&B OR ITS INFORMATION PROVIDERS BE LIABLE IN ANY WAY WITH REGARD TO SUCH INFORMATION

W Self-certification

« History o Previous Next
+/ D&B Other Information

« Foreign (Non-U.8.) /
Domestic (U.S.) Owned

View the

contact types are required for a Full profile
«/ Payments/Remittance

 Contacts
Contact 1
o TPA !
Actions
- Contact Type:
Change D&B Number Select from available contact types on the left to add to this contact Click close to save your selections:
Mg
(Search) _=Adal | Marketing Mgr
Modify P2P profile/fla Deblt Memo
R 9 Send PO
Perform Recertification | f“;'ph‘e' REpoitCond
Paren
Close = Remove all

Main .

Screenshot 14: Edit Contact Type

When a MAINcontactis addedto an organization’s profile, the system automaticallysets the Same asMain flag,
freezingall the Main Contactaddressattributes (Street1,Street2, City,State/Province,Postal Code & Country) so
thatthey arein-editable. These address fields are automatically filled withvalues fromthe Organization address
attributes sothat both sets of addresses area match.Thisruleis enforced evenon Update actions, i.e.address
fields are notupdateable on the Main contactrecord.

A Remit To contact is required for a pure NonPO profile (inadditionto a Main contact).

A Send PO contact is not allowed when creatinga pure partialprofile, e.g. a pure NonPO and/or QA (with or
without users)and/or PCard and/or RFx onlyprofiles. The user will notbe able to specifya Send PO contactif the
profile is justone of these or a combinationof these partial profiles. This will applyduring upgrades as well. If the
profile is upgradedto a Full, then this contact type will be allowed.

The following contact types are required when creating a Full profile or when upgrading from a partial to a Full
profile:

* CEO,

* DebitMemo,
* SendPO,

*  Shipped From,
*  Remitto,

* RFQ Submittal,
[ ]

Mfg. Mgr (if Business Type is '01 - Manufacturer').
The RFQ Submittal contact type is required when creating an RFx profile or when upgradingto an RFx profile.

A Remit To or Send PO contactcannotbe deleted from any profile. They can alsonot be added to the same
contact record.They must beentered on 2 separate contactrecordsevenif they are the same contactperson.
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You will beableto link (or unlink)a TPM personto an existing MAG user account. When adding anewcontact, you
can search for an existing MAG useraccount.If amatchis found, youcan selectthatcontact/user to linkthem.

Note: ATPM person maybe linked to at most one MAG useraccount. Similarly, a MAG accountmay belinkedto
at most one TPM person. If aMAG useris linkedto a TPM contact, thatcontact cannot be deleted.

When aTPMpersonis linked to a MAGuseraccount,the contactperson's attributes arepre-populated with MAG
data.

47  Address Validation
The system is configuredto validate only addresses fromspecified countries. Currently, addressvalidation is
limited to the US and Canada addresses.

The system canperformvendor address validationonthe followingvendorprofiletypes: Full (Regular and
Expedited), RFx, QA (with & without users), NonPO, PCard thatare inputby usersinto the TPM GUI.

The address validationservice canonly be performed on the Main Organization, Remit To contact and SendPO
contactaddresses.Thefollowingaddresselementsare validated: Address1, Address2, City, State/Province,
Zip/Postal Code & Country.

For the Main Organization's address, the validation can be performed in the Core Information page.Onceyou
enter the address and click Skip D&B to advance to the nextscreen, the systemwill performthe validation.
Clicking Search D&Bwill notinvoke the address validation featurebecause D&B addresses cannotbe overwritten.
If this addressis laterreplacedby onefrom D&B, e.g. upon D&B load, it will not be validated at that time.
Addresses coming from D&B will not be validated using this service.

Address validation is performed whenever these addresses are being added or updated (this appliesto the SendPO
and Remit To addressesas Orgaddressis noteditable duringupdate), e.g.duringthe Request new org process
and when adding orupdating a contact.

If acontact'saddressisviewed butno changes aremade to it, then no validation will be performed on it. This will
be the case whether or notthe address has beenvalidated before.

The Address validationwill be initiated when youenter/update an address andclick Save, Next, Previous orif you
try to navigate to another page using the left navigation menu.

When an address is being validated, the system will display the following text:
"Please wait while the information enteredis processed. Address validation may be performed."

If you receive successful matches for anexisting address, the system will replace the user-input data with the
normalized address,andwill display the address thatcorresponds totheinformationreturned bythe service. The

text will be similar to the following:

For Organizations:
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» US:"<Organization>: Addresswassuccessfully matched tothe USPostal Service database andmay have
been updated. Please inspect beforeproceeding."

+ Canada: "<Organization>: Addresswassuccessfully matchedtothe CA Postal Service database andmay
have been updated. Pleaseinspect before proceeding." For Contacts:

« US:"Contact<#>(<ContactFN><ContactLN>):Address was successfullymatched to the US Postal Service
database andmay havebeen updated. Pleaseinspect beforeproceeding."

« Canada: " Contact<#>(<ContactFN><ContactLN>): Address was successfully matchedto the CA Postal
Service database and may have been updated. Please inspect before proceeding."

The normalized address will be updated in the vendor master record.

If no matches arereturnedfor anaddressan errorwill be displayed.You will then berequired tocorrectthe
address andresubmit before proceeding. The error willreadsomething like the following:

For Organizations:
* "The addressyou providedfor <Organization>could notbevalidated. Please correctthe address before
proceeding."
+  “<Organization>: Couldnot locate the city, state, or zipin the US Postal Service database. Please validate
City and State or ZIP andresubmit.”
*  “<Organization>: Ambiguousaddress.There were twoor morepossible matches.Please correctthe
address andresubmit.”

For Contacts:
* "The addressyou providedfor Contact<#>(<ContactFN><ContactLN>)couldnotbevalidated. Please
correctthe address before proceeding."
*  “Contact<#>(<ContactFN><ContactLN>): Could notlocate the city, state, or zip in the US Postal Service
database. Please validate City and State or ZIP andresubmit.”
*  “Contact<#>(<ContactFN><ContactLN>): Ambiguous address.There weretwo or morepossible
matches. Please correctthe address and resubmit.”

If the address validation serviceis notavailable,the address will notbe validated and will be accepted as-is.In such
cases, the system will displaysome text similarto the following:

For Organizations:
*  "The addressyou provided for <Organization> could not be validated but will be acceptedas entered."”

For Contacts:

* "The addressyou provided for Contact<#>(<ContactFN><ContactLN>)couldnot be validated but will be
accepted asentered."

A separate message will be displayedfor each addressthatis validated, e.g.if thereare multiple addresses, a
separate message will bedisplayedfor each one,evenifthe addresses arethe samefor differentcontacts.

Address Validation Assumptions:
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*  Only the USand Canada addresses canbe validated.

* Novalidation of vendor address data will be done in the US Bank batchinterface

+ Novalidation of vendor address data will be donein the D&B interface

* Novalidation will be done on existing addressesthatare already in TPM.

* Novalidation of address data will be done forunsolicited profiles.

* Orgaddresscannotbevalidated during‘Add profile’ because the fields inthe ‘Corelnformation’ page are
in-editable.As such,the onlytime that unsolicited and existingTPM addresseswill be validated is after
they have been upgraded (i.e. viathe ‘Add profile’ process), as part of Org recordmaintenance.

+ If the address validation service is unavailable, no error messages will be displayed. The record will notbe

flagged.
+  This address validation servicewill NOT be performed on the Mailstop field.
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5 OPEN REQUESTS

You will beableto click onthe Open Requests linkon the TPM main page (or fromthe LMP2P Buyer Portal) to get
to a Request page. The Request page will offer the following3 view options:

- MyOpenRequests

- All OpenRequests

- Approval-Pending Requests

You will be able to selectany one of the options to display the correspondingview at a time

Only an LM user with a Buyer role (i.e. Buyer, CA, SA, AA) will be able to see the My Open Requests
option.

Only an LM user with a Corporate Administrator role will be able to seethe All Open Requests option.
Only an LM user with a Buyer Manager role will be able to see the Approval-Pending Requests option.

The system will display the following items for eachorganizationrequestin all three views:

Request ID: System-generated Id for this request

Vendor: Organization Name & Address

Status: Requeststatus

®* Date Requested: Date when the request was sent by Requester

®* Requester: Name of the LM User creating the request

Invitee Name: Name of the Main Contact to whom the requestis sent
Invitee Email: Email of the Main Contact to whom the requestis sent

The queuescanbe sorted by:
* RequestID
*  OrganizationName
+  Status
+ Date Requested (setto defaultsort)

The status categoriesare:
* Invited: Organization was senta request to complete their profile. Awaiting their response.
*  BuyerInProcess: LM Buyer is stillin the process of creating the request.
* Vendor In Process: Organization responded to the request but didnot complete theirinformation.

*  Pending LM Manager Approval: Request has been routedto LMBuyer Manager forapproval.
*  Pending Exostar Approval: Organization completed request and is awaiting EPAapproval.

51 My OpenRequests

When an LM User requests a neworganization, the status of that requestwill be setto Invited andwill bevisible to
the LM User in their My Open Requests list.
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rgani Request N 2 My OpenRequests  [INEESE Administrative
My Open
Request Type: My Open Requests ¥
%
ReguestiD * Vendor Status ¢ Date Requested * Requester Invitee Name: Invitee Email Actions
US TEST COMPANY 142 Vi Roak
110766413 399 EATON AVE Pending Exostar Approval 26 Jan 2009 Fnca M Lnca Kitty Vaz lsona vaz@exostar com ~iew Soquet
BETHLEHEM. PA 18025, United States
USTEST COMPANY 173 s Fomgal
113955517 899 EATONAVE Pending Exostar Approval 26 Jan 2009 Fnca M Laca seema gupta leona vaz@exostar.com e
BETHLEHEM, PA 18025, United States
US TEST COMPANY 783 N
13476469 899 EATON AVE Pending Exostar Approval 02 Feb 2009 Fnca MLnca Rose Brown rose brown40@exostar.com S
BETUI ELEM DA 48105 1inited Stasee

Screenshot 15: My Open Requests page

The LM user will have the ability to save a partially completed organizationrequest. This will save the requestwith
a status of BuyerIn Process and will make it visible in their My Open Requests list.

The system will onlydisplay requests created by the LM User thatis logged onto the currentsession.
The requests in the My Open Requestspage can be sorted by the header.

When arequestis automatically deactivated dueto a time out, the system will send anemail notificationto the LM
User that created the request.

If a requestis rejected by the organizationuser, itis automaticallydeleted fromthe LM User’s My OpenRequests
queue (as well as fromthe All Open Requests queue) and anemail notificationis sentto the LM User thatcreated
that request.

The number of results that are displayed per page canbe changed viaa dropdown listbox. Options will be 10, 25,
50 0r 100. Thedefaultreturnwill be 25 results. If the list of returned organizations exceeds 1 (one) page,click on
Next to view additional results. To move to a specific page, click on the page number.
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Screenshot 16: My Open Requests (Buyer Approver view)

Resume Request —You canresume requests thatarein the process of being created buthave savedtemporarily.
Resume workingon a requestby clicking Resume Request fromthe MyOpen Requests viewto continue with the
request.

View Request—You can view requests thatarecreated and arestill pending(Pending requests are any thathave
been submitted by an LM User, buthave notyetbeenapproved or denied by the EPA queue). You will be able to
view the details of anopen/pendingorganization request created by you by clickingthe View Request link beside
the request. ClickingView Requests displaysthe Organization Summary page forthatorganizationin read-only
mode.

Clicking Close on the request details page returnsyouto the My Open Requests page.

The LM User will be able to view the details of arequestfor an organization thatis already subscribedto LMP2P by
clicking the View in LMP2P link beside the request. Upon clicking this link, the user will be taken directly into
LMP2P to view the organization's details.

Delete Request —You can delete arequested youcreated as longas the requestis still in Invited status, e.g. has not
been acted on by the organization user. Resume/Viewwill be mutually exclusive, e.g. you will have the choice of
oneor the other. You will beableto deletea requestthatyou created, ifithas not been picked up by the
organization. ClickingDelete beside a particular requestwill promptfor confirmation. Upon confirmation, the
system will delete the request from your queue.

If arequestremainsin any one state for up to 90 days (configurable), the systemwill automaticallydeactivate that
request, deletingit fromyour queue. This will be updated in the TPM and sentto EMDM.

Note: Auto-deletionof stale requests will not applyto those in Pending Exostar Approval status (RFC3263).
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52  All Open Requests

The AllOpen Requests viewwilldisplay all requestscreated by the currentuser,allrequestscreated byother LM
buyers,andall requests thatare pendingapproval.Available actions will be: View,Delete.These will work the
same way as in the My Open Requests view.

You will be able to sort the results by the headers on the All Open Requests page.

Change the number of results that are displayed per page via a dropdown list box. Options will be 10, 25, 50 or
100.The default return will be 25 results.

If the list of returned organizationsexceeds1 (one) page, click on Nextto viewadditional results. To moveto a
specific page, clickon the page number.

View Request

An LM User with the role of Corporate Administrator will be able to view the All Open Requests option. They will
alsobe ableto viewrequests thathave notyetbeensubmitted by the buyer/requester,e.g.requests thathave the
status of BuyerIn Process.

The Corporate Administrator will be able to filter the display of requests by Organization Name. To filter the
requests displayed, enteran organization name or partof an organizationname and click Search. This will modify
the list of requests displayed per the searchcriteria entered.

Delete Request
An LM User with the role of Corporate Administrator will be able to delete requestsfrom the All Open Requests
view that are in any one of the following states:

- Pending LM Mgr Approval

- Invited

- BuyeriInProcess

- Expired

When arequestis deleted by a Corporate Administrator, an email notification will be send to theLM Userthat
created thatrequest. If therequestis deleted by its creator, no email notification will be sent.

53  Approval-Pending Requests
The Approval-Pending Requests view willdisplay all requests that are pendingapproval. Available actions willbe:
Process. (See earlier description of this for more details).
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6 ORGANIZATION PROFILE MANAGEMENT

6.1  Profile Update
The LM User and Org Adminroles willbe able to modify an LMP2P organization’sinformationin the Organization
Summary pages. Whenan organization's information has been modified by anLM Useror EPAor bya system(e.g.
as aresultof a D&B Refresh), the system will send anemail notificationto the Org Admin(s) with a list of the fields
that have been modified.

Upon savingthe changes made, all organization profile updates will be sent to EMDM.

6.2 Upgrade Profile Type/Flag
This use case assumes thatan organization isan LMP2P organization, and thereforealready has atleast1 (one)
Organization Profile Type. Updating anorganization’s profile type will always be initiated by an LM User.

An LM User (with role Buyer, AA, CAor SA) will have the ability to add additional profile typesand flags (with the
right permissions) to an organizationthatalready existsin LMP2P.To initiate this process, the LM User will click
the Modify P2P Profile/Flag on the Organization Summary page.Thiswill display the Basicinformation screen.
They will be able to add profileand/or clearany of the non-user flags and then submit the request.

Note: The organization's core information willbe in-editable.

ATest™ - Org Summary

Organization Summary
V' Business Description
V' Company Profile

v Alerts

V' Socio.economic

V' Sell.cerification

V' History

V' Foreign (Non-U.S.) /
Domestic (U.S.) Owned

V' Payments/Remittance
v/ Contacts
V' MAG Information

’ L&
I" fity PZP profile/Mag I

Screenshot 17: Modify P2PProfile/Flag
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Only aCAwill beableto clear the Non-eCommerce, IWTAand Government Entity flags froman organization's
profile.

Note: Whilethe SAcan setthe IWTA and Government Entity flags (and NOTthe Non-eCommerceflag),they
cannotclear/un-flagit.

Request Organization - Basic Information

B search and continue to request a new organization

« To skip the D&B Search, you must ation Name, Address 1, City, State, ZIP, and Country
Organization Name: DUNS Number: (Enter numbers only, no dashes or spaces)

Address 1

(Need physical address, no PO Box) Address 2:

City: StatelProvince:
(Enter IS0 two character values, e.g., NY for New York)

Zip/Postal Code: Country: | Please Select

Active

Sfiles
Profile Type

Profile
rder is needed)
@l Full (Select if purchase orders will be placed) S —
nira-L Martin Work r Agreement (IWTA)
@ RFx QAWith L
¥ QA
Non PO Non-eCommerce
@ PIMRequ
P-Card .
Do Not DUNS (Select this option to skip the D&8 Search)

Screenshot 18: Basic Information page

If an organization already has user-enabled profiles,i.e.if itis already setupas having users,it cannotbe changed
back to nothaving users. This means thatthe Non-eCommerce, IWTA and GovernmentEntity flags cannot be
changed fromnotbeing setto being set. The only waythat this canhappenis ifan orgrequestis madeto clear any
oneoftheseflags, and therequestis deleted by the LM CA, orrejected bythe Org Admin or EPA.

If the organization was previously a Fullprofile and either oneof the Non-eCommerce, IWTA or Government
Entity flag was set,and nowtherequestwas to cleartheflag, this will initiate an invitationbeing sent to the
organization's Main Contact, asif this was anewrequest.

Note: TheLMUser experiencewould bevery similar to the RequestNewOrg process, exceptthatsinceall of the
profileinformation would alreadyhave been provided, both the LMUser and the Organization Admin would be
able to getthrough the process much quicker.

If the organization was previously an RFx or QA w/usersprofileand either oneof the Non-eCommerce, IWTA or
Government Entity flags was set,and nowthe requestwas to clearthe flag, this will initiate the process where the
LM User specifies the MAG officers and submits the request to the EPA.

When an organizationis goingfrom being LM-managed (e.g. Full, Non-eCommerce = true) to vendor-managed
(e.g.Full, Non-ecommerce =false),if the LMuserhadpreviously providedvaluesin the self-certification fields, the
Org Admin will not be required to do so again. They will however be forced througheachscreen as during the

regular Organization Registrationprocess,and sowill have a chance to view/confirmthe entrieson thatscreen.
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The Expedited, QA w/ users and Do Not DUNS flags will only be allowed to be set to True during create or upgrade
requests.

Once set, the Expedited, QA w/ users and Do Not DUNS flags cannot be reset. Functionality to be able to resetthe
Do Not DUNS flag willbe implemented ina future TPM release.

The Expedited flag interferes with the Non-eCommerce, IWTA and GovernmentEntityflags such thatif set, these
flags cannotbe changed. Assuch, if the Expeditedflagis set, it would needto be cleared before an LM Usercan
clear any of the Non-eCommerce, IWTAor Government Entityflags. The processfor clearingthe Expedited flagis
manual. Therequestto do this will need to be made outside of the system, by an LM CA or SAto Exostar.

Oncean organization withusers (i.e. Full, not flagged as IWTA/Non-eCommerce/Govt Entity, RFx & QA with
users)is created (during the RequestNewOrg process), the systemwill automatically disable the QA with users
flag so thatit cannotbe clicked on duringthe Add Profile process.

The LM user will be able to Skip the D&B search during Modify P2P profile/flag much liketheywouldduring the
initial creationof an organization, taking them directly to the Organization Summary pages

If the LM User chooses the Search D&B option, the system will display the D&BSearch results page, fromwhich
the LM User will be able to selectthe organization and proceedto the Organization Summarypages.The same
rules forsynchronous andasynchronousloading will apply here as theydo during the RequestNewOrg process.

6.3 FULL Profile
Oncethe LM User submits therequest, if the Fullprofileis beingadded and the organization is newto MAG (for
instance, if itdid notpreviously have anyusers), the systemwill display the Invitationpage with the following
fields:
Organization Name

- Exostar ID

- MPID

- DUNS Number

- Full Name of Invitee

- Email Address ofinvitee

- Additional Instructions/Comments

All fields willbe read-onlymode, exceptthe Additional Instructions/Comments. The Full Name and Email Address
fields will be automatically pre-filled withthe Main Contactinformation. Submittingthis requestwill send anemail
notificationto the POC (same as during Request New Org).

If the organizationis already registered in MAG, the systemwilldisplay the Invitation page same as above,
however upon submission of the request, the invitationwillautomaticallybe sentto all Org Admins for that
organization, in addition to the POC.

If the LM User is adding a Full profile to an organizationthat is alreadyregistered in MAG, theprocess is completed
oncethe invitation is accepted by the Organization Administrator.
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6.4 RFxor QA w/Users Profile

If an LM User is adding an RFx or QA with users profile to an organizationthatis NOT registeredin MAG,then once
the LM User puts ina requestto thatorganization in TPM, the system will kickoff the EPA approval workflow
similar to the way that it does for the Request New Org process.

If an LM User is adding an RFx or QA with usersprofileto an organizationthatis already registered in MAG, then
oncethe LM User putsin arequestto thatorganization, the process will be completed, .e.g.no workflows (suchas
the EPAworkflow) will be kicked off.However,if the organization didnotalready havean LMP2P App Admin (e.g.
if this is an SCP org forinstance), then when theLM User submits the request, the systemwill displaythe Invitation
Confirmation page to the LM User with the optionto add instructions.

Note: This is different from the way that it works during the Request New Org process.
Upon submissionof the request, the invitationwill automaticallybe senttoall OrgAdminsfor thatorganization.

If adding a QA withusers profile to an RFx org, the system will automaticallygray outthe QA with usersflag,
making itread-onlysuchthat the LM User is notableto selectit. If an RFx profileis being addedto a QA with users
organization(or vice versa), the LM User will not be required to specify any Org Admin, Company Contact, or
LMP2P AppAdmin.

6.5 NonPO/PCard/QA without Users Profile
Adding a NonPO, PCard or QA without users profile to an organization will work thesame way as it does during
the Request New Organizationprocess.

An LM User will not be able to add a QA with users profile to a QA organization.

An Add Profile requestcannotbe made while a previous requestis active, i.e.anLM User will notbe ableto add a
profile to an organizationif a requestis open forthat organization.

6.6 Sample Add Profile Use Cases

The following sectionidentifies some of the basic Add Profile use cases thatwill be availablein the TPM,and what
the system behavior will be for each:

Use Case #1:

Use Case Name: Add Full profile to NonPO/PCard/QA without users profile
Pre-Conditions: Organizationalready exists in MAG (e.g. for SCP)
Post-Conditions: Organization has the Full profile type

Step— User User action System response

1—-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 —LM User Click Add LMP2P profile Display Basic Information page
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admin ->AcceptLM TPA-> Submit
request

4 —LM User Select Full (system auto checksall Display Org Summary pages
unchecked profiles except PCard if
unchecked), Click Skip D&B

5—LM User Provide all required info for Full Display Invitation page with option for
profile; LM User is NOTpromptedto additional comments only
specify LMP2P App Admin. Click
Invite

6 —LM User Submit invitation Invitations will go to all Org Admins for

that Org.
7 —Org Admin Clicklinkinemail Display Org Summary pages
8 —Org Admin Fill in all attributes, specifyLMP2P App | Update orgrecordin TPMto reflectnew

profile andattributes.

Alternative Path

4 —LM User Select Full (system auto checksall Display D&B Search Results page
unchecked profiles except PCard if
unchecked), Click Search D&B

5 —-LM User Selectan org (synch) Display Org Summary pages

Use Case 1: Add Full profile to NonPO/PCard/QAwithout users profile

NOTE: If Orgis new to MAG, they will be prompted to accept the Exostar Master Service Agreement
(MSA). If Org has previously agreed to agreements for SCP, FP, RSP and/or RRGSP, they would not
need to do so again and no amendments will be necessary.

Use Case #2:

Use Case Name: Add Full profile to NonPO/PCard/QA without users profile
Pre-Conditions: Organizationis NOT in MAG
Post-Conditions: Organization has the Full profile type

Step— User User action System response

1-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 —-LM User Click Add LMP2P profile Display Basic Information page

4 —LM User SelectFull (system auto checksall Display Org Summary pages
unchecked profiles except PCard if
unchecked), Click Skip D&B

5 —LM User Provide all required info for Full Display Invitation page with POCinfo
profile; LM User is NOTprompted to pre-filled andoption for additional
specify LMP2P App Admin. Click comments
Invite
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6 —LM User Submit invitation Invitations will go to POC
7 —Org Admin Clicklinkinemail Display Org Summary pages
8 —Org Admin Fill in allattributes, specifyOrgAdmin, | Route workflow to EPA
Company Contact & LMP2P Appadmin
-> Accept Exostar MSA -> AcceptLM
TPA ->Submit request
9 —EPA Approve request Update orgrecordin TPMto reflectnew

profile andattributes; Send MAG
credentialsto Admins

Alternative Path

4 — LM User Select Full (system auto checksall Display D&B Search Results page
unchecked profiles except PCard if
unchecked), Click Search D&B
5 —LM User Selectan org (synch) Display Org Summary pages
Use Case 2: Add Full profile to NonPO/PCard/QAwithout users profile
Use Case #3:

Use Case Name: Add Full profileto RFx or QA with usersprofile
Pre-Conditions: By default, Organization already existsin MAG
Post-Conditions: Organization has the Full profile type

Step— User User action System response

1-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 —-LM User Click Add LMP2P profile Display Basic Information page

4 — LM User Select Full (system auto checksall Display Org Summary pages
unchecked profiles except PCard if
unchecked), Click Skip D&B

5 —LM User Provide all required info for Full Display Invitation page with option for
profile; Click Invite additional comments only

6 —LM User Submit invitation Invitations will go to all Org Admins for

that Org.

7 —Org Admin Clicklinkinemail Display Org Summary pages

8 —Org Admin Fill in all attributes ->AcceptLMTPA-> | Update orgrecordin TPM to reflectnew
Submit request profile andattributes.

Alternative Path
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4 —LM User Select Full (system auto checksall Display D&B Search Results page

unchecked profiles except PCard if

unchecked), Click Search D&B

5—-LM User Selectan org (synch) Display Org Summary pages
Use Case 3: Add Full profile to RFx or QA with users profile

NOTE: If Orgis newto MAG, they will be promptedto accept the Exostar Master Service Agreement
(MSA). If Org has previously agreed to agreements for SCP, FP, RSP and/or RRGSP, they would not
need to do so again and no amendments will be necessary.

Use Case #4:

Use Case Name: Add RFx to NonPO/PCard/QA without users profile
Pre-Conditions: Organizationalready exists in MAG (e.g.for SCP)
Post-Conditions: Organization has the RFx profiletype

Step— User User action System response

1-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 —LM User Click Add LMP2P profile Display Basic Information page

4 —LM User Select RFx, Click Skip D&B Display Org Summary pages

5—LM User Provide all required info for RFx Display Invitation page with option for

profile; LM User is NOTprompted to additional comments only
specify LMP2P App Admin. Click Invite

6 —LM User Submit invitation Invitations will go to all Org Admins for
that Org.
7 —Org Admin Clicklinkinemail Display Org Summary pages
8 —Org Admin Fill in all attributes ->Specify LMP2P Update orgrecordin TPMto reflectnew
App Admin. No Acceptanceof LM TPA | profile andattributes; Send MAG
> Submit request credentials to LMP2P App Admin (if new|
to MAG)

Alternative Path

4 —LM User SelectRFx, Click Search D&B Display D&B Search Results page
5 —LM User Selectan org (asynch) Display Org Summary pages
Use Case 4: Add RFx to NonPO/PCard/QA without users profile

Use Case #5:

Use Case Name: AddFullto NonPO/PCard/QA without users profile & flagas IWTA,NeC or Govt Entity
Pre-Conditions: Organizationmay or may not already exists in MAG (e.g. for SCP)

Post-Conditions: Organization has the Full profile type with flag IWTA, NeC or Govt Entity
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Step— User User action System response

1-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 —LM User Click Add LMP2P profile Display Basic Information page

4 — LM User SelectFull, SelectIWTA,NeC or Govt Display Org Summary pages
Entity, Click Skip D&B

5 —-LM User Provideall required infofor Full profile| Update orgrecordin TPMto reflectnew
-> Click Submit Request profile andattributes.

Alternative Path

4 — LM User SelectFull, SelectIWTA,NeC or Govt Display D&B Search Results page
Entity, Click Search D&B

5 —LM User Selectan org (synch) Display Org Summary pages

Use Case 5: Add Full to NonPO/PCard/QAwithout users profile & flag as IWTA, NeC or Govt Entity

Use Case #6:

Use Case Name: Add RFx to QA with users profile
Pre-Conditions: By default, Organization already exists in MAG
Post-Conditions: Organization has the RFx profile type

Step— User User action System response

1-LM User Performorgsearch Display search results

2 —LM User Click View/Edit beside anorg Display Org Summary pages

3 -LM User Click Add LMP2P profile Display Basic Information page

4 —LM User SelectRFx, Click Skip D&B Display Org Summary pages

5 —LMUser Provideallrequired infofor RFx profile| Update orgrecordin TPMto reflectnew
-> Click Submit Request profile andattributes.

Alternative Path

4 —LM User SelectRFx, Click Search D&B Display D&B Search Results page

5 —LM User Selectan org (asynch) Display Org Summary pages

Use Case 6: Add RFx to QA with users profile
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7 ALERTS & NOTIFICATION

71 Organization Debarment & Other D&B Alerts/Critical Events

Exostar will receivethe following critical eventnotifications fromD&B and will setthe correspondingflagsin the
vendor masterandsendupdated organizationrecordto EMDM:

*  Debarment

+  Outof Business

+  High Risk
*  Bankruptcy
*  Paydex

NOTE: LM will be responsible for sending out all critical event notification emails to various Site
Administrators forthe impacted purchasing organizations. LM will also handle all blocking logic (procure
block & payment block).

If upon D&B refreshanyone of these fields is cleared, this update will be sentto EMDM.

The valid values foreachof the alert codes will be as follows:

Debarment Code: D=Debarred, N / Blank=Not Debarred, F=Family Debarred. Default is blank.

Out Of Business ID: F=Business discontinuance with outstanding debt, Blank.

High Risk: H-R = High Risk(business whichexhibits characteristics of a fraudulent business), B-D = Business
Deterioration (business which exhibits significantsigns of financial distress or operating difficulty, including
businesses that may be on the verge of failure), Blank.

Bankruptcy: B=Open bankruptcy, N=Bankruptcyhas been closed, dismissed, discharged, void, or never bankrupt.
Paydex: A numerical score characterizing the payment experiences of a business, Blank.

Exostar will automatically send anemail notificationto a specified LMdistributionlistevery time one of these
alerts ornotifications is received from D&B.

72 Organization Mergers & Acquisitions per Dun & Bradstreet Load/Refresh
Exostar is responsiblefor updatingthe organizationinformationin caseof Mergers & Acquisitions. This information
will be reflected in the organization information.

73  Denied Parties List

Exostar will disable all organizations thatarein the Denied Parties list. If the organization’s accountis deactivated
by Exostar, anupdate willbe sentto EMDM.

If the organization is an LMP2P subscriber, the EPA will sendan emailalert of this event.
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8 REPORTS

The LM User will have the ability to generate the following types of reports from the LMP2P Buyer Portal:
- Profile Registration Report
- Profile Expiration Report

- D&BRefresh Report (Onlya CAcangenerate thisreport).

Only LM Users with the following roles willhave the ability to run the Profile Registration and Profile Expiration
reports: LM Buyer, CA, SA and AA.The regular Viewer role (i.e. Inquiry only) will be not able to do so.

Organization Search Request New Organization My Open Requests Reporls

TPM Reports

Profile Registration Report

From: To:

Search solicited organizations only ) Business: | g

View Report

Profile Expiration Report

From: To:

CViow Roport

Screenshot 19: Reports Page

81 Profile RegistrationReport

The purpose of the Profile Registration Reportis to provide the numberof organizations thathave registered or
changed their profile in the Exostar Customerinformation Centerwithin the past calendarmonth.

An LM User (with the appropriate permissions/authorization) will have the ability to generate the Profile

Registration reporton an as-neededbasisby clicking Reports fromthe LMP2P Buyer Portal. This will display a
Reports page.

Copyright ©2020 Exostar LLC. All rights reserved Page 36 of 38



TPM LM Buyer Help Document

EXOSTAR

We build trust.

In the Profile Registration Reportsection of the Reports page,the LM User will be able to selectvarious criteria
fromthe following options against which the reportwill be run. Upon specifying the desiredcriteria andclicking
View Report, the system will generate the report.

Organization Search Request New Organization My Open Requests

Profile Registration Report

Profile Registration Report generated on Mon Nov 11 10:13:22 EST 2019
Note: All dates are based on Greenwich Mean Time (GMT). There may be a time lag between when the organization profile is created and when it shows up in this report
Date Registered Changed Deactivated
10/2018 4 1297 0

11/2018 3 1128 2

12/2018 3 1058 0

Year 2018 Totals 10 3483 2

1/2019 6 1372 0

212019 3 1319 0

3/2019 7 1670 0

4/2019 8 1330 0

5/2019 5 573 0

6/2019 3 579 0

712019 14 600 8

8/2019 10 718 0

9/2019 3 575 0

10/2019 9 647 1

11/2019 1 252 1
Year 2019 Totals 69 9635 10
Grand Totals 79 13118 12

O E3

Screenshot 20: Profile Registration Sample Report

o The Profile Registration Reportwill display yearly totalsatthe end of each year,andwill display grand
totals at the bottom of the page.

Clicking Close will close out the report, returning the user to the Reports page.

Clicking Print will displaythe standard printcommandwindow fromwhichthe user canprinta copy of the

report.
[ ]

Clicking Save will displaythe standardsave command windowwherethe user canspecifythe filename
and location thatitshouldbe saved to.The LM User will have the ability to save the Profile Registration
Reportin .CSVformat (viewable using Microsoft Excel).
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82  Profile Expiration Report
The purpose of the Profile Expiration Reportis to provide a listof organizations whose certification oftheirprofile
has expired oris about to expire, dependingon the date rangespecified by the user.

An LM User (with the appropriate permissions/authorization) will have the ability to generate the Profile
Expiration Reporton an as-needed basis by clickingReportsfromthe LMP2P BuyerPortal. This will display a
Reports page.

In the Profile Expiration Reportsection of the Reports page, the LM User will be able to selectvarious criteria.

Upon specifying the desired criteria andclicking View Report, the system will generate thereport.

If no From and To dates are specified, the systemwill display allexpiredorganizations going back for 1 year,e.g. all
organizations whose Expiration Dates fall within the last year.

Organization Search Request New Organization My Open Requests
Profile Expiration Report
d o 110:19:12 EST 2019
es back 90 days. Expedited profiles that have been expired for 90 days or more have been expunged from the system and are not displayed
1203 4567 8 9 MM 1213 6T B N

Expiration Date ¢ Reason = Status ¢ Organization Name 3 ExostarID ¢ DUNS 3 Contact Name ¢ Contact Phone Number ¢ Contact Email Address Country Org Profile Type +
21841:11 Nore-can 3y Expired | AEROTEX UK LLP 119703653 732806836 | Richard Moser 01252540693 ichard moser@aerotex.co.uk Unked Full RFx QA Non-PO
06:40:48.023 expiration Kingdom
21644 No re-cart 28 Expired | HYDRASEARCH €O, INC 115890488 073762221 DAVID CAREY 410.643.8933x120 | dearsy@hydrasearch com Uect Sinten:| - REKGANo-PD. P
08:11:39 677 expiration Card
2018-11-11 No re-cert 3.yr » . "

Expired | WEAVER MANAGEMENT GROUP LLC 18477008 067027875 Jack Weaver 6014827966 Imgdiversified@gmail com United States ' Full RFx QA Non-PO
08:54:14 54 expiration
s Wit Expired | SPECIALIST COMPUTER CENTRES PLC 114395299 227720521  Abigail Carr 44 121766 7000 abigail car@sce.com o Full RFx, QA Non-PO
100601673 expiration Kingdom
Ly Boresoan;37 Expired | LOCKHEED MARTIN SIPPICAN, INC 104068167 032046666 | Karen Borges 7745536137 Karen  borges@imco.com United States | Full RFx QA Non-PO
121113607 expiraion
A Heis et Sy Expired | METAL CONCEPTS, INC 113365232 173373325 AMY STALLINGS  757-627-9101 sales@metalconceptsinc.com Unked States | FULRFXQANoR-FO,P-
124318257 expiraion Card
20181111 No re-cent-3yr y
i b Expired | GEORGIA PORTABLE BUILDINGS INC 111256982 847578549 DAVE MORRIS 770.94246367 david@gaport com United States | Full RFx QA Non-PO
2018-1-11 No re-cent-3yr . :

Expired | WIRE AND CABLE YOUR WAY LLC 116803502 030620663 Seth Harris 708-320-6720 seth@vireandcabletogo com United States  QAP-Card
14:3326 367 expiration
201811411 No re-cont-3yr UNKNOWN -
e e Expired | NATIONAL BUSINESS GROUP ON HEALTH 14912839 o 202558 3000 2@2.C0M United States Non-PO P-Card
2018-1-11 No re-cert-3yr ) ) i

; Expired | GENERATEURS DE BROUILLARD MDG LTEE, LES 114841528 255273054 Manon Grenier 5142726040 info@ndgfog com Canada QA
145438883 expiration
2018-11-11 No re-cert-3yr ) ) . - g
] skt Expired | WESTLAND TECHNOLOGIES, INC 86964 825317134 Tegan Moncrief 2005716407 tmoncrief@westlandiech com United States | Full RFx QA Non-PO
2018-11-11 No re-cert-3-yr % v
i sl Expied PV LABS INC 117742693 253628986 Declan Keogh 905-667-7223 dkeogh@pv-labs com Canada  FUlRFxQANon-PO
21531 No re-cart-3:yr Expired  MODULAR COMFORT SYSTEMS, INC. 5217 055272777 | STEVE MILLER 315-484-9048 smiller@mcsmms com Unied States | TUILRFX.QANon-£O P-
16:3512 787 expiration Card
Screenshot 21: Profile Expiration Report
[ ]

Clicking Close will close out the report, returning the user to the Reports page.

*  Clicking Print will displaythe standard printcommandwindow fromwhichthe user canprinta copy of the
report.
[ ]

Clicking Save will generate reportin the formof a MicrosoftExcel spreadsheet. The LM User will alsohave
the ability to save the Profile Expiration Reportin .CSV format. The LM User will be able to use the
standardsave commandwindow to specify a filename and location.
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