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Overview
The purpose of this document is to provide information on the Buyer-side of the Partner
Information Manager (PIM) application. This guide outlines the following:

e Access information

e Dashboard overview

e Applicationnavigation

e Reporting

Exostar’s Partner Information Manager (PIM)

Exostar’s Partner Information Manager (PIM) is a risk management tool that leverages
information from trusted sources in order to provide a Buying Partner with a Supplier’s current
and potential risk and impact.

PIM allows an organization to complete a questionnaire (e.g. Cybersecurity, NISTSP 800-171, or
Conflict Minerals) once forthe partner organization and then latershare, with the organization’s
approval, the same results with other contractors who may also be using the organization’s
products and services. This ask once and share model reduces the burden of completing multiple
guestionnaires. Additionally, PIM provides contractors with a consistent set of minimum cyber
security expectations for Suppliers.

Please see the PIM Form Resources page for additional information about each specificform.
The followingsections provide a brief overview of each form’s purpose.

Cybersecurity Questionnaire (CSQ)

The Cybersecurity Questionnaire was developed to measure a partner’s cybersecurity capability.
The information a Supplier Partner provides helps them understand their organization’s
cybersecurity posture. The questionnaire also helps Buying Partners manage risks with sharing
sensitive information.

NIST SP 800-171 Questionnaire

The Department of Defense (DoD) now requires all its contractors to protect Covered Defense
Information (CDI). As such, the department modified its Defense Federal Acquisition Regulation
Supplement (DFARS) to address the safeguarding of CDI. The DFARS clause 252.204-7012 requires
covered companies to use the cyber safeguards described by the National Institute of Standards
and Technology (NIST) in Special Publication (SP) 800-171, which NIST created, specifically, for
commercial companies who do not operate federal information systems, but who receive or
create CDI to perform defense contracts.

The information a Supplier Partner provides in the NIST SP 800-171 questionnaire is used by

Buying Partners to determine a business’s security posture with respect to the required NIST
security controls.

Copyright © 2020 Exostar, LLC All rights reserved. 4


https://my.exostar.com/display/TE/PIM+Form+Resources

EXOSTAR'

Concise DFARS / DFARS 252 CS

Priorto PIM 2.4, some Buyers expressed aninterestinaConcise NIST/DFARS form, to give buying
organizations a high level snapshot of a Supplier’s NIST compliance and CDI flow down
obligations. Buyers could then make a decision as to whetheror not they need specificSuppliers
to submita full NIST form, with answers to all 110 controls. This resultedin the development of
a shorter and concise NIST/ DFARS form.

As per thisimplementation, Suppliers are invited to complete the concise form much as theyare
invited to complete other PIM system forms.

Conflict Minerals Questionnaire

The Conflict Minerals Reporting Template is a free, standardized reporting template developed
by the Conflict-Free Sourcing Initiative that facilitates the transfer of information through the
supply chain, regarding mineral country of origin, as well as smelters and refiners being utilized.
The questionnaire is used to determine Suppliers are using smelters recognized by and meeting
the CFSI standards.

Exostar’s Managed Access Gateway (MAG)

Exostar’s Managed Access Gateway (MAG) is a consolidated portal that provides identity and
access management as a cloud service for the Aerospace & Defense industries. The PIM
application is available through MAG. To access PIM, you are required to have a MAG user
account and an approved security credential. For more information on MAG, please visit
https://my.exostar.com/pages/viewpage.action?pageld=12124922.

PIM Access
Once your organizationis subscribed to MAG and PIM, and your Organization or PIM Application
Administratoraccepts the Terms and Conditions, you can access PIM. To access the application:
1. Log into your MAG account with an approved multi-factor credential. Approved
credentialsinclude:
a. Phone-based OTP
b. OTP Hardware Token with Proofing Upgrade
Federated Identity Service (FIS) Medium Level of Assurance (MLOA) Hardware
Certificates
Government-lssued Common Access Card (CAC)
Northrop Grumman OneBadge
NASAPIV Card
Enterprise Access Gateway solution.

@m0 o

NOTE: You must use Internet Explorer.

2. Once you log into your MAG account with your multi-factor credential, verify the
credential strength inthe upper right hand corner of your screen.

Copyright © 2020 Exostar, LLC All rights reserved. 5
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NOTE: The below example shows the user logged in with an MLOA Hardware Certificate. If the
credential strength says Username and Password, you are not logged in with a multi-factor

credential.
User : Davida Evans(evansd_3001) | Organization : Exostar LLC ‘ Credential Strength : Medium Hardware Cert l
Home My Account Administration Provider Administration Registration Requests Customer Support Reports Adoption
My Applications Legend: o Active f} Action Required @ Access Pending X Access Suspended -

3. Onyour Home Dashboard, locate the PIM application, and click Open Application.

PIM Open Application
Partner Information Manager L4

NOTE: If you see a status other than Open Application, please use the Legend or reference the
PIM FAQs for assistance. If you see a message saying Login Requirements Not Met, you did not
login with the correct credential strength.

PiM ] Last Access Diate: 14 Jul, 2016 03:30 PM EDT
Partner Information Manager o Login Requirements Not Met - Help

If you do not see PIM on your Home dashboard view, please contact Exostar Customer Support.

Invite Suppliers to Complete Forms
To invite a Suppliertoaccess and complete questionnairesin PIM:
1. Log into Exostar’'s Managed Access Gateway, as an Adoption Administrator and access
the Adoption tab.

Home My Account Registration Requests Reports Adoption

» Use the Adoption Module to search for and invite users and organizations to access applications.
* To access your completed and pending invitations click on "View Existing Invitations'.
+ To initiate an invitation, click on 'Begin New Invitation'.

View Existing Invitations
Begin New Invitation

Need additional help? - Refer to the Adoption Administrator Guide.

2. For step-by-step instructions on completing the invitation process, please refer to the
Adoption Administrator Guide.

Copyright © 2020 Exostar, LLC All rights reserved. 6
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3. When using the Adoption Module to subscribe a company to PIM, select the
questionnaires (forms) youwould like to invite them to.

Application Name Detail

~

Form Name

Applications: [0 cyber Securi
PP M Partner Information Manager Forms: yber Security
[] NIST SP 800-171
[ conflict Minerals Reporting)
PIM Roles

If youare a MAG PIM Application Administrator, the system also designates you as an Application
Administratorin the PIM application.

The Application Administratorrole within PIMallows you to manage users in the application. The
Application Administrator can change a user’s role within PIM, deactivate a user’s PIM access, as
well as create and edit groups. You can find additional information about completing these
functionsin the Manage Users and Groups Tab sections of this guide.

Copyright © 2020 Exostar, LLC All rights reserved. 7
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Account Settings
To access your User Profile:

1. On your Home dashboard in the upper right corner, select the Me dropdown. Choose
either My Profile or Settings.

., o R
lrces  Help Alerts Me ©
+" Buyer View

Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

l Settings J

Log Out

NOTE: Both optionsredirectto your User Profile,and you can navigate between the two tabs.

2. To update your Contact Information, click Edit.

User Profile

2

Contact Information

Primary Phone*
Secondary Phone*

Email ld™

Name

Login ID
Organization
Application Rele

Settings

1234567890

shawnbull384@gmail.com

rutvij gusani

gusanir_4609@fis.evincibletest.com

My Automation Test QA_Org 5003 521 Victoria Court | Kingston , NY | US | 12401
Standard User Application Administrator

Edit

3. ClickUpdate once you complete your changes.

User Profile

2

Primary Phone*

Email Id™

Contact Information

Secondary Phone”

Name

Login ID
Organization
Application Role

Settings

1234567890

shawnbull384@gmail com

rutvij gusani

gusanir_4609@fis evincibletest.com

My Automation Test QA_Org 5003 521 Victoria Court | Kingston | NY US| 12401
Standard User Application Administrator

Copyright © 2020 Exostar, LLC All rights reserved.
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Under the Settings tab:
1. Modify necessaryinformation:
a. Update the Date/Time Format.

Date/Time Format

Time Zone America/New_York v

Date Format MM/ddryyyy v Time Format hh:mm v

b. Change your DefaultView underthe Application section orselect Default Groups.

NOTE: Selecting Default Groups allows you to view information associated with only those
Suppliers included in the selected default groups. This affects the Forms Activities and New
Partners widgets on your dashboard.

Application

Default View Default Groups __Select—

Buyer v

c. Manage Alerts settings.
d. Manage Email settings.

2. Click Save Changes to redirect back to your dashboard page.

Choose which emails and alerts you wish to receive. The choices can be changed at any time but only effect future alerts and emails.

Alert Email
Role updated Yes Capability Score below Level 3 Yes
Supplier Connected Reminder of a form to be expired Yes
Form Sharing Request es Reminder to complete a form Yes
Form Sharing Accepted es Form sharing has been requested Yes
Form Delegated to you When shared form has been Yes

updated by supplier

Form Delegation removed

8

Accepted form has been completed/
Shared Form was updated submitted
Form Sharing request has been Yes
accepted by Supplier

< < < < < < <

3

Form expiring within 30 Days

Supplier declined your form sharing request Yes You have been assigned a form to Yes
complete
Supplier opted out of sharing a form Yes

Save Changes

Copyright © 2020 Exostar, LLC All rights reserved. 9
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PIM Home Dashboard
The Home dashboard contains widgets that enable you to access information and perform

functionsin the application, as well as clickable iconsin the top header.

Please note the blue informationicon located next to each widget name. This displays a dialogue
box explaining the purpose of that particular widget. Select Partner Information Manager,
regardless of where you are in the application, to redirect back to the dashboard.

EXOSTAR | B &8 % o f mmm
“ Partnerlnformatlon ManagerG) My Org Reports Supplier LookUp Resources Help Alerts Me &

We build trust

MNotice No Announcements Available. 1 0 08 07/28/2020
AM

Forms Activities €

Form T  Supplier Y Scorel T Score2 T  Progress Y  Updated By T  Date

No records available.

Q0 o
New Partners €
Supplier 0 Connection Request Date T Connection Accepted Date T Status
Paris Corp 02/01/2019
Qo
Recent Activities ( 20 Days (i) View Al

Buyeror Supplier Dashboard View
Both Buyer and Supplier organizations can use PIM. An organization can be both a Buyer from

multiple Suppliers and a Supplier to multiple Buyers. To deal with these different business
situations, the PIM product allows users to view theirecosystem from a Buyer or Supplierpoint

of view.

Copyright © 2020 Exostar, LLC All rights reserved. 10



EXOSTAR'

The defaultview whenyoufirst access PIM is as a Buyer. If youare alsosubscribed as a Supplier,
and want to view as a Supplier, select Supplierfrom the Me drop down in the top header. Your

view automatically refreshes.
5 O R

rces Help Alerts Me @

Buyer View
Supplier View

Salima Adams (adamss_1400)

Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

Forms Activities Widget

The Forms Activities widget provides a quick view of forms shared by your Suppliers. Filter results
by using the filtericons available inthe columns, including a Group filter option that affectsonly
this widget. If no one accepted the form, it displays as Pending. Until the Supplier submits the
form, you cannot see the progress column or review the form. This widget also displays a
Supplier’sscore, if the Suppliersubmitted the form.

To navigate this widget:
1. Clickthe hyperlinked form name to redirect to the Supplier’s completed questionnaire.
2. Selecta partnerin the Supplier column to redirect to the Partner’s Profile.

Forms Activities @

Form Supplier Score 1 Score 2 Progress Updated By Date

No records available.

Copyright © 2020 Exostar, LLC All rights reserved. 11
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New Partners Widget

The New Partners widget provides alist of all your connected partners, as well asthe connection
status of each supplier. Click the hyperlinked Organization Name to redirect to that Supplier
Partner’s profile.

New Partners €@
Supplier Connection Request Date Connection Accepted Date Status

Paris Corp 02/01/2019

Recent Activities Widget
The Recent Activities widget on your Home dashboard provides a 30-day timeline of all activities
witha SupplierPartner.

Recent Activities View All

QA_Automation_Test_34 Form Conflict Minerals Reporting has been accepted
QA_Automation_Test_34 Form NIST SP 800-171 R1 has been accepted
QA_Automation_Test 34 Form CYBERSECURITY QUESTIONNAIRE has been accepted

QA_Automation_Test_34 Connection Accepted

QA_Automation_Test 31 Form Conflict Minerals Reporting has been accepted

NOTE: Click the hyperlinked Organization Name to redirect to that Supplier’s profile.

My Org
This option, located in the top header menu, provides the following options and redirects to
those specifictabs on the Organization Profile page:
e Organization: This tab, also labeled as Profile, provides your organization's general
overview information, as well as access to the Supplier or Organization Profile.
e Users: This tab provides a comprehensive list of all users within your organization with
PIM access. If you are an Application Administrator, this tab also provides user-
managementoptions.

e Partners: Thistab providesacomprehensive list of all connected Partners (Buyers). Select
the Partner Name to view additional details.

e Groups: Thistab providesall group managementoptions, as well asa comprehensive lists
of all groups you created or PublicGroups created by Application Administrators.

Copyright © 2020 Exostar, LLC All rights reserved. 12




XOSTAR

e Forms: This tab provides a comprehensive list of all forms Buyers requested you
complete, as well as that form's status. If your organization shared the form, you can
selectthe form name to redirect to the Form Details page.

=

My Org Reports

Organization
Users
Partners
Groups

Forms

Reports
Thisicon navigatesdirectly tothe Reports homepage, listingall reports to which you have access.

@8%99

My Org| Reports JSupplier LookUp Resources Help Alerts

Supplier LookUp
This icon opensthe Supplier LookUp screen, which allows you to search Suppliersto whom you
are connected. You also have the option to export your search resultsto Excel.

B B & | * o R gmm

My Org Reports | Supplier LookUp | Resources Help Alerts Me O

Resources
This icon opens the PIM Form Resources page, which provides resources per PIM form, including
blank forms, completion instructions and resources, as well as scoring information.

B B 8 % |@ R Emm

My Org Reports Supplier LookUp [Resources| Help Alerts Me &

Copyright © 2020 Exostar, LLC All rights reserved. 13
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Help

Thisicon providesthe following drop down options: PIM Online Help and PIM FAQs. Both options
open their respective my.exostar.com pages, providing additional information on process
instructions and frequently asked questions.

= S

My Org Reports

% (@ |f mm=m

Supplier LookUp Resources| Help lerts Me O

Alerts

The Alerticonrepresents the number of alerts for your review. Click the icon toview a dropdown
of alerts. You can View All or Dismiss All.

= 8

My Org Reports

Supplier LookUp Resources

% ©| R |mm=m

Help | Alerts

Me @

Select View All to redirect to the Alerts page, containing alerts for the last 30 days. You can
Dismiss All or Dismiss one alert at a time. There is also a legend explaining the different alert

types.

Alerts (30 days)

Level T | Type T

Form
accepted

Form
accepted

Form
accepted

Connection
established

Form

accepted

Description

QA_Automation_Test_48 has accepted to share
their Conflict Minerals Reporting form with you

QA _Automation Test 48 has accepted to share
their NIST SP 800-171 R1 form with you

QA_Automation_Test_48 has accepted to share
their CYBERSECURITY QUESTIONNAIRE form with

you

You are now connected with
QA _Automation Test 48

QA_Automation_Test 47 has accepted to share
their Conflict Minerals Reporting form with you

Copyright © 2020 Exostar, LLC All rights reserved.

[ (S)Read A Critical

A In.fomlationa.l]

Organization Name T

QA_Automation_Test_48

QA_Automation_Test_48

QA_Automation_Test_48

QA_Automation_Test_48

QA_Automation_Test_47

Received

10/10/2017 08:46 AM

10/10/2017 08:46 AM

10/10/2017 08:46 AM

10/10/2017 08:46 AM

10/10/2017 08:39 AM

[ Dismiss __
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To manage alert settings:
1.

2. Navigate to the Settings tab, and Alerts section. Modify the alert selections as desired, by

In the top header, select Settings viathe Me drop down.

ECES

e B m=m

Help Alerts Me @

+" Buyer View

Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

choosing Yes or No. Click Save Changes.

Choose which emails and alerts you wish to receive. The choices can be changed at any time but only effect future alerts and emails.

Form Delegated to you

Form Delegation removed

Shared Form was updated

Form expiring within 30 Days

Supplier declined your form sharing request

Supplier opted out of sharing a form

3

3

< < < < < < <

Yes

Yes

Alert Email
Role updated Yes Capability Score below Level 3 Yes
Supplier Connected Reminder of a form to be expired Yes
Form Sharing Request es Reminder to complete a form Yes
Form Sharing Accepted es Form sharing has been requested Yes

When shared form has been
updated by supplier

Accepted form has been completed/

submitted

Form Sharing request has been Yes
accepted by Supplier

You have been assigned a form to Yes

complete

[ Save Changes

Me Drop Down

This drop down menu provides an overview of account options, and is broken up into the

followingsections:

you have both business needs.

Copyright © 2020 Exostar, LLC All rights reserved.
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e Account Information: This section provides your organization name and ID, as well as
your role. Select My Profile to update your account information.

e Settings: Select this option to update Date/Time Format, Application View (Supplier or
Buyer), as well as Alertand Email settings.

e Logout: Selectingthislogs you out of the PIM Application.

) g R Buyer View
irces Help Alerts Me &

+" Buyer View

Supplier View

Salima Adams (adamss_1400)
Prosperity Corp.
(Org ID: 116508825)
Application Administrator
My Profile

Settings

Log Out

Organization Profile Page

The Organization Profile page provides the following tabs for you to manage your connections,
users, groups, and to view forms shared with your company:

e Organization

e Users

e Partners
e Groups
e Forms

Copyright © 2020 Exostar, LLC All rights reserved. 16
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Profile Tab

TAR

Thistab providesinformation specifictoyourorganization, as well as access to your Organization

Profile.

Prosperity Corp.

Profile

General Organization Information

ORG ID: 116508825

Connection Type: Public

Status: Active since 11/30/2018

POC: Adams, Salima 6785679876 salima.adams(@exostar.com
Address: 154 Red Road, Bethesda, MD 67568, US

Tell us more about your organization via editing your extended Organization Profile*

"The information you provide will not be shared with orgbsnizalions outside of Exostar's community. Comglete as much information
as you wish, but the more information you provide, the better picture your partners and community members will have of your
organization.

Foreign Ownership, Influence and Control (FOCI) Status (&'

My organization DOES NOT HAVE foreign ownership, control of influence (FOCI).
My organization DOES HAVE foreign ownership, control of influence (FOCI).

UsersTab

If you are designated as an Application Administrator within the PIM, you are able to manage
users within the application. The Application Administrator can change a user’s role and

deactivate a

To edita use

user’saccess.

r:

1. ClickUsers via the Me drop down to redirect to the Users tab.
2. Click the Tools icon next to the user you want to manage. This icon only displays if you
are an Application Administrator.

Name

Salima Adams

Prosperity Corp.

Users

Last

Y UseriD Y  Email T Role T  Provisioned Y

adamss_1400@fis.evincibletest.com  salima.adams@exostar.com tandard User, Application Administrator 12/03/2018 04/30/2020

Updated

v

[¢]

NOTE: You can alsoselectany of the user’s hyperlinked information to open the individual user’s

profile.

Copyright © 2020 Exostar, LLC All rights reserved.
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3. From the User Management window, modify a user’s role, including your own, if
necessary.
4. Click Update to save your changes or Close to disregard.

User Management

User roles

Standard User
Application Administrator

User Status

Active

(o J e

NOTE: If you change a user’s role to Standard User, they lose administrative privileges within
PIM. If you deselect the Active checkbox, the user no longer has access to PIM after they log into

their MAG account.

Partners Tab
The Partnerstab providesa list of all Partners associated with your organization and the date you
connected withthem.

To navigate the Partners tab:
1. SelectPartners from the Me drop down, and select from the followingoptions:
a. SelectlListtoviewalistofall connected Partners and Connection Dates. Setfilters
by clickingthe filtericon ineach column.
b. Select the Connection radio button to view Supplier within a selected Group.
Select the Group from the dropdown menu.

Prosperity Corp.
Export To Excel @ List O Connection
Name Connection Date
Paris Corp 02/01/2019
(1] o
Copyright © 2020 Exostar, LLC All rights reserved. 18
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To view a Partner’s Profile:
1. Clickthe hyperlinked Name.
2. You are redirected to the Partner Profile page. Selectthe dropdown arrow next to Forms
Shared By to expand or collapse that section.

Globex Corporation

Organization Information Map
ORGID: 888838888 Unit
nitec
Connection Type : Public of Ar
Status : Active since 10432016 9
POC: Paterson, Tim 800-555-1212
Address : 7 W Jackson Bivd , USA, CA
Los Angeles fhoenk

Forms shared by Globex Corporation (1) B

FORM: CYBERSECURITY QUESTIONNAIRE OVERALL SCORE: 403 UPDATED: 02/06/2017

Forms shared with Globex Corporation (0)

3. Clickthe name of any formthe Supplier completed and submitted, to re-route tothe Form
Details page.

Groups Tab
Groups are a collection of Supplier companies invited to complete a form. Groups help simplify
viewingSupplierinformation.

For example, if you are purchasing parts to build an airplane wingand have 35 SupplierPartners
providing airplane wing parts, you can include these Suppliersin a single group. You can also
create reports usinga specific Group. Please reference the Reports sectionin this guide for more
information.

Select Groups from the Me drop down menu in the top headerto complete the following
processes:

Copyright © 2020 Exostar, LLC All rights reserved. 19
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Add Group
1. Navigate to the Groups tab. Click Add.
Prosperity Corp.
—Type— v n Clear + Add @ View [BiClone ® Delete

B Export to Excel
Name Description Partners Type Created By Last Updated

No records available

(o] ¢

2. From the Add Group dialog box, enter a Group Name and Description (optional) on the
Details tab.

Add Group

Details

*indicates required field
Group Name *

Description

Access Type @ Private O Public

@ Cancel

NOTES:
e |fyouare an Application Administrator, selectto make the group Public or Private. If you
are a Standard User, you can only select Private.
e Public Groups:
o Onlyan Application Administrator can create this group.
o Viewabletoall usersin the organization, regardless of userrole.
o Managed by any Application Administratorin the organization.
o AIllIPIM Users in the organization can clone, regardless of user role.
e Private Groups:
o AllIPIM users, regardless of user role, can create this group.
o Viewable bythe user who created the group and all Application Administratorsin
the organization.
o Cloned by the user who created the group and/or all Application Administrators
in the organization.
o Onlythe user who created the group can manage.

Copyright © 2020 Exostar, LLC All rights reserved. 20
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3. To add the desired Supplier Organizationsviathe Members tab, use the Search box.
NOTE: As you begin to type, the system displays matching results or enterthe space bar to view
a list of all Suppliers with which your organizationis doing business.

4. Selectthe checkbox nextto each desired Supplieror click the Select All button to select
all displayed suppliers. Click the Add button.
5. Once you complete customizing your group, click Save.

l Members

Enter a space to view a list of all Supplier partners

Supplier Organization Name Or Exostar ID v m

Exostar ID Supplier Name Y

Add Group

I I@ Cancel

View Group
To view a specificgroup:
1. From the Groups tab, selectthe desired Group and click the View button.

Prosperity Corp.
Groups
~—Type— v Lookup by Partner n Clear + Add @ View [OiClone X Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated Y
Training Team - adamss_1400 1 Private Salima Adams
<< @0

2. The View Group dialogue box displays the Details tab, includingthe name and
description. Click the Members tab to view Suppliersincludedinthis Group.
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NOTE: If you have permissionto manage the Group, the Edit button is active.

View Group

Details

* indicates required field.
Group Name * Training Team

Description

Access Type Private  Public

# Edit @ Cancel

3. Once you are done viewingthe Group, click Cancel.

Export All Groups

To exporta list of all Groups available toyou:
1. Onthe Groups tab, click the Export to Excel button.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear + Add @ View [C)Clone ® Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated b
Training Team - adamss_1400 1 Private Salima Adams
“« o ° » o O

2. The system downloads the list of groups displayed to an Excel file. Choose to Open or
Save.
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Export List of Suppliers from Specific Group
To exporta list of Suppliersfroma specificgroup:
1. From the Groups tab, selectthe desired Group and click the View button.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear + Add @ View [CiClone X Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated T
Training Team - adamss_1400 Private Salima Adams
<< @0

2. The View Group dialogue box displays. Navigate tothe Members tab and click the Export
to Excel button.

View Group

[¥) Export to Excel

Exostar ID Supplier Name Y

118141269 Paris Corp

« < o > 5 v | items per page

¢ Edit @ Cancel

3. The system downloads the list of all organizations in that specific group to an Excel file.
Choose to Open or Save.

Clone Group
To clone or copy a specificGroup and all the Suppliersinthe Group:
1. Onthe Groups tab, selectthe Group and click the Clone button.

Prosperity Corp.
Groups
—Type— v Lookup by Partner n Clear + Add @ View [DClone X Delete
B Export to Excel
Name Y  Description Partners Type Created By Last Updated b
Training Team - adamss_1400 1 Private Salima Adams
Mo o N &)
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2.

3. Navigate to the Members tab to add or remove organizations from the Group clone.
NOTE: If you choose to remove an organization, a confirmation message displays. Click OK.

In the Clone Group dialogue box, on the Details tab, review or edit the following

information:
a. Group Name
b. Group Description

c. Access Type (only Application Administrators can change this option)

Clone Group

Details

Group Name * Training Team

Description

Access Type @ Private O Public

* indicates required field.

4. Once you complete all desired changes, click Save.

Clone Group
Members
Enter a space to view a list of all Supplier partners
Supplier Organization Name Or Exostar ID v “
Exostar ID Supplier Name
118141269 Paris Corp ir Remove
(1) 5~
@ Cancel
Forms Tab
A form is a questionnaire a Buyer invites a Supplierto complete. The available Questionnairesin
PIM are:
e Conflict Minerals
e Concise DFARS / DFARS 252 CS
e Cyber Supply Chain Risk Management Questionnaire (CSCRMQ)
e CyberSecurity Questionnaire (CSQ)
e NISTSP 800-171
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Supplierformsallow you, as aBuyer, toview alist of shared forms, as well as forms you requested
from a Supplier, regardless of status.

To access Forms:

1. Navigate to the Forms tab viathe My Org drop down in the top header.
NOTE: Use the Groups drop-down menu to filteryour view by specificgroups.

Prosperity Corp.
| Forms

Note:(*) denotes form has expired.

[¥] Export to Excel
Form T  Partner T Last Updated T Status T  Expire On T
NIST SP 800-171 Paris Corp Shared
CYBERSECURITY QUESTIONNAIRE Paris Corp Shared

CONFLICT MINERALS REPORTING Paris Corp Shared

Form Details Page

The Form Details page displays how a Supplier Partner responded to a questionnaire and how
they scored. If a Supplier has not shared, completed, or submitted the form, you cannot click the
form.

To navigate the Form Details page:
1. Clicka hyperlinked form name from anywhere inthe application.

Conflict Minerals
[ ] Test Supplier 1 100% John Doe 04/26/2018

Reporting
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2. Clickthe percentage field orthe View dropdown to view additional information, including
how a Supplieranswered a specificquestionfora specificsection.

3.1. Access Control [ + View ']
3.2. Awareness and Training v View ¥
3.3. Audit and Accountability  View ¥
3.4. Configuration Management  vView ¥
3.5. Identification and Authentication v view ¥
3.6. Incident Response v View ¥
3.7. Maintenance o View v
3.8. Media Protection  view T
3.9. Personnel Security v View ¥
3.10. Physical Protection v View v

3. The Reports dropdown provides the option to download a blank questionnaire or a
Feedback Report on how a Partner responded.

Feedback (.Pdf)

Blank Form

Export (.csv)

A LW | i 2l

Supplier Lookup

The Supplier Lookup functionality, located in the top header menu, allows you to search for
Suppliers. There are two search views: Result and Map.

B B 8 % © R mmm

My Org Reports | Supplier LookUp ) Resources Help Alerts Me &

Result Search

To complete a search:
1. Selectto search by the Org Name/Org ID, Form, or Group from the dropdown menu.
2. Entersearch information. Click Search.

NOTES:
e The system allows for partial organization name searches, but not special character
searches.
e Use the filtericons locatedin each column to further refine your search.
e |[fthe namedisplaysin the list, you can still use the Search button.
e There may be a name or spellingproblemif the required Supplierdoes not display after
the search. You can try other searches (e.g. Group, Partner Type, etc.).
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3. Selectthe Organization Name/Exostar Id option to view a Partner’s Profile.

Lookup By

Org.Name/Org.ld QA

Result  Map

[¥ Export to Excel

Exostar Id T  Name T  Status T  LastUpdated T

[1 11608104 QA_Automation_Test_35 ] Accepted 10/03/2017 Summary
112873514 QA_Automation_Test_34 Accepted 09/29/2017 Summary
113335367 QA_Automation_Test_31 Accepted 09/29/2017 Summary
117900533 QA_EmailSettings_TestOrg..  Accepted 09/21/2017 Summary

0234567&9,No

4. SelectExport to Excel to download a list of relevantresultsto an Excel file.
Lookup By

Org.Name / Org.Id v @

Result Map

[® Export to Excel
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5. SelectSummary to determine if a Supplier Partner accepted your sharing request.

Exostar Id

608104

12873514

13335367

17900533

Name Status

QA_Automation_Test_35 Accepted
QA_Automation_Test_34 Accepted
QA_Automation_Test_31 Accepted
QA_EmailSettings_TestOrg..  Accepted

Last Updated

10/03/2017 Summary
09/29/2017 Summary
09/29/2017 Summary
09/21/2017 summary

NOTE: The Summary view provides otherdetails, such as a Supplier Partner’sform progress. If a
Supplier completed the form, the progress displays as 100%. If the Supplier Partner submitted
the form, click the hyperlinked name to view the completed form.

Partner Information

Supplier Mame : Globex Corporatiorn
Connection Status : Accepled
Connection Established Date @ O1229/2201/
Last Updated : O120/2201/

Y SCore

( | vod 4 oor R
Map Search
To complete a search using the Map function:
1. Selectsearch criteria from the dropdown.
2. Entersearch information. Click Search.
Result  Map
< - > -+ -
v United Kingdem
Benapyc
Ykpaina Kazakeram —
e . Tdrkiye Turkmenistan o
= India
e 5>
Mali Niger .
LS sl
Nigeria S Philippines
République Kenya
démacratique! Indonesia
Gueenae | 3nzania
J angola |,
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NOTES:
e You can complete partial organization name searches, however, you cannot complete
special character searches.
e You may needto zoom in before the marker appears. To zoom in, click the + sign or use
the scroll wheel on your computer mouse.

e To learn more about the organization, hover over the map marker to view organization
details.

Reports
You have the ability to create, view, and download reports based off Supplier’s questionnaire
answers.

To create areport:
1. Click Reports option via the top headermenu.

BB| &8 % © R mmm

My Org | Reports | Supplier LookUp Resources Help Alerts

2. Selectthe desired formfrom the dropdown.

Criteria

-Select Form- v

CYBERSECURITY QUESTIONNAIRE
NIST SP 800-171 R1

DFARS 252 CS

Conflict Minerals Reporting

Cybersecurity Questionnaire Report
For Cybersecurity Questionnaire reporting:
1. Selectthe report criteria: capability level, day range, or group.

2. Click Apply.
Criteria
CYBERSECURITY QUESTIONNARE |2
M Level 0 ™ Level1 ~Select Group- v
M Level 2 [V Level 3
Apply
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3. The results display in the bottom section. Select the hyperlinked Form Name or
hyperlinked Score to redirect to the Partner’s completed form. Select the Exostar Id or
Supplier Name to redirect to the Partner’s profile.

To manage the resultsview:
1. Selectto viewthe visual chart in your preferred format: Pie Chart or Bar Chart.

NOTE: These charts summarize the results from multiple Partner questionnaires of the same
type.

[@ Pie Chart O Bar Chart ]

== Level 0
- Level 1
- Level 2
== Level 3

Level 4
== Level 5

2. Hover your mouse over the chart to display the percentage of partners grouped withina
level.
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To modify reportingresults:
1. Selectthe Columns button to redirect to the Column List page.
2. Make necessary selections. Click Apply.

Column List

¥ Sharing Status

Y| Date Assigned

¥| Last Updated

¥ Form Progress(%)

¥| Score 1 (Overall Score)

Y| Score 2 (Capability Score)

¥| Capability Level

¥ Submitter Name
Group
Connection Establish
Form Accepted On
Form Started On
Form Submitted On
Form Delegated
Supplier Email
Supplier Country
Supplier State
Submitter Email

Expire On

3. To exportthe report, select Export to Excel or select to Export Raw Score.
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NIST SP 800-171 Questionnaire Report
For the NIST SP 800-171 Questionnaire reporting:
1. Selectthe report criteria: status, day range, or group.

2. Click Apply.
Criteria
NIST SP 800-171 R1 v
M Level 0 & Level 1 —Select Group— v
M level2 M level 3
M Level 4 M Level5 30 Days v

NOTE: The results display. Select the Form Name or Score to redirect to the Partner’s completed
form. Select the Exostar ID or Supplier Name to redirect to the Partner’s profile.

To manage the resultsview:
1. Selectto viewthe visual chart in your preferred format: Pie Chart or Bar Chart.
NOTE: These charts summarize the results from multiple Partner questionnaires of the same

type.

@® Pie Chart OBar Chan]

pr—

== (Compliant
== Non Compliant

2. Hover your mouse over the chart to display the percentage of Partners grouped withina
level.

@® Pie Chart OBar Chart

== Compliant
== Non Compliant

Non Compliant - 100.00 %
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To modify reporting results:

1. Selectthe Columns button to redirect to the Column List page.

2. Make necessaryselections. Click Apply.

Column List

¥ Sharing Status
¥| Date Assigned
¥| Last Updated
¥|  Form Progress(%)
Y| Score 1 (Implemented + Approved)
¥| Score 2 (Implemented + Approved + Addressed)
¥/ Submitter Name
Group
Connection Establish
Form Accepted On
Form Started On
Form Submitted On
Form Delegated
Supplier Email
Supplier Country
Supplier State
Submitter Email

Expire On

o ] ome

3. To exportthe report, select Export to Excel or Export Raw Score.
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Conflict Minerals Report
For the Conflict Minerals Questionnaire reporting:

1. SelectConflict Minerals form type or answers to submission questions.
2. Click Apply.

Criteria

Conflict Minerals Reporting

Q1. Is any 3TG intentionally added to your product(s) an...

More

Yes ) No

Q2. Are any of the Smelters listed that were not found on...
More

Yes ' No

Q3. Do any of the smelters in your supply chain source t...

More

Yes ) No

NOTE: The results display. Select the Form Name or Score to redirect to the Partner’s completed
form. Selectthe Exostar ID or Supplier Name to redirect to the Partner’s profile.

To modify the reporting results:
1. Selectthe Columns button to redirect to the Column List page.

2. Make necessaryselections. Click Apply.

Column List x

Sharing Status

Date Assigned

rd
v
rd
rd
rd
v

Connection Establish

Group

Form Accepted On
Form Started On
Form Submitted On
Form Delegated
Supplier Email

Sunnlier Country

3. To exportthe report, select Export to Excel.

4. To exportraw scores, select Export Raw Score.
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To manage the resultsview:
1. Selectto viewthe visual chart in your preferred format: Pie Chart or Bar Chart.

[@ Pie Chart OBar Chart ]

= Compliant
== MNon Compliant

NOTE: These charts summarize the results from multiple Partner questionnaires of the same

type.

2. Hover your mouse over the chart to display the percentage of Partners grouped withina

level.

@® Pie Chart OBar Chart

== Compliant
== Non Compliant

Non Compliant - 100.00 %
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DFARS 252 CS Report
For the DFARS 252 CS reporting:

1. SelectDFARS 252 CS form type and answer criteria questions.

2. Click Apply.

Criteria

DFARS 252 CS

Q1) Are your
Mare

Yes ' No

More

Yes ) No

More

Yes ' No

More

Yes ©) No

Q2) Has your organization implemented the security cont...

Q2a) Has your organization documented how it impleme...

Q2b) Are any unimplemented or deficient controls docum...

company'’s Information Technology systems...

-

NOTE: The results display. Selectthe Form Name or Score to redirectto the Partner’s completed
form. Select the Exostar ID or Supplier Name to redirect to the Partner’s profile.

To modify the reporting results:
1. Selectthe Columns button

to redirect to the Column List page.

Results :

[¥) Export to Excel Columns
Form Name Exostar Id
DFARS 252 CS 115325373
DFARS 252 CS 114057544
DFARS 252 CS 115648052
DFARS 252 CS 119476974

Export Raw Score

Supplier Name Sharing Status Date Assigned Last Updated
Shiv_FH_SAIC021 Shared 11/27/2018 11/27/2018
MDAOrg03/Missile Shared 11/22/2018 11/28/2018
MDAorg04/test Shared 11/21/2018 11/28/2018
Shiv_FH_SAIC013 Shared 11/28/2018 11/29/2018

Form Progress(%)

100
100
100

100

(] o

Score

NN-
NN-
NN-

No CUI
-

2. Make necessary selections. Click Apply or Close to disregard.
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Column List

¥ Sharing Status

Y| Date Assigned

L

Last Updated

Form Progress(%)

< &

Score 1

«

Score 2

Y| Submitter Name
Connection Establish
Form Accepted On
Form Started On
Form Submitted On
Form Delegated
Supplier Email
Supplier Country
Supplier State
Submitter Email

Expire On

3. To exportthe report, select Export to Excel.
4. To exportraw scores, select Export Raw Score.

To manage the resultsview:
1. Selectto viewthe visual chart in your preferred format: Pie Chart or Bar Chart.
© Pie Chart © Bar Chartl

== Matched
== Not Matched
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NOTE: These charts summarize the results from multiple Partner questionnaires of the same
type.

2. Hover your mouse over the chart to display the percentage of Partners grouped withina
level.

Scoring

Cybersecurity Questionnaire: The capability score is calculated based on the responses provided
to each control family. A Supplier Partnerisrequired toimplementall control activities contained
within a capability level to attain that capability level. Before a Supplier Partner can meet the
next capability level, they are required to have implemented all control activities from the prior
control family.

NIST SP 800-171 Questionnaire: Two score bars display under the Score Summary section. The
first score provides the total Implemented and Approved controls over the total number of
available controls. The second score bar indicates the total number of Controls the Supplier
selected Implemented, Approved, and SSP/ POAM for, over the total number of available
controls. Each bar remains red until it reaches a level of 100%.

Conflict Minerals Questionnaire: Compliancy for this form is determined from how a Supplier
responded to the questionnaire. Compliance to the Conflict Minerals Questionnaire is based on
CFSl standards. The exact compliance instructions are located on the CFSI website.

DFARS 252 CS Questionnaire: Compliancy for this form is determined from how a Supplier
responded to the questionnaire. Select the Form Name to redirect to the Form Detail page. The

Score Summary displays onthe right-hand side of the page as Compliant, Sharing, and Flowdown.

For additional information on scoring, please see the PIM Form Scoring page.
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