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REPORTING OVERVIEW 

This guide provides information and instructions on the Reporting feature in Secure Access 
Manager (SAM). This feature provides administrative users access to a list of pre-assembled 
reports. The available reports are dependent on your specific administrative role.  
 
The Reporting feature is available to the following administrative users and is not accessible 
without a Phone One-Time Password (OTP) without Proofing credential: 

• Service Provider Administrators (SP Admin) 

• Management and Portal Administrators (MPA) 

• Organization Administrators 

• EPAs (Exostar-specific) 
 
IMPORTANT: There is no load limitation for individual reports. If a report takes more than eight 
seconds to compile, it will be moved to an after-hours queue and processed after business hours. 
The report will be available for download the next business day. 

AVAILABLE REPORTS 

The following reports are available: 

• User Report: Application: Provides information on users who have access to applications 
to which the person running the report administers. 

• User Report: Organization: Provides information on users within the report creator’s 
organization. 

• User Report: Onboarding Sponsor: Provides information on users within the Onboarding 
Sponsor the person creating the report manages. 

• Application Subscription Status: Provides a high-level overview of users’ application 
status. 

• User Onboarding Status Report: Provides progress on a user’s journey from application 
invitation to first-time login. 
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REPORT BY ROLE 

This section outlines each SAM administrative role and the reports available to each: 

 User Report: 
Application 

User Report: 
Organization 

User Report: 
Onboarding 

Sponsor 

Application 
Subscription 

Status 

User 
Onboarding 

Status 
Report 

SP Admin X   X X 

MPA   X   

Org 
Admin 

 X    

EPA X X X X X 

 

ACCESS REPORTING FEATURE 

You must first login to your SAM Admin account with your username and password. To access 
the reporting feature: 

1. Click the Reports tab from the SAM Dashboard. 

 
 

2. The system prompts for your OTP. Verify the desired phone number via the drop-down 
provided. Select to receive the one-time password code via Text or Voice Message. Click 
Send. 
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3. Input the code in the field provided. Click Next to navigate to the Reports tab. 

 
 

4. Select Standard Report from the left-hand navigation. 

 
 

5. Depending on your role, choose the desired report from the available list. 

 
 

REPORT HISTORY TAB 

The Reports History tab provides a comprehensive list of reports the user has run, as well as 
additional columns of detailed information.  
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The Status column provides the following possibilities: 

• In Progress: The report is being created. 

• Success: The report can be downloaded.  
 
The Actions column provides the following options: 

• Download CSV: Downloads a copy of the report to your local drive. 

• Edit: Redirects the user back to the criteria selection to edit and re-execute. 
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ONBOARDING STATUS REPORT 

The Onboarding Status Report provides progress on a user’s journey from application invitation 
to first-time login and is available to SP Admins and EPAs. To run an Onboarding Status Report: 

1. Navigate to the Reports tab. Select Standard Report from the left-hand menu. Select User 
Onboarding Status Report. 

 
 

2. Choose from the Application Name drop-down menu.  
NOTE: The user can select All or a specific application. 

3. If desired, select a Start Date and End Date. Click Execute. 
NOTE: The report will consist of data between the date range selected as start date and end date.  

 
 

4. A message displays, notifying you the report can be downloaded from the Report History 
tab. Click OK to open the Report History tab. 
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5. Once the status changes from In Progress to Success, select to Download CSV or Re-
Execute from the Actions menu. 

 
 
NOTE: If you select the Download CSV icon, the report automatically downloads to your local 
drive. If you select the Re-Execute button, the system provides options to re-select the report 
criteria. 
 
The Onboarding Status Report displays the following information in Excel: 

• User Invited By: This column displays the Login ID of who invited the end user. 

• User ID: This column displays the Login ID of the invitee. 

• First Name: This column displays the first name listed in the invitee’s SAM account. 

• Last Name: This column displays the last name listed in the invitee's SAM account. 

• Invited Date: This column displays the full date and time the user was invited. 

• Organization Name: This column provides the invitee’s organization name. 

• Organization ID: This column provides the invitee's organization’s ID. 

• Application Name: This column provides the application name the user was invited to 
access. 

• Org Application Status: This column provides the application’s current status. 

• FTL Status: This column provides the first-time login status of the invitee. 

• R-IDP Enabled: This column provides information on if the invitee’s account is RDIP 
enabled. 

NOTE: R-IDP stands for Remote Identity Provider they are credentials used to log into 
applications. 

• User OTP Credentials: This column provides information on if the invitee has OTP 
credentials, and if so, what type. 

NOTE: OTP stands for One-Time Password, which is a security credential required to access 
certain applications, alongside Email Address User ID/Password. 
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• Last SAM Access Date: This column provides the full date and time the invitee last 
accessed their SAM. 

 

APPLICATION SUBSCRIPTION STATUS REPORT 

The Application Subscription Status Report provides a high-level overview of users’ application 
status and is available to SP Admins and EPAs. To run an Application Subscription Status Report: 

1. Navigate to the Reports tab. Select Standard Report from the left-hand menu. Select 
Application Subscription Status Report. 
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2. Choose from the Application Name drop-down menu. Click Execute. 

 
 

3. A message displays, notifying you the report can be downloaded from the Report History 
tab. Click OK to open the Report History tab. 

 
 

4. Once the status changes from In Progress to Success, select to Download CSV or Re-
Execute from the Actions menu. 

 
 
NOTE: If you select the Download CSV icon, the report automatically downloads to your local 
drive. 
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The Application Subscription Status Report displays the following numerical information in Excel: 

• Application Display Name: This column provides the application name, depending on the 
criteria selected during the report execution process. 

• Active Subscriptions: This column provides the number of active subscriptions for the 
respective application. 

• Number of users that have logged in: This column provides the number of users that have 
logged into SAM and accessed that application. 

• 30 Days Login: This column provides the number of users that have logged in within the 
last 30 days to access the application. 

• 90 Days Login: This column provides the number of users that have logged in within the 
last 90 days to access the application. 

• 180 Days Login: This column provides the number of users that have logged in within the 
last 180 days to access the application. 

• 30 Days New Subscription: This column provides the number of users that have been 
subscribed to the application within the last 30 days. 

• 90 Days New Subscription: This column provides the number of users that have been 
subscribed to the application within the last 90 days. 

• 180 Days New Subscription: This column provides the number of users that have been 
subscribed to the application within the last 180 days. 

• Number of Subscribed Orgs with Users: This column provides the number of 
organizations that have users subscribed to the application. 

 

USER REPORTS – ONBOARDING SPONSOR  

The User Reports – Onboarding Sponsor Report provides information on users within the 
Onboarding Sponsor they manage and is available to MPAs and EPAs. To run a User Reports – 
Onboarding Sponsor Report: 
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1. Navigate to the Reports tab. Select Standard Report from the left-hand menu. Select User 
Reports - Onboarding Sponsor. 

 
 

2. Choose from the Organization Name drop-down menu. Select a Start Date and End Date. 
Click Execute. 

NOTE: The selected date range displays data for the report between those dates. 

 
 

3. A message displays, notifying you the report can be downloaded from the Report History 
tab. Click OK to open the Report History tab. 
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4. Once the status changes from In Progress to Success, select to Download CSV or Re-
Execute from the Actions menu. 

 
 
NOTE: If you select the Download CSV icon, the report automatically downloads to your local 
drive. 
The User Reports – Onboarding Sponsor Report displays the following information in Excel: 

• User ID: This column provides the end users’ User IDs. 

• First Name: First name listed in the user’s SAM account. 

• Middle Name: Middle name listed in the user’s SAM account. 

• Last Name: Last name listed in the user’s SAM account. 

• Email: Email address listed in the user's SAM account. 

• Onboarding Sponsor: This field provides support to MPAs who have access to more than 
one Onboarding Sponsor. 

• Organization ID: This column provides the Org ID to which the end user belongs. 

• Organization Name: This column provides the name of the organization. 

• SAM Account Status: This column provides a status of the user’s SAM account. 

• Last Successful Login Date: This column provides the full date and time the user last 
successfully logged into SAM. 

• Account Created Date: This column provides the full date and time the user’s account 
was created. 

• Tenant Name: This column provides the Onboarding Sponsor to which the user belongs. 

• RIDP User ID: This column provides the user ID for the user's RIDP connection. 

• Shared User: This column displays Yes or No and determines if the user is shared across 
multiple sponsors. 

• RIDP Name: This column provides the user's RIDP name in their local RIDP system. 

• Pending Applications: This column displays the applications the user has access to that 
are in a pending status. 

• System Role(s): This column displays as either User or Organization Administrator. 

• User Level Sponsor: This column displays the Onboarding Sponsor to which the user’s 
account belongs. 

• Country of Residence: This column provides the country to which the user resides. 

• Phone Number: This column provides the phone number listed in the user’s SAM account. 

• Fax Number: This column provides the fax number listed in the user's SAM account. 

• Job Title: This column provides the job title listed in the user's SAM account. 
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• Account Suspended Date: This column provides the user’s account suspended date, if 
applicable. 

 

USER REPORTS – APPLICATION  

The User Reports – Application Report provides information on users who have access to 
applications to which they administer and is available to SP Admins and EPAs. To run an 
Application Report: 

1. Navigate to the Reports tab. Select Standard Report from the left-hand menu. Select User 
Reports - Application. 

 
 

2. Choose from the Application Name drop-down menu. Select a Start Date and End Date. 
Click Execute. 

NOTE: The selected date range displays data for the report between those dates. 
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3. A message displays, notifying you the report can be downloaded from the Report History 
tab. Click OK to open the Report History tab. 

 
 

4. Once the status changes from In Progress to Success, select to Download CSV or Re-
Execute from the Actions menu. 

 
 
NOTE: If you select the Download CSV icon, the report automatically downloads to your local 
drive. 
 
The User Reports – Application Report displays the following information in Excel: 

• User ID: This column provides the end users’ User IDs. 

• First Name: First name listed in the user’s SAM account. 

• Last Name: Last name listed in the user's SAM account. 

• Email: Email address listed in the user's SAM account. 

• Organization ID: This column provides the Organization ID to which the end user belongs. 

• Organization Name: This column provides the organization name to which the end user 
belongs. 

• SAM Account Status: This column provides a status of the user’s SAM account. 

• Last Successful Login Date: This column provides the full date and time the user last 
successfully logged into SAM. 

• Account Created Date: This column provides the full date and time the user’s account 
was created. 

• Application Name: This column displays the application name you selected. 

• Application Access Date: This column provides the full date and time the user accessed 
the application. 
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USER REPORTS – ORGANIZATION  

The User Reports – Organization Report provides information on users within their organization 
and is available to Org Admins and EPAs. To run a User Reports – Organization Report: 

1. Navigate to the Reports tab. Select Standard Report from the left-hand menu. Select User 
Report - Organization. 

 
 

2. Choose from the Organization Name drop-down menu. Select a Start Date and End Date. 
Click Execute. 

NOTE: The selected date range displays data for the report between those dates. 

 
 

3. A message displays, notifying you the report can be downloaded from the Report History 
tab. Click OK to open the Report History tab. 
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4. Once the status changes from In Progress to Success, select to Download CSV or Re-
Execute from the Actions menu. 

 
 
NOTE: If you select the Download CSV icon, the report automatically downloads to your local 
drive. 
 
The User Reports – Organization Report displays the following information in Excel for users 
within a single organization: 

• User ID: This column provides end users’ User ID. 

• First Name: This column provides the first name listed in the user’s SAM account. 

• Middle Name: This column provides the middle name listed in the user's SAM account. 

• Last Name: This column provides the last name listed in the user’s SAM account. 

• E-Mail: This column provides the email address listed in the user’s SAM account. 

• Organization ID: This column provides the organization’s Org ID. 

• SAM Account Status: This column provides the end users’ SAM account status. 

• Last Successful Login Date: This column provides the full date and time of the end users’ 
last successful SAM login. 

• Account Created Date: This column provides the full date and time the end users’ account 
was created in SAM. 

• RIDP User ID: This column provides the user ID for the user's RIDP connection. 

• Shared User: This column displays Yes or No and determines if the user is shared across 
multiple sponsors. 

• RIDP Name: This column provides the user's RIDP name in their local RIDP system. 

• Pending Applications: This column displays the applications the user has access to that 
are in a pending status. 

• System Role(s): This column displays as either User or Organization Administrator. 

• User Level Sponsor: This column displays the Onboarding Sponsor to which the user’s 
account belongs. 

• Country of Residence: This column provides the country to which the user resides. 

• Phone Number: This column provides the phone number listed in the user’s SAM account. 

• Fax Number: This column provides the fax number listed in the user's SAM account. 

• Job Title: This column provides the job title listed in the user's SAM account. 
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• Account Suspended Date: This column provides the user’s account suspended date, if 
applicable. 

 


